
Chapter 1  

 Introduction 
Today organizations are increasingly getting networked, as information is exchanged at 

the speed of thought. Routine tasks rely on the use of computers for accessing, providing 

or just storing information. However, as information assets differentiate the competitive 

organization from others of its kind, so there is a sense of urgency on behalf of the 

organization to secure these assets from likely threats and vulnerabilities. 

Initially computers were designed to facilitate research and this did not place much 

emphasis on security, as such resources being scarce, were meant for sharing. The 

permeation of computers into the routine workspace and daily life see more of control 

being transferred to computers and a higher dependency on them for facilitating 

important routine tasks. Any disruption meant loss of time, money and sometimes even 

loss of life. 

Technology is evolving at an unprecedented rate and as a result, the products that reach 

the market are engineered more for ease of use than for secure computing.  

As computers gain greater control over routine activities, it is becoming increasingly 

difficult for system administrators and other system professionals to allocate resources 

exclusively for securing systems.  

Originally, to 'hack' meant to possess extraordinary computer skills used to extend the 

limits of computer systems. It required great proficiency on the part of the individual. 

However, today there are automated tools and codes available on the Internet that makes 

it possible for anyone with a will and desire to hack, to succeed in their effort. 

The ease with which system vulnerabilities can be exploited has increased while the 

knowledge curve required to perform such exploits is shortening. However, the fast 

evolving genre of 'script kiddies' are largely comprised of lesser skilled individuals 

acquiring second hand knowledge and using them to perform exploits. 



The figure below illustrates the evolution in attacks and the relative skill profile of the 

attackers over the years. 
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Figure 1-1: Evolution in attacks and the skill profile of the attackers  

            Source: The CERT Guide to System and Network Security Practices [1] 

The number of attacks on network-connected hosts has increased over the last several 

years, making the security of networks an increasingly important problem. One of the 

most common ways that networks are hardened against attack is to tightly control what 

kind of network traffic can enter and exit the network using a firewall. 

Firewall protects networks and is a collection of components, interposed between two 

networks, that filters traffic between them according to some security policy. From 

business standpoint, the valuable aspects of network are: 

 



• The confidentiality of data residing within and traveling  across the 

network. 

• The integrity of data residing within and traveling across the network 

• The availability of the network and the associated computing resources. 

 

Events that threaten the confidentiality, integrity, or availability of data can arise either 

accidentally or through intent, usually malicious intent. The popularity of the internet 

raised the level of threat tremendously. Many companies now operate internet hosts ex: 

Mail servers, VPN servers, Web servers that are intended to be accessed by the general 

public. Often these hosts contain data requiring protection.  An attacker, who 

compromises a publicly accessible host, may be able to use the resources of that host, to 

successfully attack other hosts on the same network.  

 

Due to developments in distributed systems and high speed network technologies, 

Computer systems are operates in different geographical locations with different security 

policies and procedures. So managing and monitoring the firewalls in the distributed 

environment has overloaded the system engineers and network administrator’s daily 

workload.  

 

Proposed distributed firewall can operate in a central location as a centralized policy 

manager and it propagates firewall rules securely.  Its user friendly rule generation engine 

will ease the job of implementing firewall rules, and also it monitors the distributed node 

status centrally, this not only reduce the workload of engineers and administrators. But 

also detect remote node failures in the distributed environment. This also increases the 

reliability in Distributed Network security measures. And also  

help administrators/engineers to query the network status via wireless devices using Short 

messaging service (SMS) from anytime anywhere. 

 

Apart from the above mentioned features, Distributed firewall server (DFS) consists of 

High availability solution in case of a DFS failure, and mysql data replication method. 



This is done so in order to do its task smoothly without any interruption to the service in 

case of a system failure. 

 

1.1 Organization of the dissertation 

The first chapter discusses the introduction to network attacks over years and importance 

of network security and attack prevention. Second chapter contains all the literature 

review related to the Distributed firewall server implementation, and introduction to high 

availability and data synchronization. The third chapter will discuss the problem 

statement, scope, approach and motivation behind the research. Chapter four will discuss 

the existing products and its features. Chapter Five the design and implementation details 

of the research, Chapter six the observations and evaluation. Finally the Chapter seven 

will give the future direction of the research and the conclusion. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


