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2.  Related work 

 

[15] gives a very good understanding about the methodologies available for testing 

and benchmarking intrusion detection algorithms and systems by 2003. DARPA 

(Defense Advanced Research Agency) in 1998 started a project [1], [2] to evaluate 

IDSes.  In this project, the method of evaluation was to interlace malicious traffic with 

background traffic to be generated using traffic generating tools, then capture the 

resultant data set and use that data set to evaluate IDSes. But this project has not been 

continued after 1999. Then LARIAT (the Lincoln Adaptable Real-Time Information 

Assurance Test-bed) was initiated but this test bed can be used only under special 

instances [15]. Nidsbench, IDSwakeup, Flame Thrower, WebAvalanche, Tcpreplay, 

Fragrouter, Hping2 and Iperf are some of the other tools that can be used to evaluate 

IDSes and related algorithms according to [15], but most of them are just some of the 

tools that can be used for generating traffic that can aid in evaluating IDSes [13]. 

[13] also is proposing a method to benchmark IDSes. This is merely a study to use 

most of the tools mentioned in [15] and few other freely available tools to check the 

Snort output.  

[16] is proposing a method to generate a dataset that can be used to evaluate IDSes 

and at the same time a framework to evaluate IDSes using the dataset proposed. But 

the method is to use the real vulnerability exploitation programs that the attackers are 

using such as kod.c, kox.c etc. Therefore the method proposed in [16] can not be used 

in a production environment to check whether the deployed product performs as 

intended or not.  

However the framework to be developed can be customized to use real exploitation 

programs if it is really necessary. The [30] provides many real exploitation programs 

that can be used for that purpose. 

[11] is a plan to develop a POC (proof_of_concept) tool that can be used to check the 

entire network infrastructure for vulnerabilities and to evaluate the installed network 

security tools such as IDSes, Firewalls etc for the performance and vulnerabilities 

within those tools.  

The benchmarking method proposed in [12] has been a reference for most of the 

above research works. The proposed methodology in benchmarking IDSes is based on 
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the experience of the authors in real life intrusion detection systems evaluation and 

with [1], [2] it is possible to think of a general method of evaluating IDSes. Therefore 

the research community has taken this as a reference. But this work is not publicly 

available for practical purposes and also this is about 11 years old. But after 11 years 

from this publication also there is no better IDS benchmarking methodology. This 

tells us the complexity of evaluating IDSes.  

 

The research community has identified the general characteristics such as  

• the fault tolerance ability 

• resistance for subversion 

• minimum overhead 

• customizability  

• ability to cope with changing system behaviors etc of IDSes.  

 

The important of the above characteristics has been mentioned in [9]. 

The OSEC [25] and OSSTM [26], CIDF [14], [27] are also interesting in IDS 

evaluation. OSEC (Open Security Evaluation Criteria) is a project concentrated on 

evaluating security products, mainly NIDS and firewalls. This has been in this field 

more many years and though it was initiated by Neohapsis due to its community 

based improvements, it has become a guide line for IDS evaluation. OSSTM (Open 

Source Security Testing Methodology) is not only evaluating or testing IDSes and 

Firewalls as in the case of OSEC but also it deals with many other security products. 

This gives a freely available manual of which the IDS testing part is very relevant for 

this research. [13] is mainly based on above two guidelines.   

 

 


