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1. Introduction 

 

1.1.  Background  

 

In [7], intrusion is defined as an action that successfully violates a security policy 

defined.  According to this definition for intrusion and the name given to the 

considered security tool, intrusion detection systems (IDSes), it gives an 

understanding that intrusion detection systems might be detecting only the 

successfully violations of security policy or attacks.  

However, it is very important not only to detect successful attempts but also to detect 

failed attempts or attempts to break into the systems to the facility, an IT environment, 

considered. If the facility considered is having only Unix based systems, it is not 

important to generate alerts for attacks targeted at Windows based systems and wise 

versa. But if the facility is having both Unix and Windows based systems, then if 

Windows based attack is targeted at an Unix based system, then it is very likely that 

next time the same attack may be targeted at a Windows based system which might be 

a successful attack. Therefore it is very important to know every type of attacks that 

are targeted at this kind of a facility. This is mainly because intruders often try several 

unsuccessful attacks before hitting the target. This is the fundamental concept adopted 

in designing intrusion prevention systems (IPSes).  

Therefore in an Internet Data Center kind of a facility it is very important for the IDS 

deployed to detect both successful and unsuccessful attempts. So it is necessary to 

deploy a proper IDS out of several candidate IDSes that suits the facility considered. 

Here we proposed a framework that can be used to evaluate candidate IDSes in order 

to ease the selection on the suitable IDS for the facility and then evaluate the IDS that 

has been deployed in the facility time to time to check for the effectiveness or 

accuracy, whether it is doing the intended activity properly. 

The approach to designed IDS is different from one to the other. IDSes used to detect 

an attack which tends to look different in some fashion from legitimate computer use 

are called as Anomaly based systems where are those which are designed to detect 

attacks based on particular explicit indication are called Signature based systems [8]. 

And also the IDSes that detects intruder activities for a whole network is called a 

network based IDS or NIDS. 
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In this paper, we proposed a framework that can be used as a base line tool to evaluate 

signature based NIDSes. Snort [20] IDS is used as the base line for this work due to 

its vast adaptation as the IDS of choice and other open source tools such as Nessus are 

also integrated into this framework. We will also evaluate Shoki IDS using the 

proposed framework and then rank that according to the base line i.e. the 

effectiveness of this IDS compared to Snort, the base line IDS.  

 

1.1.1. Types of Intrusion Detection Systems 

 

There are many types of intrusion detection systems. Due to the increasing number of 

security threats, organizations have built there own IDSes which look at only a 

specified service also. But the major types of IDSes are briefly described in this 

section. The IDSes can be classified based on the deployment method and also based 

on the intrusion detection method they employed. Intrusion detection methods will be 

discussed in a separate section and therefore here we classify the IDSes based on the 

deployment method. The deployment method is not defined by the installation 

location only but also based on the requirement of the organization considered.  

 

Network Intrusion Detection System (NIDS) 

NIDS is a system which indentifies intrusions by gathering network traffic and then 

processing those based on a well defined rule set or based on the traffic patterns. 

These systems are capable of monitoring multiple hosts. Network traffic is gathered 

using mainly using a tcpdump kind of a tool which is based on libpcap library through 

a hub, port mirroring1 or a network tap2.  

 

Examples: Snort [20], ISS RealSecure (Network based) [21], Shoki [22] , Bro [23], 

Shadow [24] 

 

Host-based intrusion detection system (HIDS) 

HIDS is a system which identifies intrusions by analyzing system calls, application 

logs, file-system modifications and other host activities and state.  

Example: OSSEC [28], ISS RealSecure (Host based) [21] 
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Hybrid intrusion detection system (HIDS) 

A combination of the methods of above two is used in these systems to give a 

complete coverage of the infrastructure.  

Example: Prelude 

 

Distributed intrusion detection system (DIDS) 

This is actually not a separate type of IDSes but a way of using above mentioned 

IDSes in a distributed manner. That is the detection is done at several locations and 

monitored at a centralized location. But in order to deploy above mentioned IDSes in 

a distributed manner it is necessary to have algorithms to partition the IDSes.  

Example: Shoki. 

 

 

1.1.2. Major components of an IDS   

Since the objectives, section 1.3, of the thesis is to benchmark Network Based IDSes 

which is a piece of software we will focused more on this type. But there are many 

simple IDSes which are devices or appliances as a black box. However in any kind of 

IDSes there are three major parts: a Sensor, a centralized Analysis Engine and a 

Console.  Figure 1 shows the integration of all these components together as a 

complete tool. 

 

The Sensor: 

This is the major component of any IDS since this is the portion of the system where 

all the intruder activities are captured and logged in different formats according to the 

IDS considered. The network packets having intruder activities are captured using the 

packet-capturing framework of the operating system in which the system installed. 

But accessing the packet-capturing framework of the OS is not that easy and therefore 

it is necessary to have an API. The most widely used and accepted API for this 

purpose is the libpcap originally from the Lawrence Berkeley National Laboratory. 

Libpcap is an open-source, freely available C library and it provides a user-land 

interface for packet capture across a broad range of platforms [4].  

 

The Centralized Analysis Engine: 
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But just by logging the security events does not make any sense for security 

personals. So there should be a mechanism to filter the logged data. In signature based 

NIDSes, the logged data are filtered according to a well defined set of rules or 

signatures and generate alerts based on the signatures.   The centralized analysis 

engine takes care of this filtering process. The filtered data may be stored in an SQL 

database like Mysql, PortgreSQL, MSSQL etc. or in rear cases as a text file. The 

logging process and the filtering process are both back end processes. Therefore those 

are not viewable to the technical staff who are monitoring the day to day activities and 

if those data are opened to them still they can not understand those.  

 

The Console: 

Hence there should be a way of producing generated alerts in a user friendly format 

and also it is necessary to generate alarms to notify the monitoring personal if there is 

any alert generated. Those are some of the features to be considered while selecting 

an IDS. Anyway all these fancy works are embedded in the console module in almost 

all IDSes. 
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Figure 1.   General Layout of an IDS 
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1.1.3. Introduction to Filters and Signatures  

An intrusion detection filter is kind of a policy given for an IDS. The filters have to be 

configured in line with the organizations security policy. Then the security analyst 

will be more interested on the traffic that passes this filter. The filter is configured to 

look at some other locations to find the traffic patterns to do the filtering process. The 

interested traffic patterns are included in several files separately. These files are called 

signatures or rules. In general the rules or signatures are included in the filters 

according to the name of the rule or signature file and it is possible to dynamically 

add or remove rules or signatures from the IDS by adding or commenting out the 

particular rule or signature name from filters. More details can be found in [3] 

 

1.1.4. Intrusion detection methods/algorithms 

 

Intrusion detection is a very broad area. Therefore many organizations and individuals 

have developed various methods for intrusion detection. But almost all of them are 

based on the following two major types of intrusion detections. 

 

Signature Base Intrusion detection: 

The intrusions are identified according to a well defined set of rules or signatures. The 

signatures are used to match the traffic to detect intruder activities. The rules or 

signatures are developed based on the known vulnerabilities. Therefore it is necessary 

update the signature list from the vendors. The known vulnerabilities are maintained 

as a list called a vulnerability database. 

 

Anomaly based Intrusion detection: 

Intrusions are indentified based on the traffic pattern by the intruders. This method is 

well suitable for unknown attacks or new attacks.  

 

1.1.5. An Introduction to vulnerability databases 

 

In the network security arena, one of the most important factors is the interoperability 

among various tools and techniques. In order to achieve this objective in IDS 
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benchmarking also, many IDS vendors depend on a vulnerability database where all 

the known vulnerabilities are listed as a dictionary. There are many vulnerability 

databases maintained by several organizations worldwide. Among those the following 

databases are commonly used in the security community.  

 

The Common Vulnerabilities and Exposures Database (CVE)  

According to [29], CVE is a dictionary of names for publicly known information 

security vulnerabilities. The dictionary is having entries with CVE Identifiers.  These 

identifiers make it easier to share data about vulnerabilities among network security 

databases and tools. This was launched in 1999 at a time there was no such a 

dictionary for vulnerabilities. Therefore this referencing system was used by many 

network security tools vendors such as IBM, Cybersafe, ISS, and Cisco etc.  

CVE Identifier format: (CVE Number, Status, Description, references) 

 

Bugtraq (SecurityFocus) 

This is a vulnerability database maintained by [30] and they claim that this is the 

“Internet's largest and most comprehensive database of computer security knowledge 

and resources to the public”.  

Database format: (Bugtraq ID, Class, CVE, Remote, Local, Updated, Credit,  

Vulnerable, Not Vulnerable) 

 

The Open Source Vulnerability Database (OSVDB):  

According to [31], initially this database was created to catalog and describe the 

Internet’s security vulnerabilities.  The goal of the OSVDB is "to provide accurate, 

detailed, current, and unbiased technical information" about security vulnerabilities.  

OSVDB organizers believe that it is necessary to have more than one vulnerability 

database to meet the variety of requirements. This database itself maintains a 

vulnerability list according to their own id though they refer those to external 

vulnerability databases too. 

Database format: (OSVDB ID, Title, Status) 

 

Nessus: 

Actually this is a network Vulnerability Scanner by Tenable Network Security. This 

product is used by many organizations worldwide and the tool is endorsed by 
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professional information security organizations such as the SANS Institute. The tool 

itself is maintaining its own vulnerability database. There are some security tools that 

use this reference system also for their vulnerability references. More details can be 

found in [32] 

 

Format: (Nessus_Id)  

 

CVE is used by many network security tools and is very old compared to others and 

also it is considered to be a very comprehensive and well developed database. 

Therefore that database is used for our framework also. This is mainly to avoid the 

compatibility issues between different vendor systems.  

 

1.2. Motivation and Problem Identified 

 

Today almost all IT enabled organizations have or having been made quite an 

investment into:  

• firewall technology,  

• antivirus packages,  

• security software,  

• staff and consultants  

in order to keep their information confidential. Yet even with those best efforts, 

security breaches continue to threaten their revenue, reputation, and ability to adhere 

to information security regulations (BS: 7799/ISO: 27001). This is mainly because the 

risk of data breach is extremely high as the Internet has made illegal information 

access easier than ever. Therefore detecting and responding to attacks just at the 

perimeter is no longer effective or sufficient. 

Therefore today it is necessary to have a multi-layered, integrated process to 

confidently and proactively protect (detect and remove vulnerabilities) all networks, 

systems, applications, data, and entry points. However, each network infrastructure is 

a unique and complex system. With new vulnerabilities being discovered on a daily 

basis, it would be impossible for an individual to manually monitor and proactively 

protect the entire network. In this respect, Intrusion Prevention Systems (IPSes) are 

said to be very efficient in giving this level of security.  
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But most of the corporate users still depend on Intrusion Detection Systems (IDSs).  

Therefore it is necessary to select a good IDS for the environment considered and 

there should be a way of evaluating IDSs in this respect.  

When it comes to IDS evaluation, there is very limited number of research studies 

going on and yet most of those evaluations are also limited to the criterion such as: 

whether it runs on a dedicated machine, can it be administered remotely, is there any 

GUI, how expensive it is, closed source or open source, whether AI is being used, 

responsiveness of the vendors for queries etc. Most of them have considered only the 

qualitative properties [18], [19].  

But there have been some intrusion detection backoffs which includes Mitre Backoff, 

InfowarCon, Lincoln Labs, and the SANS series of ID-Nets [3]. But these backoffs 

are also limited to few IDSs and also the evaluations have been done manually by 

exploiting the targets with few attacks and then checking whether those detected by 

the IDS in most of the cases. 

 

1.3.  Objective 

So in this project we are planning to develop a framework that can be used to evaluate 

and compare Signature based NIDSes making the framework as a benchmark tool. It 

is necessary to use a well developed, highly accepted IDS as the base line to 

benchmark the others.  Here we propose a method that is based on the freely available 

tools and prove that this method is capable enough to evaluate signature based 

NIDSes. 

Further Sri Lanka Telecom Internet Data Center is considered as the facility 

consideration as a case study for our study. 

 

 

 

 

 

 

 

 


