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Chapter 5 

Conclusions 

Setting up a trusted certificate authority is a trade-off between convenience and 

security. Providing a certificate with very high validity and operating it in a highly 

secure environment, users will find it difficult to obtain a certificate, or sometimes try 

to find other ways to compromise the security. On the other hand operating in a less 

secure manner, makes life easier for the subscribers of the CA but trust on the 

certificated issued by the CA is less. 

The main objective of this project is to design a certificate authority and define its 

policies and procedures, which are not too secure where it is too difficult for users to 

obtain a digital certificate, but adequately secure, where one can trust the certificates 

issued by the CA. In addition, it abides by the Sri Lankan regulations, while ensuring 

the total adherence to industry standard rules and regulations. 

RedHat certificate system was used for the CA system, since it provides a 

comprehensive certificate management solution, for public-key infrastructure. RedHat 

certificate system has many implementation options available to secure the operation 

of the CA and it has various software components and tools for creating, deploying, 

and managing certificates. It has a high-quality security framework to ensure the 

security of the system. RedHat Certificate System uses most of the open standards like 
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PKCS#11 and X.509 certificate format for all of its functions, which is very useful to 

integrate with several other systems.  

 

Implementation of a certificate authority, according to the model CA presented in 

section 3.2, can bring enormous benefits to Sri Lankan organizations. Since paper, 

based documents including the legal documents are still used by the Sri Lankan 

organizations for their operations, hand written signature or wet signature on those 

documents are used as an attribute of identification of the signer, approval of the 

signer to the content and integrity of the content. However, Internet and other 

emerging technologies like online transactions have revolutionized these paper-based 

documents to electronic documents format. Therefore, countries including Sri Lanka 

have commenced amending the existing provisions of law to accept electronic 

documents, which include digital certificates and certificate authorities. Therefore 

major outcomes of this certificate authority and the digital signature technology is to 

development of sustainable and secure business and communication environment for 

Sri Lankan organizations by adaptation of open standards like X.509 certificates in 

their vital systems. Moreover, sufficient progress in the adaptation of digital signature 

technology in e-business, e-governance, e-learning, and e-transactions will enable the 

Sri Lankan government and other organizations to deliver services to the people with 

convenience, in a secure and authentic manner.  


