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Chapter 4 

Operating a Model CA 

When a CA is in operation, there are many policies and procedural matters needed to 

be considered, to maintain the smooth running of the CA as well as for the standard 

compliance. The proposed CA will employ policies and practices, that have been 

designed to meet the requirements, of the industry standards for CAs, as defined in the 

AICPA/CICA, WebTrust, Program for Certification Authorities [14] and ETSI TS 101 

456, Policy requirements for certification authorities, issuing qualified certificates 

[15]. These standards were discussed in section 2.5. The certificate practice statement, 

certificate policy and the certificate practice statement of the CA will be defined in 

line with the above standards.  

4.1 Certificate Practice Statement (CPS) and CA Policy 

Certificate practice statement presides over the technical as well as legal relationship 

between the CA and its users and relying parties. The format of the Certificate 

Practice Statement should follow the RFC 2527 - Internet X.509 Public Key 

Infrastructure Certificate Policy and Certification Practices Framework [18]. The 

major sections of the RFC 2527 as mentioned in the Digital Signature Network 

Security Practices by Kailash, Kamlesh and Prateek [19] are listed below, 
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 Introduction 

 General provisions 

 Identification and authentication 

 Operational requirements 

 Physical procedure and personnel security controls 

 Technical security controls 

 Certificate and certificate revocation list profiles 

 Specification and administration 

When implementing security to the CA, first consideration is defining policies for the 

CA. Those policies will establish high level rules to protect CA’s resources and the 

vital information stored by those resources as discussed in CAcert Certification 

Practice Statement [20] and VeriSign Certification Practice Statement [21]. In 

addition, these policies will be defined to satisfy the Sri Lankan legislative system and 

it will be according to the Electronics Transaction Act No 19, 2006 of Sri Lanka [22] 

and the Computer Crimes Act No 24, 2007 of Sri Lanka [23]. Those defined policies 

will be fully implemented to ensure secure operation of the certificate authority. 

Recommendations for the Policy and CPS for the model CA is available in the 

Appendix. 

4.2 Operational Procedures for the CA 

When CA is in operation, there should be well-defined procedures for the CA as a 

guideline for the operational staff to follow. Below procedures have to be defined 

under the operational procedures for the certificate authority, 

 Accept certification requests from entitled entities – Defines how to accept 

certificates and who are eligible to get the certificates for the CA. 

 Verifying the information provided by the subscribers. 

 Issuing certificates based on requests from authenticated entities. 

 Issue intermediate authority certificates to entitled entities or subordinate CAs. 
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 Notify subscribers of certificate issuance – Defines how subscribers are 

notified about the certificate issuance and certificate information verification 

from the owner of the certificate, before publishing the certificate. 

 Accept revocation requests according to defined policy – Accepted ways of 

certificate revocation will be defined here. 

 Issue certificate revocation lists – Define how to send CRLs to the relaying 

parties and how frequently those lists are updated. 

 Inform subscriber of certificate revocation - Define how to send certificate 

revocation information to the relaying parties. 

 Keep audit logs of the certificate issuance process – How to maintain audit 

logs of the certificate issuance process will be defined here for future 

reference. 

 Protect private and individual data obtained – Defines how to protect the 

valuable and confidential information of the subscribers.  

 Maintain best security standards possible – Defines what are the standards 

followed by the CA.  

A recommendation for the operating procedure for the model CA is available in the 

Appendix. 

4.3 CA System  

Red Hat certificate system (RHCS) was used, as the system for the CA model 

described in section 3.2. RHCS is built on Red Hat directory server to provide an 

enterprise solution for managing user identities and ensuring privacy. Essentially, 

RHCS handles all the different phases of identity lifecycle by using public key 

infrastructure. Red Hat certificate system supports a stand-alone Registration 

Authority (RA), which supports the automatic issue of certificates to devices and 

servers. This RA subsystem is a front-end subsystem to the CA. It performs local 

authentication, requestor information gathering and request validation. It is 

responsible for forwarding requests to the CA for signing. In addition, it supports 

OCSP (Online Certificate Status Protocol) service that users can verify the validity of 
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the digital certificates issued by the CA through an online system. This RA and the 

OCSP responder with the CA web server will be set up in the DMZ of the firewall, 

while the CA is in the High Security Zone (HSZ) of the firewall. This setup will be 

discussed in detail in section 4.5.  

4.4 Securing the CA 

Physical security is the main concern of implementing security for the CA 

infrastructure. The proposed CA model described in section 3.2 will operate in a 

controlled, restricted environment. Access to those facilities will be strictly restricted 

to authorized and trusted personnel only. All the physical access to the CA operation 

center will be logged. No removable media or devices will exist on the operating on-

line systems. Removal of any device from the CA systems will be strictly prohibited 

and must be authorized by the higher level of management.  

Data will be backed up daily, including, not only, critical system data but also any 

other sensitive information, including personal data and event log files. CA will have 

procedures for the disposal of waste paper, media, or any other waste to prevent the 

unauthorized disclosure of confidential information. 

When considering the technical security, CA will have a Firewall to prevent 

unauthorized access to its vital information. Only the required traffic will be allowed 

through the firewall. Hence, unnecessary traffic will be blocked between the outside 

networks and the CA network. Authorized service personnel will constantly monitor 

the hardware and the systems for intrusions. Various programs and tools will be 

provided to assist this task. Hardware equipment and operating systems will be 

maintained at the highest possible level of security. Key pair generation will be 

performed using trustworthy systems and processes will provide the required 

cryptographic strength of the generated keys and prevent the loss, disclosure, 

modification, or unauthorized use of private keys. The private key of the CA will only 

be used for the signing of intermediate CA certificates. These intermediate certificates 

will be used for signing user certificates or revocation lists. The CEO and the COO of 

the CA will perform the signing operation of intermediate certificates.  
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Setting up a CA system also needs sound focus on security of the network 

infrastructure. The CA model, which has the adequate security as well as the essential 

connectivity with the relaying parties, is shown in Figure 4.1.  

 

Figure 4.1 CA Network 

4.5 Root Certificate Distribution 

There are many different ways to distribute the root certificate to the users,  

 

 Distributing root certificates over the CA web site. How to import CA root 

certificate to the browser is shown in figure 5.1 

 CA root certificate can be distributed with the operating system. Since major 

OS providers set up their local branches in Sri Lanka, CA can work with them 

to distribute the CA root certificate along with the OS. 
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 Over the standard, web browsers. CA can consult the providers of the web 

browsers to include the CA’s root certificate into their browsers. 

 ICTA can distribute the CA’s root cert over the “Nanasala” branches and 

through the Lanka Government Network (LGN)    

 

 

Figure 4.2 How to import CA root certificate 

 

After importing the CA root certificate from the CA website it will be shown under 

the authorities in the browser as shown in figure 5.2 
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Figure 4.3 After importing CA root certificate 

4.6 Securing Users Private Keys 

The commonest way users authenticate in the digital world is something they know. 

As a rule, users were encouraged to select strong passwords and keep it securely, and 

sometimes systems were designed to force them to do it. However, they may store it 

in a non-secure place or sometimes give it away to another party without much 

concern. Standard users are not well informed to make trust decisions about how to 

use their passwords or other personal credentials. The proposed CA will offer the two-

factor authentication system, to solve this confidentiality problem of the user’s private 

keys. Users can be given a hardware crypto token or a smart card as shown in figure 

5.3 that generates the keys. 

 

 

 

 

 

 

Figure 4.4 A sample of hardware crypto tokens and smart cards 
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The proposed two factor authentication system, which requires that, a user both has 

something and knows something in order to authenticate. It will simplify the way to 

use the digital certificates for standard users, who do not have a good knowledge 

about these types of systems. The private key will be available to the workstation once 

the token is inserted and unavailable when it is removed. The goal of this 

methodology is to offer users, a portable and secure way, to store and use their private 

keys and the certificates.  

4.7 Disaster Recovery Procedure for the CA 

The CA may crash or fail, due to hardware software failure, due to hacking or any 

other disaster. The CA should have a reliable backup and recovery procedure since it 

is dealing with important as well as confidential documents. A reliable backup and 

recovery procedure will be defined and implemented to face that type of problem. 

Some of the important facts, to consider while planning backup, are how frequently 

the CA has to backup data and what is the best time to backup, How much data is to 

be backed up, how long backup data are to be stored and security of the backup 

information. 

4.8 Request Certificates from CA 

After verifying the information given by the subscriber, users of the RA system can 

fill the subscriber’s information in the web-based application or users can directly 

access this system and fill the required information. Then it will create the certificate 

generation request to the CA. Then the CA will verify that information and generate a 

certificate according the information given by the RA. How to access this system is 

shown in figure 5.4 
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Figure 4.5 Requesting certificates from the CA 

4.9 A sample X.509 V3 certificate issued by the CA  

A sample X.509 v3 certificate issued by the CA with all the relevant information is 

shown below in the figure 5.5. 

 

Certificate:  
        Data:  
            Version:  v3 
            Serial Number: 0x6 
            Signature Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
            Issuer: CN=Certificate Authority,O=LankaCertify 
            Validity:  
                Not Before: Friday, October 10, 2008 12:16:29 PM LKT Asia/Colombo 
                Not  After: Wednesday, April 8, 2009 12:16:29 PM LKT Asia/Colombo 
            Subject: UID=lathsara,E=lathsara@techcert.lk,CN=lathsara,OU=Technical,O=TechCERT,C=LK 
            Subject Public Key Info:  
                Algorithm: RSA - 1.2.840.113549.1.1.1 
                Public Key:  
                    Exponent: 65537 
                    Public Key Modulus: (1024 bits) : 
                        DF:EB:8A:25:D7:AC:65:92:71:8E:93:6A:AB:34:10:4A: 
                        57:CB:66:96:D9:2D:E4:FB:5D:82:9B:AE:B2:E5:43:A5: 
                        1D:3B:87:1A:CB:AA:6B:ED:3B:89:D5:FA:AA:1B:47:AA: 
                        5F:A5:40:34:10:77:CC:AF:24:61:33:1A:FA:FF:0C:B4: 
                        DF:1A:96:A5:24:F2:FE:E3:CA:3E:C7:21:2A:E1:1A:9E: 
                        44:EC:BB:79:2F:7E:78:58:8D:49:3F:4A:15:24:FD:9E: 
                        54:C3:2F:FF:10:BE:78:7F:19:C7:4B:49:02:F6:BB:86: 
                        5E:24:62:47:9F:6B:D9:76:EA:BB:CE:DB:DA:03:6E:3F 
            Extensions:  
                Identifier: Authority Key Identifier - 2.5.29.35 
                    Critical: no  
                    Key Identifier:  
                        1E:9B:5B:2C:C5:62:8C:71:92:9B:50:90:EE:19:AC:18: 
                        4B:76:2C:CC 
                Identifier: Authority Info Access: - 1.3.6.1.5.5.7.1.1 
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                    Critical: no  
                    Access Description:  
                        Method #0: ocsp 
                        Location #0: URIName: http://ca.lk:9080/ca/ocsp 
                Identifier: Key Usage: - 2.5.29.15 
                    Critical: yes  
                    Key Usage:  
                        Digital Signature  
                        Non Repudiation  
                        Key Encipherment  
                Identifier: Extended Key Usage: - 2.5.29.37 
                    Critical: no  
                    Extended Key Usage:  
                        1.3.6.1.5.5.7.3.2 
                        1.3.6.1.5.5.7.3.4 
                Identifier: Subject Alternative Name - 2.5.29.17 
                    Critical: no  
                    Value:  
                        RFC822Name: lathsara@techcert.lk 
        Signature:  
            Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
            Signature:  
                88:26:7F:7A:FC:B7:D2:7D:37:7D:2D:63:CB:EE:A9:36: 
                A5:B9:DC:E1:4E:EA:AB:75:BD:0F:60:9C:4C:03:C6:79: 
                D1:DB:05:2F:43:8F:93:26:3A:03:07:08:D2:A5:29:EB: 
                13:B4:09:3E:B0:F8:A0:DD:4C:87:01:60:F6:5C:71:FC: 
                8F:AB:8B:E5:5D:33:ED:A4:B0:14:26:21:3C:3F:4C:1E: 
                3F:23:7C:74:1E:C0:DE:DE:07:A1:C6:A0:EE:F4:56:F6: 
                2B:5F:8F:E5:4A:3E:B7:32:B1:D5:85:A8:AE:D4:E7:B5: 
                44:32:66:32:3A:12:A9:F8:53:05:A1:8F:87:E5:0A:F5: 
                1C:1D:1B:4F:5B:A6:22:F5:65:DC:3E:D3:66:E7:99:2E: 
                EC:94:53:09:AE:10:36:2C:A8:F6:D6:18:25:CA:36:70: 
                C0:0B:FB:C3:72:1E:53:62:AF:79:D7:FB:53:AD:29:94: 
                DF:79:F6:48:F6:1F:C7:05:18:C6:81:BC:97:FD:0D:FC: 
                7B:45:55:AD:1B:12:9B:59:9F:65:BB:73:9D:2C:D1:ED: 
                23:27:77:DD:78:3F:F0:83:F9:90:38:5F:62:66:0C:E3: 
                93:30:CC:43:9C:EE:9F:FF:5E:B2:A7:1A:2F:81:7C:A8: 
                83:BB:0C:27:0F:7D:4F:06:F3:13:1A:12:8A:B1:E1:F0 
        FingerPrint 
            MD2: 
                89:AC:6F:7C:61:5E:38:E0:07:53:0C:B0:9D:27:5F:65 
            MD5: 
                28:2D:34:49:8B:B5:69:C7:6D:C1:40:F0:82:3E:1D:E4 
            SHA1: 
                DB:E6:FE:48:12:55:24:F0:D6:31:20:D0:16:ED:AC:4C: 
                E2:B7:7F:C2 
            SHA256: 
                4C:01:35:44:F9:6E:0E:24:F0:F6:94:F7:90:AA:C2:47: 
                AF:4C:A0:B5:44:8E:9B:D4:8D:7E:1A:7D:D2:A1:0E:BF 
            SHA512: 
                9D:C4:CD:36:A4:C6:DA:AB:40:79:61:13:00:12:B2:DA: 
                3C:C5:A0:EA:BE:85:64:0E:7D:BA:D6:8D:F0:55:A5:C4: 
                99:03:44:54:47:AD:DB:42:E3:D0:9D:55:CC:E4:42:7F: 
                B0:26:3E:97:AF:EA:84:44:03:03:E2:EB:84:F6:7B:45 

Figure 4.6 A sample X.509 v3 certificate issued by the CA 

4.10 Practical Issues and the solutions 

Problem With the Vista Certificate Enrollment API 

There are some practical issues on implementing the CA system. The RedHat 

Certificate system 7.3 is having a problem with the Vista certificate enrollment API as 

shown in Figure 4.7 and 4.8. RedHat confirmed that support to Vista would be 

included in the next major release scheduled for 2009.  
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Figure 4.7 Requesting Certificates Using Inter Explorer 7 in Windows XP 

 

Figure 4.8 Requesting Certificates Using Inter Explorer 7 in Vista 

As a momentary solution, users can install Firefox in their Vista system and then 

generate the certificate request using the Firefox web browser. Thereafter, the 

generated certificate can be imported to the Internet Explorer (IE) web browser. Once 

it is imported to IE, the digital certificate becomes available throughout the Vista 
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system and users can use the certificate to sign and encrypt emails using Microsoft 

outlook. 

 
Securing the Users Private Keys 
 

According to the survey carried on the LGN pilot certificate authority as described in 

Appendix 6.4 most of the users have average or above average knowledge on digital 

certificates and CA related technologies. However most of them have to rely on the 

security capabilities like username and passwords for controlling access to their office 

computer and securing their private keys associated to their digital certificates. In 

addition most of the users have the problem of securing their information since system 

administrators have access to their computer. Therefore, the majority of the users want 

an external device like the USB token to store their private keys and the digital 

certificates. As a solution to securing the private keys and the certificates while 

keeping the portability, the CA can issue USB crypto tokens to the users as discussed 

in section 4.7. Then all the digital certificates issued to the user and his private key can 

be stored in that USB key which is protected by two-factor authentication using a 

simple to remember PIN. This would allow the user to plug-in the USB keys to any 

workstation computer for digitally signing and encrypting documents and emails.  

4.11 Summary 

CAs are broad-enabling technology that once it is deployed, it will be widely adopted 

and used by many different applications and users. Therefore, the CA should have 

well-implemented policies and procedures as well as the infrastructure to maintain the 

CIA of its systems and the information, since it may become critical to a large number 

of users and the systems. Setting up a certification authority also needs to acquire 

necessary hardware similar to root key management system and software like CA 

system for its functions. In addition, it must have or develop a policy and procedure 

framework for the certificate authority functions. The policy and the procedure should 

define who is eligible to get a certificate, how identification of subjects is done and by 

whom, how the hardware and software components are managed, and finally how the 

certificates are managed over their lifetime. Therefore, implementation of a CA entails 

a great deal of time and expense. 


