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Chapter 3 

Methodology 

3.1 Need for a Sri Lankan CA 

The Internet users in Sri Lanka do not have access to an indigenously operated CA 

providing general digital certificate services for securing systems, applications, and 

communications. This unavailability of a locally operated CA system forces Sri 

Lankan users to obtain services from foreign, commercially operated, CAs like 

VeriSign, Comodo, GoDaddy, etc. The obtaining of digital certificates from these 

foreign CAs is an expensive and time consuming task and most of the time these 

certificates issued by them do not possess the indispensable trust. If an individual or 

an organization obtains a digital certificate from an established commercial root CA 

such as VeriSign, their root keys are bundled with popular and widely used web 

browsers and operating systems as in the figure 3.1 and 3.2. 
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Figure 3.1 Root keys of the established commercial CAs bundled with the Internet 

Explorer web browser 

 

 

Figure 3.2 Root keys of the established commercial CAs bundled with the Mozilla 

web browser 

 

Therefore, anyone can easily verify the certificates, without having to install any 

additional certificates in their systems. While ease of operation is a positive outcome 

of purchasing digital certificates from a commercial CA, there are two significant 

negative factors: 
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1. As these root CAs are foreign companies operating mainly from the US, large 

volume purchase of digital certificates will be prohibitively, costly. 

2. While the digital certificates can be easily verified, lack of control and 

oversight on the certificate issuance process, greatly diminishes the level of 

trust that can be placed on the digital certificates issued by them 

One of the major activities of a certificate authority is validation of subscriber 

information. The CA is required to issue digital certificates for subscribers depending 

on the outcome of the validation process. To get higher-rated or higher-valued digital 

certificates, in terms of associated trust and way of verification, subscribers need to 

provide different types of information other than the standard contact information. 

Many of the commercial CAs request subscribers to provide documents to verify the 

existence of the organization, the ownership of domain name, employment status, etc. 

Many of the documents requested by foreign CAs either do not have a local 

counterpart or do not have a corresponding level of authenticity, trust, and verifiability 

attached to it. Listed below is a sample set of documents that major foreign CAs 

request for issuance of higher-rated digital certificates, 

 Articles of Incorporation  

 Certificate of Formation  

 Charter Documents  

 Business License  

 Registration of Trade Name  

 Partnership Papers  

 Fictitious Name Statement  

 Vendor/Reseller/Merchant License  

 Merchant certificate  

 Identity card (For individuals) 

 Birth Certificate (For individuals) 

Most of the time our identity card and birth certificates are in Sinhalese or Tamil, 

translating them to English and getting them certified by the relevant authorities is a 
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time consuming process. Furthermore, the foreign CA operators do not have a ready 

mechanism to verify the authenticity of submitted documents. Thus, attackers can 

easily forge documents and obtain valid digital certificates purported to be issued. 

Implementing a certificate authority within Sri Lanka and linking with the appropriate 

government organizations will streamline the subscriber proof of identity verification 

procedure and CA registration process. It will be simple to develop the process 

required to follow, by a Sri Lankan citizen or an organization to obtain a digital 

certificate for a stated purpose. All the processes of the CA can comply with the 

relevant local laws and regulations. Finally, the issued digital certificate can be a 

legally valid mechanism in conducting online transactions. The proposed CA will be 

different from the above commercial CAs and it has many advantages as mentioned 

below, 

1. Subscriber proof of identity procedure or CA registration will be 

straightforward to Sri Lankan organizations or the people. It will be set up in 

relation to the other Sri Lankan systems and it will request documents inline 

with their systems, similar to company registration form, identity card, or birth 

certificate. 

2. The ability of the CA to verify the subscriber information with the relevant 

organizations, will make the issued digital certificate high level of trust and 

validity. 

3. Sri Lankan organizations, business units or communities of interest can set up 

their individual CAs under this root CA umbrella.    

4. The Sri Lankan government and other legal bodies will have a direct 

relationship with the CA and its functions. This will help to solve any 

malicious activities related to digital certificates issued by the CA. 

5. A major problem of using digital certificates from CAs set up outside Sri 

Lanka is the amount of trust they can put on the CA s certificate. If it is a CA 

recognized by Microsoft or the Mozilla or any other web browser, then it is 

pre-installed in the web browser. However, other than trusting the pre-installed 

one, Sri Lankans do not have any other way to verify that.  
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The main objective of this project is designing a certificate authority, defining policies 

and operating procedures for the CA. This CA will provide services, which require the 

highest possible levels of trust and integrity. Therefore, many problems need to be 

addressed when setting up a CA for Sri Lanka. The distribution of the CAs root 

certificate is the most essential part, which needs to be considered, in the first phase of 

the CA implementation. There are different options available as solutions for this 

problem of CA root certificate distribution. Those are discussed under the section 4.5 

root certificate distribution.  

The subscriber information validation is one of the major tasks, of a Certificate 

Authority. CA will issue Digital Certificates for those subscribers depending on the 

validation process. To get highly trusted or valid digital certificates subscribers need 

to send different types of information other than the normal contact information. The 

proposed CA will use additional information such as company registration details for 

organizations and identity card and the birth certificate for individuals. However, just 

checking the above documents is not sufficient. Verification of the information with 

the relevant organizations issuing those documents is necessary. The CA will establish 

highly secure connections in between those organizations, to verify the information 

given by the subscriber. The CA will do the subscriber information validation check 

through the secure connection.  

The proposed CA can be the highest level CA or the root CA and other subordinate 

CAs can set up their CAs under this CA umbrella. Figure 3.3 shows how they can set 

up their CAs under this. The root CA will validate the other CAs by signing their root 

certificates. Therefore, subordinate CAs will not have the problem of root certificate 

distribution and it will be handled by the root CA. 
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Figure 3.3 Setting up subordinate CAs 

In addition, the other advantage of having a CA inside Sri Lanka is that the 

government and other legal bodies will have a direct relationship with the CA and its 

functions. They will be able to get any information as required, to solve any disputes, 

fraud, or affects to the national security, without affecting the privacy of any 

organization or individual who is using digital certificates issued by the CA. In 

relation to digital forensic investigations, it will be very useful to have a CA set up 

inside the Sri Lankan domain to get the required information as quickly as possible.   

3.2 A Model for Certificate Authorities 

 

Figure 3.4 A model for the certificate authorities 
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Figure 3.4 shows the proposed model for the certificate authorities, which consist of 

different systems, which will be explained below. The certificate generation system 

will be in a highly secure area with different security controls. Other systems will be 

open to the subscribers, relying parties or to the public and will be setup in a less 

secure area. 

3.2.1 Registration System (RS) 

Subscriber registration is the first step in certificate authority operation. The CA 

should have effective controls in the registration process since this is one of the most 

important parts in CA operation. Because, poor identification and authentication 

mechanism will jeopardize the ability of subscribers and relying parties to rely on the 

certificates issued by the CA. CA can delegate the initial registration of subscribers to 

registration authorities (RAs). 

Registration Authority (RA) 

Registration authority acts, as an agent for the CA. RA is responsible for the 

identification and verification of subscribers and the information provided by them. 

Therefore, RA will contact different government and other organizations, to verify the 

information provided by the subscribers. It should not generate or issue certificates. 

Verification and the identification of specific attributes of a subject will be done by 

the RA and the results will be passed on to the certificate generation service to 

generate certificates. This certificate generation request issued by the RA to the 

certificate generation system will comply with the PKCS #10: Certification Request 

Syntax [16]. 

3.2.2 Certificate Generation System (CGS) 

After the RA verifies the identity and other attributes, the certificate generation system 

generates and signs certificates based on the verified information. Effective key 

management controls and practices are essential to maintain the trustworthiness of the 

CA infrastructure. Therefore, the certificate generation system of the CA should have 

good cryptographic key management controls and practices, in key management. 
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In certificate generation, CGS must ensure that CA keys are generated in controlled 

circumstances and it should be carried out in a physically secured environment, by 

well-trusted personnel of the CA. Highly secure mechanisms should be available for 

this task. The number of personnel authorized to carry out this function have to be 

kept to a minimum and it have to be consistent with the CA's practices. When it comes 

to key usage, the CGS must ensure that the CA private signing keys are not used 

inappropriately. CGS must ensure that it issues certificates securely, while 

maintaining their authenticity in a highly controlled environment. 

3.2.3 Dissemination System (DS) 

The DS have to ensure that certificates and other required materials like certificate 

practice statement (CPS), certificate policy (CP) and application forms are made 

available as necessary to subscribers and the relying parties. The DS is also 

responsible for providing certificate status information through the issuance of 

certificate revocation lists (CRLs), the maintenance of an online status-checking 

mechanism like online certificate status protocol (OCSP), or both. In addition, it is 

essential to have a mechanism for timely publication of certificate status information 

by the DS. Typically, the DS posts the certificates and CRLs that it has issued, 

through a repository such as an online directory that is accessible to relying parties. In 

the certificate issuance process, first, DS disseminates certificates to its owner. If the 

owner gives the consent, then it will be available to all relying parties over the CA’s 

certificate dissemination service. The CA signature verification certificate or root 

certificate, which consists of the public key of the CA, must be made available to 

relying parties. It should be maintained in a manner that assures the integrity of the 

CA’s root certificate and authenticates its origin. 

3.2.4 Certificate Revocation System (CRS) 

In the certificate revocation and suspension, CRS must guarantee that certificates are 

revoked in a timely manner based on authorized and validated certificate revocation 

requests. The certificate revocation system requests certificate revocation from the 

CGS, reports to the users about the revocation, and determines the necessary action to 
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be taken. CRS has to provide certificate revocation information to relying parties. It 

can be distributed through the Dissemination System (DS). This service may be a real-

time service like online certificate status service (OCSP) or may be based on 

revocation status information, which is updated at regular intervals like certificate 

revocation list (CRL). Effective revocation procedures and timely publication of 

certificate status information should be the chief concern of the CRS, as it is critical 

for subscribers and relying parties to know when they are unable to rely on certificates 

that have been issued by the CA. 

3.2.5 CA Management  

The establishment and maintenance of a trustworthy CA environment is essential for 

maintaining reliability of the CA’s business processes. Without strong CA 

environmental controls and strong key and certificate life cycle management controls, 

the value of certificates issued by the CA will be severely diminished. These 

environmental controls must include but not be limited to, 

 CPS and CP management  

 Security management 

 Asset classification and management  

 Personnel security 

 Physical and environmental security of the CA  

 Operations management 

 System access management 

 Systems development and maintenance  

 Business continuity management  

 Monitoring and compliance  

 Event journaling. 

In security management the CA has to assure administrative and management 

procedures applied are adequate and correspond to recognized certificate authority 

standards. It should ensure that its assets and information received are maintained at 
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an appropriate level of protection. The personnel and hiring practices will have to be 

enhanced and should support the trustworthiness of the CA's operations. When it 

comes to operations, management has to ensure that the CA systems are secure and 

correctly operated, with minimal risk of failure. The CA should ensure that security 

operations are separated from the normal CA operations. 

One of the main tasks of a CA management is business continuity planning which will 

ensure that the CA operations are restored as soon as possible in the event of a 

disaster, including compromise of the CA's private signing key. The Management 

must make sure CA operations are compliant with relevant legislative requirements. 

Finally, the CA must ensure that the CA’s operational procedures certificate policy 

and certificate practice statement are effective. 

3.3 Implementing Security for the CA 

The certificate authority should be operated in a physically well-secured environment. 

The hardware should be located in a well-secured location, which can withstand most 

of the disasters. Physical access to the system should be well restricted. Access to the 

facility should strictly be restricted to authorized and trusted personnel only. 

Maintenance and other services applied to the cryptographic devices and systems 

should be authorized by the high-ranking personnel of the CA. Physical access to the 

facilities should be logged and signed by at least one witness. Otherwise, physical 

access to the systems should be avoided. A practical set of policies for physically 

securing a CA similar to the above is explained by the free CA services provider 

StartCom in their policy documents [17]. 

When considering the systems of the CA, no removable media or devices should exist 

on the operating online systems. Removal of any device from these systems should be 

strictly prohibited and must be authorized by high-ranking personnel of the 

organization. Any removed device must be wiped out of data before reuse or disposal. 

The hardware should be constantly monitored by the authorized service personnel for 

intrusion and compromise of the system. Various programs and tools can be used on 

the system to assist in this task. Hardware equipment and operating systems should be 

maintained at the highest possible level of security. The CA premises should be fully 
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air-conditioned, and should have UPS power backup and should be connected to an 

external, electricity power generator in case of power outage. Fire alarm and 

prevention mechanisms should exist on the premises. Data should be backed up daily, 

which should include critical system data or any other sensitive information, including 

personal data and event log files. There should be a proper mechanism for disposal of 

waste paper, media, or any other waste, to prevent the unauthorized use of, access to, 

or disclosure of waste, containing confidential information. 

3.4 Root Key Management 

When considering the technical security of the CA, key pair generation is the main 

concern. CA key pair generation should be performed using trustworthy systems and 

processes that provide the required cryptographic strength for the generated keys and 

prevent the loss, disclosure, modification, or unauthorized use of private keys. The 

private key of the CA should be used only for the signing of intermediate CA 

certificates. The intermediate CA certificates should be used for the signing of 

subscriber certificates and CRLs.  

The function of the CA utterly depends on the security of the private key or the root 

key of the CA. If it is compromised, all the certificates issued by the CA will be of no 

use and the credibility of the CA will be lost. Therefore, the private key of the CA 

should be stored in encrypted form, in any kind of safety vault and should be kept in 

an external media device. Only the external device should be able to recreate the 

private key of the CA, which is needed for the signing of an intermediate CA 

certificate. High ranked personnel of the CA should perform the signing of 

intermediate certificates and the private keys of the intermediate certificates should 

also be well protected and should be stored in a highly secure environment, as 

discussed in the StartCom Free SSL Certification Authority Policy & Practices [17].  

The preservation of the confidentiality of CA’s root keys can be achieved by using a 

Hardware Security Module (HSM). A Hardware Security Module is a hardware based 

security appliance as showed in figure 3.5 that generates, stores and protects the 

public and private keys.  
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Figure 3.5 A sample of hardware-based root key management systems 

 

These HSMs provide logical and physical protection or tamper protection for the 

stored keys from unauthorized use and access. All key operations will be performed 

exclusively within the hardware of the unit to prevent unauthorized access to the keys. 

Moreover, it provides Two-factor authentications for HSM administrative users to 

prevent unauthorized access to keys, reside inside the HSM. There is a universal 

criterion for rating these devices and it is defined in a Federal Information Processing 

Standard (FIPS) called FIPS 140-1 – Security for Cryptographic Modules. This FIPS 

standard presents a criteria to evaluate security modules whether hardware, software, 

or some combination of hardware and software. These security devices are currently 

rated from FIPS 140-1 Level 1 to FIPS 140-1 Level 4. The Level 4 standard is defined 

for the most comprehensive security environments. 

3.5 Initial Information Exchange with the CA  

Digital signature and PKI have been developed to provide secure communication 

mechanism in the digital world. However, the above techniques cannot be used to 

ensure authenticity at the initial stage, as there are no keys shared between the two 

parties. Therefore, secure protocol is needed to exchange the initial information 

between the CA and the subscriber. When it comes to first registration user or an 

organization needs to exchange some vital information amongst themselves. The 
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authenticity of this information provided by the user must be assured in order to 

prevent an attacker from registering in someone else’s name. On the other hand, 

authenticity of the information provided by the CA must be assured so that the user 

cannot be trapped into accepting forged certificates. Some physically secure means 

must be used to exchange that information. Some of the commercial CAs send the 

certificates to the users based on the IP address or the email address, which is not 

acceptable at all, since IP address or the emails can be forged easily. On the other 

hand requesting the subscribers to bring a whole lot of documents including legal 

documents, is creating unwanted hassle to them. CA’s operating procedures must 

define a feasible way to exchange the initial information as discussed in the 

Certification Authority Requirements by Michael Roe [11].  

3.6 Certificate Revocation  

There may be instances where the CA or subscriber needs to cancel an issued 

certificate. This can happen when the CA discovers that there is a misinterpretation of 

data in the certificate or else information, contained in a certificate, was valid at the 

time it was signed by the CA, and this information may not be true, after some time. 

Below are some examples where the certificate needs to be revoked: 

 Private key of the user has been lost. 

 Private key of the user has been compromised.  

 User changes his employment  

 Information supplied, may be misleading 

 User has failed to comply with the rules in the CA policy 

 System which the certificate has been issued has been retired 

 Signature algorithm needs to be changed because the old algorithm has been 

less secure. 

 Key size needs to be increased to protect against advances in cryptanalysis and 

the increasing amount of computer power available to an attacker. 

 User needs to get certificate from another CA. 
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When the private key of the user is lost or compromised the certificate needs to be 

revoked immediately. Because someone else may have, access to that lost private, key 

and he can mislead the other as the owner of that private key. This can create serious 

damage to the credibility of the owner of that private key. The certificate issued to a 

user needs to be revoked when he changes his employment. Otherwise, user may use 

that certificate to misguide others. However, there are different types of mechanisms 

to inform relaying parties about the certificate revocation 

 Each CA issues a signed Revocation List (RCL) containing the serial numbers 

of certificates, which have been revoked. 

 The CA provides OCSP (Online Certificate Status Protocol) service that 

provides the mechanism for online certificate status verification to the users. 

The certificate authorities should issue a new revocation list at frequent intervals, even 

if the list of revoked certificates has not changed. Each revocation list contains the 

time and date on which it was issued and the time and date on which its replacement 

should be issued. Applications using revocation lists should compare these two times 

against the current time. If these indicate that a more recent RCL is available, the 

application should attempt to obtain the more recent version. So that applications 

retrieving a revocation list can be sure that, it is the most recent one available. CAs 

must ensure that a new revocation list is issued before the old one expires. Failure to 

do so, results in all certificates ever issued by the CA, being treated as if they were 

revoked, as mentioned in the Certification Authority Requirements by Michael Roe 

[11]. 

3.7 Summary 

Sri Lankans tend to obtain PKI services from the commercial CAs set up outside Sri 

Lanka, since there is no other option available to them. However, obtaining 

certificates from those CAs have different types of problems like, unaffordable price 

of a certificate and provision of the documents they request. Therefore, there is an 

imperative need for a certificate authority set up inside the Sri Lanka. In addition, it 

will create numerous benefits like; digital certificates being provided for a nominal 
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cost, the CA can easily verify the information provided by the subscribers before 

issuing certificates and many more. However, setting up a CA is a tedious task since it 

needs to be well secured and it should gain the trust of its users, to rely on its 

certificates. Therefore, it should follow firm policies and procedures and the CA 

infrastructure should be capable of maintaining the CIA features of its subscriber’s 

information as well as the vital information of the CA, like the root key of the CA. 

There are many systems like certificate generation system (CGS), registration system 

(RA) and many more, which support the CA operations. How to set up the CA 

infrastructure and implementing policies and procedures for the CA is discussed in 

chapter 4. 
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Chapter 4 

Operating a Model CA 

When a CA is in operation, there are many policies and procedural matters needed to 

be considered, to maintain the smooth running of the CA as well as for the standard 

compliance. The proposed CA will employ policies and practices, that have been 

designed to meet the requirements, of the industry standards for CAs, as defined in the 

AICPA/CICA, WebTrust, Program for Certification Authorities [14] and ETSI TS 101 

456, Policy requirements for certification authorities, issuing qualified certificates 

[15]. These standards were discussed in section 2.5. The certificate practice statement, 

certificate policy and the certificate practice statement of the CA will be defined in 

line with the above standards.  

4.1 Certificate Practice Statement (CPS) and CA Policy 

Certificate practice statement presides over the technical as well as legal relationship 

between the CA and its users and relying parties. The format of the Certificate 

Practice Statement should follow the RFC 2527 - Internet X.509 Public Key 

Infrastructure Certificate Policy and Certification Practices Framework [18]. The 

major sections of the RFC 2527 as mentioned in the Digital Signature Network 

Security Practices by Kailash, Kamlesh and Prateek [19] are listed below, 


