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Chapter 2 

Background 

2.1 The Role of a Certificate Authority in Digital Trust 

There is a deep-rooted belief among the general Internet populace that this massive 

network of networks is unsuitable for transactions and interactions that involve high 

monetary value or highly sensitive information. This state-of-affairs is not without 

reason as evidenced by the frequent news alerts on theft of information from financial 

institutions by hackers breaking-in through weak security barriers, leakage of sensitive 

government information through misrouted emails, inadvertent disclosure of personal 

data by healthcare providers, etc. While much of the calamitous incidents are due to 

human error and not due to inherent weaknesses in computer systems or network 

systems, such publicity leaves the Internet and its much-vaunted capability as an 

enabler in eCommerce, eGovernance, eLearning in disrepute. Therefore, it is 

necessary to implement an overall trust establishment scheme applicable to the entire 

Internet and then develop security schemes stemming from this trust infrastructure. 

The most critical requirement for online communities that engage in security sensitive 

interactions is the verification of authenticity from a trusted third party. This 

functionality can be achieved by setting up a certificate authority (CA) and issuing 

them a digital certificate, which confirms the legitimacy of the holder of the digital 



 15

certificate issued by that CA. This helps users to have the confidence to perform 

online business activities with the other organizations and will often make a big 

difference in organizations credibility on online transactions.  

Functions of a certificate authority (CA) can be defined as an organization or 

institution that issues certificates to identify and verify the actual owner of a public 

key. The digital certificate consists of the public key of the owner, some personal 

details of the owner like name, email address or any other information related to the 

owner of that certificate, and signed by the private key of the CA. When considering 

the operation of a CA certificate issued by the CA it needs to be trusted by its users or 

the relaying parties. Therefore, the CA must prove that it deserves the trust of its 

users. Therefore, the CA must perform its activities openly by clearly stating its 

Certificate issuing policy or the rules in the certification practice statement (CPS) and 

it should be available to anyone who is interested, as discussed by Julius Lintner and 

František Kaščák in the place and roles of the certification authority [10].  

The CA should maintain a well-secured environment as well as secure procedures on 

issuing and maintaining user certificates. The subscriber, proof of identity procedure, 

of the CA should be well defined to prevent misusing of certificates. In addition, the 

issued certificates must be resistant to any kind of attacks that could cause serious 

damage to its users. Finally, there should be an easy way of verifying, the validity of a 

certificate, similar to, Online Certificate Status Protocol (OCSP) or Certificate 

Revocation Lists (CRL). All these criteria will be discussed in-detail in the later 

chapters. 

2.2 Types of CAs 

Certificate authorities can be divided into three types depending on their operations. 

The first one is Top-Level certificate authority or root CA. When the numbers of 

certificate authorities are getting larger the distribution of the root certificate of those 

CAs is a problem. Top-Level CAs (TLCA) was implemented as a solution to certify 

the root certificate of each public CA. In addition, these TLCA do not issue 

certificates to individuals. In the practical scenario, to trust and verify a certificate 

issued by a CA, user should know the root certificate of that CA, beforehand. 
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Therefore, the root certificate should be delivered to the users. One way of distributing 

root certificate is giving it with the operating system or the web browser. Since Top-

level CA certifies the Public CA’s root certificate and the user is having the root 

certificate of the Top-level CA, user can easily verify the root certificate of the public 

CA. Finally, user can verify and trust the certificates issued by those public CAs. 

Therefore, the public CAs need not be too worried, about the distribution of their root 

certificates. The Top-level certificate authorities will handle it.  

Some of the concepts for operating country level CAs have been described by Michael 

Roe in certification authority requirements [11] that promote the idea of a country 

operating its own Top Level certificate authority, which in turn certifies other CAs, 

operated within the country domain. Since the root certificate of the TLCA will be 

distributed all over the world, the certificate issued by the other public CAs inside the 

country will be acceptable worldwide. Therefore running a TLCA inside the country 

will enable numerous benefits to the country.  

The second level is public certificate authority, which act as a organization that 

provides digital certificates for organizations or individuals. Moreover, they are 

having their own policies and procedures. Since they are providing digital certificates 

to the public, they should make available their operating procedures and policies to 

any one who is interested. They provide digital certificates to different requirements. 

That may be signing and encrypting certificates for individuals or organizations and 

SSL certificates for secure web sites. Sometimes government organizations and banks 

need CAs with a high level of assurance. In addition, they are not prepared to trust 

commercial CAs. Therefore, they need to have different types of CAs with different 

policies and procedures. They can run separate CAs for government organizations or 

for commercial banks.  

Organizations like the military, needs to maintain their private and confidential 

information in a well-secured manner. In addition, they are not in a position to give 

out any information to an outside party, even to obtain a digital certificate. Therefore, 

they run their own certificate authorities called organizational certificate authorities. 

These Certificate Authorities are implemented to issue certificates to internal users of 

the organization. Organizational CA only has the right to sign certificates of members 

or users of that organization. Very large organizations may require different 
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Organizational CAs for different parts of the organization. In this case, they need 

cross certification in between the CAs.  

2.3 Certificate Levels 

The CA infrastructure comprises a hierarchy of CAs and a chain of certificates and 

levels. The CA first generates its own root keys. It is the most trusted element in the 

infrastructure and needs the greatest security. Then the CA creates its own self-signed 

root certificate utilizing the cryptographic facilities available. That can be a Hardware 

Security Module (HSM) for root key management, which will be discussed in the later 

chapters. 

Certificate authorities have different types of levels in their certificate issuing process. 

Some CAs define the certificate level depending on the trustworthiness, as in figure 

2.1. Certificates with a low level of trust are issued without properly verifying the 

identity of the applicant. Most of the time, they check only the email address of the 

applicant and issue the certificate. These certificates have extremely low 

trustworthiness and can only be use for basic level applications. 

Certificates with a medium level of trust will be issued by verifying the identity of the 

applicant up to certain level. This may be the email address and the IP address of the 

user. Finally, certificates with a high level of trust will be issued to an individual or 

organization by properly verifying the identity of the applicant. In this instance, CAs 

will request different types of documents in its registration process. It will request 

identity card, birth certificate, or similar kind of document from individuals and 

company registration form and other sort of legally acceptable documents from the 

companies. CA will contact the relevant organizations to verify this information. 

Therefore, these certificates will have highest level of trust and Integrity. 
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Figure 2.1 A sample certificate hierarchy based on trust levels 

 

However, this concept has major disadvantages. Since a CA will be issuing the above 

certificates, which have a very low level of trust assigned to it, as well as other classes 

of certificates with a high level of trust guaranteed by rigorous checking, user’s trust 

on highly verified and trusted certificates, issued by the same CA, is less. Due to this 

reason, most of the commercial CA operations tend to have a tainted reputation and 

their claims of trust are often discredited. Therefore, the CA can have different levels 

of certificates depending on the usage, as in figure 2.2 but not depending, on the trust. 

Thus, CAs can define these levels as  

 Signing and Encryption Certificates  

 SSL/TLS Server Certificates 

 Object Code Signing Certificates 

 

 

Figure 2.2 A sample certificate hierarchy based on usage entities 
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Signing and Encryption Certificates: These certificates are used by individuals for 

authentication, signing, and encryption of email and digital documents. They are 

referred to as Client or S/MIME Certificates. 

SSL/TLS Server Certificates: These certificates are used by operators of web sites, 

especially web servers for the encryption of the transfer of critical data. 

Object Code Signing Certificates: These certificates are used to sign software objects, 

macros, device drivers, firmware images, virus updates, configuration files, or mobile 

applications. 

2.4 Ways to Obtain Digital Certificates from CAs 

In general, a digital certificate is a verifiable binding between a claimed identity and 

an authority certifying the veracity of that claim. For example, a digital certificate may 

simply establish that it is the identity certificate of an individual listing a set of 

attributes such as the full name, date of birth, gender, national identity card (NIC) 

number, profession, and present residential address that uniquely identifies the 

individual, as well as, contains information useable in certain application contexts. 

This identity certificate has to be certified by an authority, for it to be valid and 

accepted by others. A CA provides this verifiable certification capability. 

There are two main mechanisms for obtaining digital certificates: 

 Establishment of an own CA and issuance of digital certificates 

 Purchase of digital certificates from a commercial CA 

Both the above approaches have their own advantages and disadvantages. For 

example, the setting up and operation of an own CA by an organization entails a major 

technological investment as a CA plays a central and critical role, in the overall 

information infrastructure. By purchasing digital certificates issued by a commercial 

CA provider or outsourcing the CA service, an organization lacking the technical 

expertise and experience may still successfully operate in the online environment. 

However, operating an own CA brings enormous benefits, in certain organizations and 

application contexts that overshadow the costs and technical difficulties, associated 

with operating the own CA. For example, in e-Government or military applications 
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and services, where identities of entities and transaction among these entities needs to 

be kept confidential or with a certain level of restricted access, operating an own CA 

is the most suitable option. 

The second option is purchase of digital certificates from a commercial CA. There are 

a set of commercial CAs that are identified as top level CAs. In those digital 

certificate establishments, their identities are embedded, in all widely used computer 

operating systems and Internet applications, such as web browsers. The most widely 

known of these root CAs is VeriSign [12] which also operates the .com, .org and the 

.net top level domains (TLDs) on behalf of the International Corporation for Assigned 

Names and Numbers (ICAAN). Some of the other well-known roots CAs are Equifax, 

Thawte, Comodo, DigiCert and Network Solutions. 

2.5 Standards for Certificates 

There are diverse types of standards available for digital certificates. The widely used 

standard for defining digital certificates is X.509 [8]. In addition, it is a standard 

defined by International Telecommunication Union Telecommunication 

Standardization Sector (ITU-T) for Public Key Infrastructure. It provides standard 

formats for public key certificates and a validation algorithm for certification path.  

The major data elements in a X.509 v3 digital certificate are as follows: 

 Certificate  

 Version 

 Serial Number 

 Algorithm ID 

 Issuer 

 Validity  

o Not Before 

o Not After 

 Subject 
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 Subject Public Key Info  

 Public Key Algorithm 

 Subject Public Key 

 Issuer Unique Identifier (Optional) 

 Subject Unique Identifier (Optional) 

 Extensions (Optional)  

 Certificate Signature Algorithm 

 Certificate Signature 

X.509 v3 certificates have the identity and attribute data of a subject using the base 

certificate with applicable extensions. The base certificate contains the version 

number of the certificate, the certificate’s identifying serial number, the signature 

algorithm used to sign the certificate, the issuer’s distinguished name, the validity 

period of the certificate, the distinguished name of the subject, and information about 

the subject’s public key. Other than this base certificate, the X.509 V3 certificate 

contains some extensions, which are not included in the previous versions. As 

discussed in the X.509 certificate and Certificate Revocation List (CRL) extensions 

profile for the Shared Service Providers (SSP) program [8] CA adds certificate 

extensions, which have additional information, about the user or the CA. 

The main function of a certificate is to obtain another user’s public key, verification, 

and trust that it belongs to the actual user. If user trusts the CA then they can trust the 

public keys or the certificates issued by the CA. CA places its digital signature to sign 

the certificate in order to guarantee that the information within the certificate is 

correct. Another standard used by the CAs is Online Certificate Status Protocol 

(OCSP). It is an Internet protocol used for obtaining the revocation status of an X.509 

digital certificate and described in RFC 2560 [13]. It was created as an alternative to 

certificate revocation lists (CRL), specifically addressing certain problems like online 

verification of certificates associated with the CRLs in public key infrastructure (PKI). 
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2.6 Standards for Certificate Authorities 

There are several types of standards available for the certificate authorities. These 

standards provide the necessary requirements for an effective and secure management 

of a CA. These standards also provide the necessary guidelines to implement 

operating procedures and policies for the CAs. 

2.6.1 The AICPA/CICA WebTrust Program for CAs 

As e-commerce, activities and the organizations, providing the CA facilities increase 

there is a need for a third party, to assess policies and procedures, or the practices 

followed by the Certificate Authorities (CA). The AICPA/CICA, WebTrust, Program 

for Certification Authorities [14] provides guidelines for licensed WebTrust 

practitioners to evaluate the effectiveness of those practices conducted by certification 

authorities. Since there is a technical nature of the activities involved in securing e-

commerce transactions, this also provides an outline of the public key infrastructure 

(PKI) using cryptography, trusted third-party model, and their applicability in e-

commerce. 

According to AICPA/CICA standard, the main function of the CA is defined as 

managing the life style of digital certificates. It includes generation and issuance, 

distribution, renewal and rekey, revocation, and suspension of certificates. The CA is 

also responsible for providing certificate status information to relaying parties over the 

certificate revocation lists (CRLs), through online status-checking mechanism similar 

to Online Certificate Status Protocol (OCSP), or both. CA can delegate the initial 

registration process to separate entity called Registration Authorities (RAs). RA is 

responsible for the identification and authentication of subscribers. However, it does 

not sign or issue certificates. Figure 2.3 shows the relationship between the subscriber, 

RA, and CA functions as defined in the AICPA/CICA standard. 
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Figure 2.3 Relationship between the subscriber, RA and CA functions as defined in 

the AICPA/CISA 

 

The certificate issuance process of a subscriber may vary from CA to CA depending 

on their policies and procedures. The basic certificate issuance process for a 

subscriber according to the AICPA/CICA as follows.  

1. Subscriber first generates his or her own public/private key pair. (In some 

systems CA may generate the key pair and deliver it to the subscriber securely, 

usually this is done only for encryption key pairs, not signature key pairs.)  

2. Subscriber produces proof of identity in accordance with the applicable 

certificate policy requirements  

3. Subscriber demonstrates possession of the private key, corresponding to the 

public key, without disclosing the private key 

4. Once the association between a person and a public key is verified, the CA 

issues a certificate.  

5. CA digitally signs each certificate that it issues with its private key to provide 

the means for establishing authenticity and integrity of the certificate. 

6. CA then notifies the subscriber regarding the certificate issuance and gives the 

subscriber an opportunity to review the contents of the certificate before it is 

made public.  
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7. Assuming the subscriber approves the accuracy of the certificate, the 

subscriber will publish the certificate, have the CA publish it and make it 

available to other users, or both. 

The AICPA/CICA provides WebTrust seal of guarantee for CAs. It shows relying 

parties that a qualified practitioner has evaluated the CA’s business practices and 

controls. It verifies whether they comply with the WebTrust Principles and Criteria for 

Certification Authorities. Finally, they will issue a report indicating that such 

principles are being followed according to the WebTrust for Certification Authorities 

criteria. It defines three principles that should be satisfied by the CAs. 

1. Principle 1    -  CA Business Practices Disclosure 

2. Principle 2    -  Service Integrity, including key and certificate life cycle 

management controls 

3. Principle 3    -  CA Environmental Controls 

Each of the above principles contains a series of criteria that the CA’s management 

should comply with. Some of the criteria may be optional, depending on the services 

provided by the CA. Detailed lists of criteria need to satisfy to get the WebTrust seal 

is listed in AICPA/CICA, WebTrust, Program for Certification Authorities [14]. 

2.6.2 ETSI TS 101-456 Policy requirements for CAs 

To have confidence in the certificates issued by the CA, relaying parties need to have 

confidence that the CA has properly established procedures and protective measures 

in order to minimize the operational and financial threats and risks related to the CA 

functions. European Telecommunications Standards Institute (ETSI) designed a 

standard, specifying policy requirements relating to certification authorities issuing 

qualified certificates called ETSI TS 101 456, Policy requirements for certification 

authorities issuing qualified certificates [15]. It defines policies for the operation and 

management practices of certification authorities, to issue and manage qualified 

certificates. Therefore, subscribers or the users certified by the CA and relying parties, 

can have confidence in the validity of the certificate issued by the CA. The policy 

requirements in this standard are defined in terms of, 
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1. Specification of two closely related qualified certificate policies for qualified 

certificates issued to the public. 

2. Framework for the definition of other qualified certificate policies enhancing 

the above policies or for qualified certificates issued to non-public user groups. 

Furthermore, it gives some guidelines for registration, certificate generation, 

certificate dissemination, revocation management, and revocation status. In addition, 

it does not address requirements for certification authority certificates, including 

certificate hierarchies’ cross-certification and their CA functions such as time 

stamping, attribute certificates and confidentiality support.  

To have confidence in the certificates issued by the CA, relaying parties need to have 

assurance that the CA has properly established procedures and employ protective 

measures in order to minimize the operational threats and risks related to the CA 

functions. It also defines guidelines for the policies for operation and management 

practices of certification authorities to issue and manage valid certificates. Therefore, 

subscribers or the users certified by the CA and relying parties can have confidence in 

the validity of the certificate issued by the CA. The figure 2.4 shows the overview of 

the ETSI TS 101 456, Policy requirements for certification authorities issuing 

qualified certificates. 

Certificate Authority

Subscriber Relying party

Registration, Issuance

Certificate Policy CA system

Certificate 
Dissemination

ETSI

Certificate Dissemination, 
Revocation Status Management

 

Figure 2.4 Overview of the ETSI TS 101 456 standard 
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The policy requirements in this standard are defined in terms of, 

1. Specification of two closely related qualified certificate policies for qualified 

certificates issued to the public. 

2. Framework for the definition of other qualified certificate policies enhancing 

the above policies or for qualified certificates issued to non-public user groups. 

Furthermore, it gives some guidelines for registration, certificate generation, 

certificate dissemination, revocation management, and revocation status. In addition, 

it does not address requirements for certification authority certificates, including 

certificate hierarchies’ cross-certification and their CA functions such as time 

stamping, attribute certificates and confidentiality support.  

2.7 Summary 

In asymmetric key cryptography the binding between a public key and its ownership 

can be assured via a trusted third party (TTP) called a certification authority (CA) and 

the document that holds this binding information is a digital certificate. To verify the 

validity of a public key of a user, the relaying party checks the CA's signature on the 

certificate with the CA's public key, afterwards they may contact the CA to verify the 

validity of that certificate. Within large distributed systems, distributing these digital 

certificates and providing the verification facility is a problem. There should be an 

efficient way to make these certificates available to all the relaying parties. One 

solution is, use of X.500 directory services standard, that follows the International 

Telecommunications Union-Telecommunications (ITU-T) series of recommendations 

and the X.509 PKI standards that define the digital certificate format. There are also 

many industry standards for CAs like The AICPA/CICA, WebTrust, Program for 

Certification Authorities and ETSI TS 101 456, Policy requirements for certification 

authorities issuing qualified certificates that provides basic guidelines for CA 

operations.  

CAs can be set up in many ways. One is country level CA that provides certification 

to the other CAs set up inside the country. The second level is setting up a public CA 

that provides certificates to individuals and the organizations. The third one is private 
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CAs set up inside the organizations. Moreover, CA can have different types of levels 

in their certificate issuing process. They can define the certificate levels depending on 

the trustworthiness, usage or in any other way. Why Sri Lanka needs a CA, how to 

setup a CA for Sri Lanka that follows the above standards and its operation will be 

discussed in the next chapter.  

 

 


