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Chapter 1 

Introduction 

1.1 Trust in the Digital Age 

The Internet has revolutionized the way people share and access information, and the 

way the information flow is controlled, when it is stored and transmitted digitally, 

across geographic, political, legal, and cultural boundaries. This inter-networked 

world has not only brought about new ways of doing things but has also allowed 

interactions and transactions to be conducted efficiently and economically. One of the 

major uses of the Internet is, in conducting e-commerce activities with individual 

customers or as business-to-business transactions. The growing trend in conducting 

commercial activities over the Internet can be illustrated by the case study done by 

John Palfrey and Urs Gasser [1]. It shows that USD 31.5 billion in retail sales 

conducted over the Internet in the first quarter of 2007 in the United States and 68% of 

Internet users in Australia making use of, online banking services, at least, once a 

week. Sri Lanka has not been an exception to this trend with all commercial banks 

providing online banking services through web portals, major retail, and consumer 

goods companies providing online shopping sites. The government of Sri Lanka with 

the help of the Information and Communication Technology Agency of Sri Lanka 

(ICTA) [2] are launching a major initiative to bring public services to citizens through 

the e-Society, LankaGate, and Lanka Government Network (LGN) programs.  
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However, there are some problems faced by these online communities, especially in 

countries like Sri Lanka, since there are no complete sets of mechanisms, laws, and 

regulations, on handling of digital data and information, over the Internet or public 

networks. There are no rules for enforcement of authenticity and integrity, over the 

Internet communications. These rules are just now being developed at the national and 

international levels, among governments. Therefore, Internet is faced with many 

problems such as protection of privacy of personal data and protection of 

confidentiality, authenticity, and integrity of vital commercial information. The actual 

or perceived failure to provide an acceptable level of protection creates the lack of 

trust on the Internet. This absence of mechanisms to establish and manage trust online 

has encouraged attackers to engage in unwanted and malicious activities and 

consequently has limited the Internet to be used for less trusted communications and 

low-value transactions. This is the most serious problem that Internet is facing, 

nowadays. Trust cannot be developed using technical concepts alone, it must come 

from the people who are using those systems. This is the main reason people chose not 

to trust communications or transactions over the Internet. The consequence is that, 

many practices, like banking and purchasing, which involve money and need a high 

level of trust, are hard to automate and make online. When considering the online 

activities, trust is utterly dependent on the integrity and authenticity of online 

activities. The main objective of this project is to design a model certificate authority 

for Sri Lanka, which will provide the required integrity and authenticity, services for 

Sri Lankan organizations to operate successfully in the online world. 

1.2 Integrity and Authenticity for Online Activities 

The Internet was first built to communicate and share information among a small set 

of private networks. Therefore, it does not provide integrity and authenticity for the 

information, communicated through it. However, it allows flexibility for others to 

develop their own systems, with the above Confidentiality, Integrity and Authenticity 

(CIA) features. Before discussing integrity and authenticity, it is better to identify 

what is a digital object and what is its integrity and authenticity. In simple terms, 

digital objects are defined as a set of order of bits. The integrity of a digital object 

means that it has not been changed within the transmission. The authenticity means 
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verifying the genuineness of the attributes it contains. For example, there may be an 

author for a document and the need to verify, whether it is the same document created 

by him, and not a tainted one.  

There are different sets of technologies used by the online systems to achieve those 

requirements. One of the basic steps is the access control, which ensures only 

authorized parties being allowed to access the resources. It will provide the permission 

to an object specifying whom or what is allowed to access and what operations are 

allowed to be performed in the object. One way of implementing this access control 

mechanism is providing logins, to the users for a system such as a web site. It provides 

access to the system controlled by identification of the user, using the credentials 

provided by him. In addition, the user logs out when access is no longer needed. This 

can achieve the integrity up to a certain level but not the authenticity. Therefore, 

mechanisms such as audit trails can be used to achieve the authenticity, in the above 

systems. Audit trail is a sequential record of activities, which happens to a digital 

object or a system. It can be used to identify the sequence of events or changes, which 

has happened to a specific object. This mechanism can be used to determine whether 

integrity or authenticity is preserved in that object or not, but not preventing it from 

the altering. However, above technologies cannot be used to provide the required 

authenticity and integrity in large-scale deployments as Internet that have over one 

billion users. Therefore, setting up systems to preserve integrity and authenticity in 

online activities, is the main concern.  

A certificate authority (CA) and the digital certificate based systems are considered as 

the main steps forward in providing those facilities to the users of the Internet. 

However, it is not widely deployed in most of the countries except in corporate 

environments like banks. Unfortunately, many implementations are still untrustworthy 

and impractical since trust plays a major role in those implementations. That will be 

discussed in the later chapters.  

1.3 Technical Barriers of Available Mechanisms 

Before understanding the CA and the digital certificate technologies, it is worthwhile 

to find out the other available mechanisms and the barriers they encompass. 
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Username and Passwords 

The user name and the passwords are the basic ways of implementing security in 

computer systems. This mechanism will establish the identity and authenticate the 

user, followed by the assignment of access control rights. However, this basic security 

scheme is bereft of risks in networked applications, running on the Internet. It is 

common to find passwords being transmitted over networks in clear text. Remote 

connection mechanisms such as telnet used to allow users to work in a remote 

computer system as if they were in physical proximity to the system. This session 

information, including passwords, can be trivially captured by the attackers, using 

commonly available sniffing software and could be misused for other purposes. 

Sometimes people forget the passwords, make all the passwords the same, and share 

them with others, which will again create unwanted issues.  

Still, many organizations and services are using Internet Protocol (IP) addresses or 

usernames and passwords, or both, to manage access to their resources. However, 

these techniques have major shortcomings. Managing the access by IP address is 

increasingly difficult to maintain and does not support for remote access where we 

cannot predict which IP user is going to use. On the other hand, IP address identifies a 

machine and not a user. This technique is not suitable with the user-based 

applications. However, usernames and passwords will continue to be used in network 

security and access control systems, but their use will be combined with other security 

mechanisms, or limited to very small networks and low risk applications.  

 

OAuth 

A standard such as OAuth [3] defines a secure method for providing assign 

authentication via the web. The main objective of the OAuth is to combine the 

experience and implementation of assigning web service authentication into a single 

community-driven protocol. OAuth builds on existing protocols and best practices 

implemented separately, by various websites. OAuth provides a mechanism for users 

of a service, to grant access to third parties, to act on their behalf, access to his 

information on one site to another site without sharing all of his identity details. It 

provides a simple, secure, and fast way to publish and access protected data without 

revealing their identity or credential details. Moreover, it ensures that secure 

credentials could be provisioned and verified by different types of software platforms. 
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OAuth uses tokens, which are created by the service provider instead of the user’s 

credentials as shown in figure 1.1 and the authentication is done in three steps:  

1. The Consumer obtains an unauthorized Request Token.  

2. The User authorizes the Request Token.  

3. The Consumer exchanges the Request Token for an Access Token.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.1 Authentication flow in OAuth 

OpenID 

Another open, decentralized, free framework for user centric digital identity is 

OpenID [4]. OpenID uses the available internet technologies like HTTP, SSL and 

other available technologies, to provide the required support on logins. In view of the 

Internet, users already have identities for their blog, profile page, or any other online 

system. With the help of OpenID, users can easily transform one of these available 

URLs into an account, which can be used at the sites that support OpenID logins. It 

eradicates the need for several usernames, for different websites and providing simple 

ways to authenticate in the websites that support OpenID. The users have to select the 

OpenID provider, which satisfies their needs and most importantly, one they can trust. 
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At the same time, OpenID can stay with the user, no matter which provider, user shifts 

to. In addition, the OpenID technology is not proprietary and is entirely free. Below is 

an example given by Dmitry Stogov [5], which shows how to use OpenID to 

authenticate to a website.  

 

1. User enters his OpenID URL in the OpenID enabled website 

 
2. Confirms the Identity of the user by providing the Password 

 
3. Confirmation of the trust 

 
4. User is signed in, to the required site 
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Figure 1.2 Using OpenID to access a web site that supports OpenID 

 

However, the OAuth and the OpenID were developed to support web-based services 

and they do not offer a ready mechanism, to provide the required authenticity, for 

digital based documents. 

 

Kerberos 

Kerberos [6] is another mechanism designed at the Massachusetts Institute of 

Technology (MIT) to offer a strong authentication mechanism for client and server 

applications. The Kerberos protocol uses private key cryptography, so that a client can 

verify its identity to a server and vice versa, through an insecure network connection. 

Afterwards all of the communications can be encrypted to assure privacy and integrity 

of the information, as mentioned in the authentication applications section of 

Cryptography and Network Security by William Stalling [7]. DES is used by the 

Kerberos version 4 to provide the required authentication service and it has many 

elements that provided the required authenticity. The authentication dialog that takes 

place among the servers in Kerberos is shown in figure 1.1. 
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Figure 1.3 The authentication mechanism in Kerberos 

 

The sequence of message interactions for authenticating a pre-registered user and that 

user obtaining application services can be summarized as follows: 

1. User logs in to the client machine and requests the access to server X 

2. Then the client module in the user machine requests the user password and 

sends a message to authentication server (AS) with the User ID, Server X ID 

and the password 

3. Then the AS verifies the user’s password with the ID in its database 

4. If it is acceptable then AS creates a ticket with User ID, network address and 

Server X ID and  encrypts it using the private key shared by the AS and the 

Server X  

5. AS forwards the ticket to the user 

6. Since ticket is encrypted, integrity will be preserved 

7. User sends the ticket to server X with its ID requiring service from that server 

8. Server X decrypts the ticket and verifies user ID with the ID given by the user.  

9. If both match 
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10. Server X grants the service to the user 

However, there are practical problems in using the Kerberos protocol over Internet for 

applications spanning multiple domains of control, since Kerberos was designed using 

private key cryptography and based on the client-server architecture, which is suitable 

for small networks. Since user needs to get a ticket from the AS to connect to another 

system and AS system should maintain shared private keys with those systems, this is 

not a suitable option for Internet communication, which consists of millions of 

systems. In addition, it does not have a mechanism to provide required authenticity in 

digital documents. Therefore, there is a need for a mechanism that provides all of the 

functions, which is going to be discussed in the next section.  

1.4 A Digital Certificate Based Approach 

As a solution for the above problem of authenticity in large networks, a widely used 

standard X.509 [8] defines, a framework that provides authentication services by 

using a mechanism called digital certificates and a directory, which serves as a 

repository of those certificates. Digital certificate is a file that certifies the identity of 

an individual or institution seeking access to digital based information. In providing 

such access, it provides the same function as an identity card. The digital certificate 

links the identifier of an individual or institution to a digital public key. A trusted third 

party (TTP) works as a repository of those digital certificates and is called a certificate 

authority (CA). Full functions of the CA will be discussed in chapter 2.  

The digital certificate based mechanism provides a single method of authentication 

and access control for most of the applications run on the large networks like Internet. 

How easily these digital certificates can be used after they are properly setup and how 

well they are supported by all Web browsers is discussed in Digital Certificate 

Infrastructure - Frequently Asked Questions - published by the Digital Library 

Federation (DLF) and the Corporation for Research and Educational Networking 

(CREN) [9]. Digital certificates also provide encryption capability, which is helping to 

maintain the confidentiality of digital documents. On the other hand, it provides the 

digital signature functionality to maintain the authenticity of the digital documents. 



 10

Below are some examples of how to use digital certificates and CA for authentic 

communications. 

Using Digital Signature for Message Authenticity and Integrity 

A scenario that illustrates the use of digital signatures for message authentication is 

shown in figure 1.2 that also indicates the interactions with the CA required for 

issuance and verification of digital certificates.  

 

 

Figure 1.4 Message authentication with digital signatures 

 

The messages exchanged between parties are as follows: 

1. Alice creates a message to Bob. 

2. Alice’s computer system digitally signs the message by using her private key  

3. Alice attaches the digital certificate issued to her from the CA to the message. 

4. Alice sends the message to Bob. 

5. Bob’s computer system checks the Alice digital certificate and verifies 

whether it was issued by a CA trusted by him. 

6. Then it checks the validity of the certificate from the CA. (Using OCSP- 

Online Certificate Status Protocol or from the CAs Certificate Revocation List) 
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7. If it is a valid certificate, then the computer system informs Bob that he has 

received a valid message from Alice. 

 

Using Digital Signature for Message confidentiality, Authenticity and Integrity 

The sequence of interactions and entities involved in the use of digital signatures for 

message confidentiality and authenticity is shown in figure 1.3.  

 

 

Figure 1.5 Message authentication and encryption with digital signatures 

 

The messages exchanged between parties are as follows: 

1. Alice creates a message to Bob. 

2. Alice’s computer system digitally signs the message by using her private key. 

3. Alice attaches the digital signature issued to her from the CA to the message. 

4. Alice gets the Bobs digital certificate from the CA. 

5. Alice’s computer system encrypts the message using Bob’s public key in the 

digital certificate.  

6. Alice sends the message to Bob. 

7. Then Bob’s computer system decrypts the message using his private key. 



 12

8. Bob’s computer system checks the Alice digital certificate and verifies 

whether it was issued from a CA trusted by him. 

9. Then it checks the validity of the certificate from the CA.  

10. Bob’s computer system informs Bob that he has received a valid message from 

Alice. 

11. Bob accepts the message. 

1.5 Summary 

In a classical sense, trust is imparted from personal knowledge of a person, 

organization, or process; long established reputation or by guarantees provided by a 

highly trusted authority. It is imperative to have a mechanism to establish a level of 

trust between parties to a transaction or among parties involved in an interaction if 

meaningful or commercially viable outcomes were to be achieved when such activity 

occurs in the online world. On the Internet, the trust establishment avenues of personal 

knowledge and reputation are weak notions due to the difficulty of ensuring 

authenticity of identity and difficulty of protecting integrity of identity establishment 

methods. Therefore, the establishment of trust through a mechanism of verifiable 

guarantees provided by a highly trusted authority has become the more acceptable 

notion. 

The notions of trust and identity are closely related. In the online world the process of 

identity establishment is commonly termed as authentication with many different 

protocols that differ by the type of techniques and technologies used. The classic 

password-based authentication schemes are unsuitable for the Internet as they are 

difficult to scale over multiple domains of control and administration. The 

requirement is for solutions that scale over large networks of networks and over 

massive numbers of end-users and service providers. In general, private key only 

methods fail to provide the required CIA services without reposing an unacceptable 

level of trust on a TTP. 

In contrast, schemes that combine private key-based schemes with public key-based 

schemes have the ability to provide requisite security services, provide flexible trust 
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establishment and management mechanisms, and require only a minimum of ongoing 

trust to be placed on a TTP. The digital certificate based security mechanism, shown 

in figure 1.2 provides only authenticity and integrity for a message being sent over a 

network while the mechanism shown in figure 1.3 provides authenticity, integrity as 

well as the confidentiality for the message. In both approaches, users are required to 

contact a TTP known as a CA to obtain the required digital certificates and for the 

verification of the certificates. The overall functionality of a CA, that plays a vital role 

in online trust establishment will be discussed next, in chapter 2. 

 


