
 
 
 

 
 
 
 
Chapter 5 
 
 
 
 
 

Conclusion 
 
 
 
The amount research done for the development of image encryption schemes have 

grown significantly during the past decade due the exponential growth of internet 

related multimedia applications and various e-commerce services such as pay-after-

trial services of digital multimedia. There are many techniques available to ensure 

image protection [17, 18, 19, 22, 26, 31] and chaos theory based image encryption 

attracted significant attention among the research community due to the inherent close 

relationship between chaos properties and cryptographic properties (Table 2.1). 

Several analog and digital chaos systems [15, 16, 30, 31, 32, 33] are proposed based 

on different chaos theories and chaotic maps. However, these encryption mechanisms 

can not be directly utilized to manipulate image visibility level by controlling 

parameters. In other words the partial encryption of images can not be achieved (i.e. 

most encryption techniques narrow down to a single encrypted visibility level) since 

the applied chaotic maps [3, 5, 14] do not provide adequate provisions.  

 

 

 

 
 

85



Hence, this research focused on proposing a chaos based image encryption technique 

which effectively and securely encrypt/ decrypt images with a predefined visibility 

level. (i.e. if the visibility level equals to zero, the encrypted image have zero visibility 

while if the visibility level equals to 1, the encrypted image have the visibility level of 

the original image).   

 

In chapter 2, chaos theory based encryption research attempts and related design 

aspects were discussed while emphasizing the applicability of chaos theory and its 

special properties such as sensitivity to initial conditions and the relationship between 

chaotic systems and cryptographic systems. Traditional chaos-based image encryption 

schemes compose of two processes: chaotic confusion and pixel diffusion. The 

confusion stage permutes the pixels in the image without changing its value. In the 

diffusion stage, the pixel values are modified sequentially so that a tiny change in one 

pixel is spread out to many pixels, eventually the whole image. Typically, the 

diffusion process uses a one-dimensional (1D) chaotic map for diffusion purpose. 

However, a considerable amount of computation load is devoted to the real-valued 

computations. Hence the computation complexity of the diffusion process 

dramatically affects the overall encryption efficiency. In order to reduce the overall 

computational complexity to accelerate the encryption speed, a different approach to 

the traditional encryption / decryption architecture is needed.  

 

In the latter part of chapter 2, a set of rules have been suggested as design and 

validation guidelines for chaos-based cryptosystems. These rules provide a basis for 

the system structure, key space as well as nonlinearity and dynamics of the encryption 

system. They should be helpful to reduce or even to overcome cryptographical 

weaknesses of encryption systems. These guidelines are by no means comprehensive 

and do not intend to constrain the freedom and creativity of the designer. However, if 

these suggested rules are followed, a reasonable degree of security and most 

acceptable features of cryptography can be guaranteed. More importantly, on this 

common ground, a new chaos-based cryptosystem can be easily studied by the 

cryptography community. 
 

As most traditional chaos-based secure communication systems and many new-

generation systems have been known to be insecure, novel ideas are needed to 
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improve security. Combining more than two countermeasures might be a promising 

way to get more secure cryptosystem. The low sensitivity to the secret key and the 

potential possibility to mount attacks based on parameter estimation are regarded as 

the two greatest problems in almost all chaos based systems deserving more attention 

in future research. Based on the described grounds, it is important to have a detailed 

analysis on chaos specific attacks and crypto analysis of existing systems. 

Comprehensive discussions on above topics are provided to facilitate the reader with 

the importance of crypto analysis of image encryption schemes. Thereafter, a 

summary of recently published chaos based encryption algorithms and novel ideas 

found by cryptographic experts are presented with pros and cons of such systems. 

Chapter 2 concludes by mentioning research issues of an image crypto systems and 

briefly discussing experiences and lessons learned by analyzing existing research 

attempts. 

 

The proposed encryption architecture consists of several key modules, namely the 

Encryption parameter collector, selection of the chaotic map, chaotic seed generation, 

Chaotic Kernel construction, 2D Convolution process and the cipher image pixel 

value construction. During the encryption, the plain image along with the chaotic map 

parameters (i.e. X, Y, and visibility Level) is fed into the selected chaotic map in order 

to generate the chaotic seed. The chaotic seed generation is followed by reshaping the 

output values into a matrix called the chaotic kernel. During the convolution process, 

the plain image and the chaotic kernel are subjected to 2D convolution and one part of 

the output value (i.e. Red, Green and Blue pixel values following to applying the 

chaotic kernel) is utilized as an element of the encryption key. This value is called as 

the P(interim) value and it is irreversible in nature since the above process is not 

reversible by having the final pixel value itself.  

 

After the 2D convolution, cipher image pixel values are constructed according the 

following formula.      
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During the decryption process, the plain image pixel values are derived from the 

ciphered image pixel values as per the following formula (equation 3.13).  
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⎤
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The chaotic map parameters: x, y and visibility level control parameter of the selected 

chaotic map along with the P(interim)  value derived during the 2D convolution process 

serve as decryption keys. 

 

Two chaotic maps, the Ikeda Map and the Kaplan-York map have been selected for 

the research. Initially it was assumed that the parameter ‘u’ (0 ≤ u ≤ 1, increments 

steps of 0.01) of the Ikeda map can be effectively utilized to control the visibility level 

of a given plain image by considering the point trajectory variations of the Ikeda map 

for different ‘u’ values. But the experimental results revealed that the initial 

assumption is falsified. It was observed that the visibility level and the parameter ‘u’ 

do not adhere to any kind of relationship rather than random ad-hoc behaviour. Since 

the Ikeda map does not fulfil one of the main objectives of the research outcomes (i.e. 

visibility level control), the research focus deviated to another direction by utilizing 

the Kaplan-Yorke map. 

 

The Kaplan-Yorke parameter ‘α’ can be effectively utilized to control the visibility 

level of an image. During the experimental sessions the ‘α’ value is varied from -0.60 

to 0.90. ( -0.60 ≤  α ≤  0.90).  According to the ‘α’ value variations, the image 

visibility level varied in a sinusoidal manner [figure 3.7]. When the input parameter x 

equals to 0.5, the ciphered image becomes equal to the original image. Hence it is 

treated as a special scenario where the encrypted image has the visibility level which 

is equals to the original image. However the visibility level of the image which 

constructed using P(interim) values does not exhibit any level of visibility at all. It is a 

totally blurred image through out the Kaplan York visibility control parameter range 

(i.e -0.60 ≤  α ≤  0.90), as per the observations.  

 

A good encryption procedure should be robust against all kinds of cryptanalytic, 

statistical and brute-force attacks. In chapter 4, the security analysis of the proposed 
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Kaplan-Yorke chaotic map based encryption technique is discussed. The security 

analysis has been carried out by employing various benchmarks and techniques such 

as key space analysis, statistical analysis, sensitivity/ differential analysis and 

information entropy analysis. 

 

Image data has strong correlation among adjacent pixels. Hence it is essential to 

disturb the high correlation among image pixels to increase the security level of the 

encrypted images. The Kaplan-Yorke chaotic map based image encryption scheme is 

a simple and strong method proposed to enhance image security. The encryption 

scheme can be effectively utilized to have a partial encryption effect by controlling the 

visibility level of the image. The security analysis reveals following key conclusions. 

 
• The Visibility Level of the encrypted image fluctuates in a sinusoidal manner 

as the ‘α’ value is varied from -0.60 to 0.90. ( -0.60 ≤  α ≤  0.90).    
 

• The encryption key length is proportional to the input plain image dimensions 

(Width and Height). 

 

• LevelVisibilityQualityEncryption 1α  

 

• The parameter x = 0.5000 can be considered as a special scenario where the 

encrypted image has the visibility level which is equals to the original image. 
 

• The correlation coefficient value for each Red, Green, and Blue pixel value 

reduces as the visibility level decreases (or quality of encryption / Information 

Entropy increases) even though two adjacent pixels in the original image are 

highly correlated. (Figure 5.1) 
 

• The increment of encryption quality resulted in the increment of the influence 

of one-pixel change on ciphered images. But the rate of influence due to one 

pixel change on ciphered images fades gradually. 
 

• Larger information entropy values can be seen at higher degree of encryption 

levels.  
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Correlation Cofficient (r) and Entropy - Cman Image
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Figure 5.1 Correlation Coefficient and Entropy value Variation (Image: Cman) 

 

The proposed ViCIEn encryption scheme is a promising solution which can be used 

for effectively and securely encrypt/ decrypt images with a predefined visibility level. 

Hence, the proposed ViCIEn scheme is expected to be useful in real-time secure 

image and video communications in military, industrial, as well as commercial 

applications such as Pay-after-trial services of digital multimedia. 
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