
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Chapter 1  
 
 
 
 
 

Introduction 
 
 
 
During the last decade, the use of computer networks has grown enormously, and this 

growth continues rapidly. Almost all networks are being installed, interconnected, and 

connected to the Global internet. Today more and more information is been 

transmitted over the internet. The information is not only in text, but also in audio, 

image, and other multimedia formats. Images are widely used in our daily life. Many 

digital services, such as medical and military imaging systems, diagrams of critical & 

sensitive building constructions and, important data captured by military satellites, etc 

require reliable security in storage and transmission of digital images. Furthermore, in 

recent years more and more consumer electronic services and devices such as mobile 

phones and Personal Digital Assistant (PDA) have also started to provide additional 

functions of saving and exchanging multimedia messages. The prevalence of 

multimedia technology in our society has promoted digital images to play a more 

significant role than the traditional text messages, which demands an even greater 

level of protection for user privacy. To fulfil such security and privacy needs in 

various applications, encryption of images play a very important role as it can be used 

to frustrate malicious attacks from unauthorized parties. 
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The common method of protecting a digital document is to scramble the content so 

that the true message of the document is unknown. There are various techniques to 

achieve this; for example compression, steganography and modern cryptography. 

Many encryption methods have been proposed in literature and the most common way 

to protect large multimedia files is by using conventional block encryption techniques. 

Implementation of popular public key encryption methods such as RSA [1] or El-

Gamal [65] cannot provide suitable encryption rates. The security of these algorithms 

relies on the difficulty of factoring large prime composites or solving the discrete 

logarithm problem, which while remaining unchallenged by recent advances in 

number theory and distributed computing are still without a formal proof of security. 

On the other hand, private key bulk encryption algorithms such as Triple DES [2], 

Blowfish [66] and AES [67] are more suitable for transmission of large amounts of 

data. 
 

During the last decade, numerous encryption algorithms have been proposed in the 

literature based on different principles. Among them, chaos-based encryption 

techniques are considered good for practical use as these techniques provide a good 

combination of speed of operation, high level of security against analytical attacks, 

high level of complexity against brute force attacks, reasonable computational 

overheads and computational power, etc in implementation. The digital images have 

certain characteristics such as redundancy of data, strong correlation among adjacent 

pixels, being less sensitive when compared to the text data such as a tiny change in the 

attribute of any pixel of the image does not drastically degrade the quality of the 

image etc. Consequently, the traditional ciphers like DES and AES are not suitable for 

real time image encryption as these ciphers require a large computational time and 

high computing power. For real time image encryption, the preferred ciphers are those 

which take a lesser amount of time and without compromising security at the same 

time. An encryption scheme that has a higher degree of security but runs very slowly 

would be of little practical use for real time processes. 
 

In image encryption, it is desirable that the encryption algorithm consider an 

additional parameter apart from the encryption key called the visibility level. This 

parameter controls the level of visibility in encrypted image that is if the visibility 
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level equals to zero, the encrypted image have zero visibility; if the visibility level 

equals to 1, the encrypted image have the visibility level of the original image.  
 

Hence, with an appropriate value for the visibility level an encrypted image should 

have a certain level of visibility and a viewer may be able to have a conceptual picture 

of the encrypted image content. Refer figure 1 for a pictorial explanation of the above 

concept. In contrast, encrypted text has no meaning what so ever without having the 

decryption key for the recovery of the plain text.   

 

 
 
 

Figure 1.0: Image Encryption Illustrated. 

 

Thus, a flexible and practical image encryption technique should be able to effectively 

and securely encrypt/decrypt an image with a predefined visibility level. Hence, this 

focus of this research is to propose such an image encryption technique which can be 

used for secure online distribution of digital images. 
 

The rest of the chapters are organized as follows. In chapter 2, previous research 

attempts based on chaotic maps and related design aspects are discussed while 

emphasizing the applicability of chaos theory to the design of cryptographic systems. 
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Thereafter a typical structure of a chaos-based image encryption scheme is presented 

with general chaotic encryption design rules. Chapter 2 concludes by discussing 

research issues of an image crypto systems and evaluating experiences and lessons 

learned by analyzing the existing research attempts.  

 

The proposed image encryption scheme based on chaos theory is presented in chapter 

3.  The image encryption architecture of the proposed scheme is based on a 2D chaotic 

map called the Kaplan-Yorke map and the chapter details its design and derivation. 

Chapter 3 concludes with a justification of the above chaotic map selection with 

details of the encryption and decryption processes. 

 

The security analysis of the proposed image encryption / decryption scheme is 

presented with experimental results in chapter 4. The security analysis has been 

carried out by employing various benchmarks and techniques such as key space 

analysis, statistical analysis, sensitivity/ differential analysis and information entropy 

analysis.  

 

The thesis concludes in chapter 5 by summarizing key research outcomes and findings 

and provides conclusions drawn from the research study. 
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