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CHAPTER 2 – LITERATURE REVIEW 
 

This chapter discus the previous literature in the area of this study and identify the 

methods that have been used. Further it reviews the previous literature in order to lay 

a theoretical base for the current research. 

 

2.1   Introduction 
 
Information system misuse and computer crime is widespread and is increasing in 

frequency. Estimates of the annual cost of computer crime are in billions of dollars. 

An article in Fortune magazine reported that many companies do not report such 

problems to avoid harmful publicity (Kreie & Cronan 1998). Even then there are 

many incidences of misuse of work computers that are reported.  

 

Chevron Corp had paid $2.2 million to female employees to settle a dispute regarding 

offensive emails circulated within the company by male workers. The message 

contained in one: “25 reasons why beer is better than women” (Zetter 2007). 

According to Industry Week West Coast Company had paid $250 000 to settle an age 

discrimination law suit due to an email sent by its CEO while the software giant 

Microsoft Corporation paid $2.2 million in a sexual harassment law suit involving 

pornographic message sent within company via email (Verespej 2000). 

 

The misuse of Information Technology resources at work place is an increasing 

concern to organizations around the world. These activities increase the expenditure 

of the organization, reduce the employee productivity, damage company reputation 

and may also result in security issues and legal liabilities (Zhang, Oh & Teo 2006). 

However in Sri Lankan context the losses due to computer misuse and crime have not 

yet attracted attention of the general public. However since the government is looking 

forward to an Information Society it is high time for the Sri Lankan organizations to 

take this fact in to consideration.  
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2.2  Information Systems Misuse 
 
Information system misuse and computer crime is defined as: unauthorized, deliberate 

and internally recognizable misuse of assets of the local organizational information 

system by individuals. Possible abuses include violations against hardware, programs, 

data and computer services (Straub, cited in Foltz, Cronan & Jones 2005). This 

definition covers all the major areas of computer systems, hence can be considered as 

a general definition for the computer misuse. However many definitions can be found 

in literature for misuse. Downloading copyrighted material, child pornography, 

employee sabotage and misappropriation of confidential information is defined as 

misuse of employer technology by Totten(2004). 

 

2.3  Areas of Work Computer Misuse 
 
Misuse of work computers can be seen in many areas. Internet misuse is one of the 

key areas that affect organizations. This is mainly because Internet misuse not only 

reduces the productivity of employees but also brings in a risk factor to the 

organization. Activities such as participating in chat rooms, slacking (stocks, surfing, 

sports, news groups), cybersex, pornography, gambling and security threats (hacking, 

copyright, transmitting secure data) are some of the Internet misuses that can be seen 

at work. A 2005 survey by salary.com and America Online found that employees on 

average waste at least two hours a day (much of it online) performing things other 

than work, at an annual cost to business of about $759 billion (Zetter 2007).  Sexual 

harassment, cybersex and pornography can be classified as extreme negative 

behaviors because of their inherent legal implications (Case & Young 2001; Zetter 

2007). Further porn, gambling and gaming sites can harbor viruses and other 

malicious programs that load onto a computer without getting detected and allow 

outsiders to damage a network or make off with sensitive information compromising 

the network security (Zetter 2007). 

 

Marson (2000) points out that there had been an increase in the use of work hours to 

earn money by searching the web or winning sweep stakes. According to a survey of 

‘at-work Internet usage’ by Nielsen/NetRatings has revealed that during the month of 



 

12  

January 7,000 employees in the survey spent an average of 67 minutes at iWon.com, 

one of the top 10 sites where employees spent the time most. 

 

Having marked its 25th anniversary email has become an integral part of the 

professional life and an indispensable element of business communications. ‘The 

Federal Bureau of Investigations (FBI) and the Computer Security Institute’s 2001 

Computer Crime and Security Survey found that 91% of participating computer 

security practitioners detected employee abuse of Internet access privileges at their 

work place including inappropriate use of email systems’(Mastrangelo, Everton & 

Jolton 2006).  When considering major areas of work computer misuse, email is 

another area that needs to be considered. 

 

2.4  Consequences of Misuse  
 
It is evident that misuse of work computers is more than just time wasting. Monitory 

loss to businesses as a result of the misuse of computers and computer fraud amounts 

to billions of dollars per year (Kreie & Cronan 1998). The negative publicity for any 

incident would tarnish the image of the organization.  

 

Internet misuse alone has several impacts upon organizations, namely: issues related 

to the drain on telecommunications bandwidth, legal liability, security of company 

data and ultimate lost of productivity. The concern about Internet abuse and the 

associated legal liabilities, negative publicity and excessive costs are consistent across 

industries and company size (Case & Young 2001). 

 

Work computer misuse has led to employee discipline and termination. Xerox Corp., 

The New York Times, and First Union Bank have announced termination of 

employees for inappropriate Internet use (Verespej 2000). PNC Bank in New Jersey 

fired two long time workers who did not comply with the bank’s formal policy against 

internal distribution of offensive material (Zetter 2007). 
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2.5  Controlling Misuse of Work Computers 
 
According to Case and Young (2002) there are two primary tools that Information 

Systems (IS) department may employ to combat the Internet misuse. Those are 

monitoring and utilizing an Internet use policy. 

2.5.1  Monitoring  

Increasing number of companies invest on employee monitoring devices as it is 

believed to be an easy way to reduce employee misbehavior, competitive information 

leaks and liability risks (Enbysk n.d). In the United States there is fourteen million 

employee’s Internet or email use under continuous surveillance. Further it is argued 

that the systematic monitoring raises much larger privacy issues than spot checks. 

‘One reason for monitoring all employees without individual suspicion is that, in a 

way, the entire work force is under suspicion’(Schulman 2001). How ever it is also 

identified that this type of surveillance will inject an air of suspicion and hostility to 

the work environment. 

 

Despite the level of surveillance, many employees continue to use their work 

computers for a wide range of personal activities ranging from sending personal 

emails, instant messaging, doing web searches, word processing to gambling and 

online shopping. Survey of computer use at work carried out by WeComply Inc. New 

York reveals that majority of the employees do not realize that personal web searches, 

instance messaging to friends on their work computers could become business records 

(WeComply Inc.2007). Therefore it can be interpreted that increasing awareness is a 

must in handling employee computer misuse.  

2.5.2  Policy 

‘A policy is a broad guideline for decision making that links the formulation of 

strategy with its implementation’ (Wheelen, Hunger & Rangarajan 2006, p.13). A 

policy is a set of coherent decisions with a common long-term purpose. The goals of 

policy may vary considerably according to the organization and the context in which 

they are made. Policies are typically instituted in order to avoid some negative effect 

that has been noticed in the organization, or to seek some positive benefit.  
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Employing an acceptable use policy at work to deter computer misuse is suggested by 

many studies (Case & Young 2002; Lichtenstein & Swatman 1997). 

 

An Acceptable Use Policy is defined as a policy which contains guidelines for the 

employees including both acceptable and unacceptable usages, with the aim of 

controlling those employee behaviors and actions that contribute to the organization’s 

risks, while maximizing the employee productivity (Lichtenstein & Swatman 1997). 

In every contract of employment there is an unwritten, mutual degree of trust between 

both parties; employer and employee. Implicitly this would amount to ‘Do your work 

and I will not ask you if you are doing your work’. More formally most companies 

opt for an AUP signed by employees before they are permitted to use the employer’s 

network resources. This is because the directors of a company are responsible for 

misuse of their company’s resources (Stephan & Petropoulakis 2007). 

  

Using written statements to reduce the occurrence of some undesirable action is based 

on the Theory of General Deterrence which suggests that punishing offenders will 

prevent others from same behavior (Harrington 1996). The awareness of 

consequences for a behavior could alter how the people behave. Therefore the 

management could very likely affect behavior of employees by making a clear 

statement of policy and expectations of what behavior is unacceptable and the 

consequences for such behavior (Kreie & Cronan 1998). Therefore organizations 

should develop policies, guidelines, and trainings that link attitudes and social norms 

to foster ethical computing by their employees (Loch & Conger 1996). “The 

development of ethical standards and regulations that are perceived as acceptable and 

appropriate by the majority of users is needed to facilitate compliance with legislation 

and with company and industry policies for the ethical use of computer technology” 

(Gattiker & Kelley 1999). 

 

Professional organizations such as IEEE, ACM have developed a professional code of 

ethics to cope with problems associated with unethical use of computer technology 

(Walsham 1996). Therefore it is evident that IS professionals, organizations and 

researches have identified that formal computer guidelines are an effective method of 

eliminating or at least reducing misuse of computer technology (Peterson 2002). 
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Three categories of implementing a broad range of interventions in managing and 

controlling computer misuse was identified by Dhillon (1999) and they are namely: 

technical, formal and informal. Under technical interventions limiting access to 

buildings and computer systems were identified as main components. Organizational 

hierarchy expansions or contraction to support controlling was identified as formal 

intervention and education, training and awareness programs were categorized into 

informal interventions. Even though technological controls are essential in developing 

safeguards around sensitive information, the effectiveness of such technological 

solutions is questionable due to certain limitations. These technological systems often 

proved unsatisfactory in mitigating misuse because either organization failed to invest 

enough money for developing and maintaining those systems, or they wasted money 

on commercial security products that did not complement their organization’s specific 

IT environments and requirements. Therefore if organizations develop a policy, which 

gives equal consideration to the technical, formal and informal interventions it would 

be possible to minimize misuse (Dhillon 1999).  

 

Employees who have been granted Internet access for valid business reasons have 

been misusing it due to lack of awareness of the Internet’s insecurities, lack of 

awareness of valid, value adding business Internet usage or from malicious Internet. 

Therefore it is suggested an organization’s Internet strategy should include plans for 

an Internet security management comprising of measures addressing organizational 

Internet risks and other Internet from policies and procedures through technological 

safeguards (Lichtenstein & Swatman 1997). It is also stated that Internet acceptable 

use policy should contain sub policies which advocate high employee ethical 

standards, business only usage, adherence to copyright and licensing laws and non 

disclosure of confidential information.  

 

2.6  Acceptable Use 
 
Defining an “Acceptable Use Policy” for an information technology oriented 

organization is not an easy task. According to Pierce & Henry (2000) it is difficult to 

give a definitive statement of “acceptable behavior” and thus difficult to write specific 

codes as computer technology environment is changing very rapidly. The definition of 

computer “misuse” will have to take into consideration that the information 
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technology workers need to update their knowledge to be assets for the organization. 

Although the term misuse may be applicable in the sense that the employee deviate 

from employer’s expectation of work behavior, some form of use may indirectly 

maximize employee performances by releasing them from stress or improving 

knowledge which intern will help the organization. “Violation of formal or informal 

organizational norms” is identified as deviant computer use by Mastrangelo, Eerton 

and Jolton (2006).  

 

However a total ban on personal usage of the Internet may cause resentment or indeed 

strong protest from employees (Lichtenstein & Swatman 1997). Cultural patterns will 

have an influence on the amount and types of freedom which employees expect. 

Therefore having Internet user etiquette to suit its peculiar culture with in the 

acceptable use policy can be considered. However it is up to the organization to 

define what it expects from its employees as acceptable use. 

 

When faced with an ambiguous ethical situation related to computer technology, an 

individual's course of action is influenced by personal experiences and opinions, 

consideration of what co-workers would do in the same situation, and an expectation 

of what the organization might sanction (Pierce & Henry 2000). Therefore it can be 

seen that a clear policy on acceptable use would guide the employees in resolving the 

ambiguousness. However the policy needs to be written well, considering all aspects 

in order to have better results. It is identified that implementing controls, as identified 

in a policy, would indeed deter computer misuses (Dhillon 1999). 

 

2.7  Effectiveness of Acceptable Use Policy 
 
Investigating whether computer guidelines have been an effective deterrent in 

combating unacceptable use of work computers is an interesting area of research that 

has attracted scholarly attention. There are few studies that can be taken as examples 

to show that the guidelines have not being effective in deterring misuse. However 

these studies had been done some time back where the acceptable use policies were in 

their infancy. For example a study done by Vitell and Davis (1990) concluded that the 

existence of codes of ethics and the ethical actions of top management are perceived 

by MIS professionals as having very little impact upon either “opportunities for” or 
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the “frequency of” unethical behavior. However in this study only 13.1% of the 

respondents reported that their company had a formal, written code of ethics. 

Therefore it can be also argued that the acceptable use policies were only getting 

implemented at that time and most likely that the acceptable use policies have not 

being covering all the aspects that they needed to cover.  

 

A more recent study by Foltz, Cronan and Jones (2005) also concluded that mere 

presence of a computer usage policy does not make a difference in a university 

environment. However it was also identified in the research that the presence of a 

computer usage policy does influence the students who have read the policy. 

Therefore it can be seen that even though the policies are formulated and 

implemented unless the people are aware of them, the benefits of implementing 

policies can not be utilized. 

 

Organizations need to formulate appropriate codes that address computer technology 

specifically. More over such codes need to be integrated into the organization’s 

normative structure (Pierce & Henry 2000). Ways to accomplish that are suggested to 

be distribution of the codes, discussing them with employees and management using 

them in daily operations. This also shows that the employees need to be aware of the 

policies to get the benefit of it. 

 

2.8  Awareness  
 
An important study on effectiveness of acceptable use policies examining the user 

awareness was done by A Foltz, Cronan and Jones (2005). This study concluded that 

the existence of computer usage policies with in an organization does not ensure all 

users are familiar with the contents of those policies and the penalties imposed for 

their violation. Also it points out that providing a copy of computer usage policies to 

employees and verbally highlighting major points is not sufficient exposure to 

eliminate indifference about computer misuse. It suggests that additional means are 

necessary for every member of an organization to gain appreciation of, to understand 

and to comply with computer usage policies. The study reveals that students that 

received a single exposure to the usage policy reported a noticeably higher level of 

awareness of both computer usage policies and consequences of misuse. The study 
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was done by administrating survey questionnaires to two groups of students, an 

experimental group and control group. After the initial survey the experimental group 

was exposed to standardized set of computer usage policies regarding the correct and 

incorrect usage of university computers and penalties for computer misuse. A second 

survey was conducted after two weeks and the difference in awareness between the 

survey administrations was used as the indicator of the effectiveness of a single 

exposure to the university computer usage policies. The sample of this study consisted 

of students enrolled in business courses at three different universities. Researches 

have stated that the use of student samples raises question of representative ness and 

generalizability. Due to their lack of professional experience using undergraduates as 

the sample and generalizing it to organizational employees is questionable. However 

in many studies undergraduates are used in evaluating ethical behaviors in computer 

use (Leonard & Cronan 2005; Kreie & Cronan 1998). 

 

Author is investigating the influence of acceptable computer use policies on employee 

computer use taking a sample from the actual workforce. Therefore author believes 

that the study would provide a more realistic generalization than previous studies 

those relied on student samples. 

 

It is also important to consider the fact that gender of an employee also plays a role in 

adherence to policies. In a study carried out in Midwestern University U.S. it was 

identified that men can be influenced more effectively through statements of what is 

legal or not and the consequences of certain behavior while women can be effectively 

influenced by passive deterrents like policy statements and awareness trainings (Kreie 

& Cronan 1998). The sample of this study consisted of 307 university students in 

various information system classes. 

 

It is necessary that the computer usage policy defines the consequences of not 

adhering as a separate section. This should not be used as a weapon to gun down an 

employee for the first violation but repeated offenders should be punished. Acceptable 

use policy violation investigations most of the time falls within the scope of the 

Information Technology department of an organization. But sharing the responsibility 

with the Human Resource Management department and Legal Department can also be 

considered (Lawrence n.d.).  
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2.9  Factors Influencing Computer Misuse 
 
There are few recent studies carried out in the area of non-work related use of 

Information Technology resources in the work place (Mastrangelo, Eerton & Jolton 

2006; Zhang, Oh & Teo 2006). It is important to understand the factors influencing 

non-work related use in making policies to deter misuse.  

 

 Mastrangelo, Eerton and Jolton (2006) have developed ABCD Model of work 

computer deviance which examines the Access to computers/ Internet, Breaks from 

work, Organizational Climate and Individual Differences in the context of 

environmental and personal variables. Author believes that this model covers majority 

of the factors that govern deviant use of computers by employees in the Sri Lankan 

context as well.  In this research under ‘Access’ it was identified that participants 

gained more recent Internet access and participants with faster Internet access at work 

engage in deviant computer use. Under ‘Breaks’ the research has identified that the 

number of concurrent jobs has a relationship with work computer misuse. However 

this factor is not very common in Sri Lankan context, where employees usually 

engage in only one fulltime employment. This study has revealed that the ethnicity of 

the users had no relationship with the deviant computer use. In ‘Climate’, research has 

looked at evaluation of the job, learning one’s organizational climate and knowledge 

of coworker being warned for misuse. First and second factors were found to be not 

significant; however these factors will be incorporated to the study to investigate the 

Sri Lankan picture of it.  ‘Differences’ looked at this study are age, gender and 

whether the respondent were Caucasian or not. The sample of the study consisted of 

329 participants and the survey was conducted via World Wide Web. Even though 

this site was accessible to anyone on the Internet, the study was most highly 

publicized through faculty, staff and students of a mid-Atlantic university. 

 

The fore said study has not considered the individual’s income on their behavior. 

According to the findings of Vitell and Davis (1990), IS professionals with higher 

income tend to be optimistic about success and ethical behavior. Therefore author 

believes that income is another factor that needs consideration.  

 

Further it is identified that universal moral beliefs to be a governing factor influencing 

employee behavior  and individuals with a strong belief in universal moral rules 
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exhibit higher ethical intentions regardless of whether or not computer guidelines 

were present (Peterson 2002).  It is also stated that for those who do not believe 

strongly in universal moral rules, ethical intentions were high only when clear 

computer guidelines were available. Universal moral beliefs influence on employee 

behavior is also supported by Pierce & Henry (1996) in their study on the role of 

informal code, personal code and formal code on ethical behavior.  

 

Figure 1: Model of Ethical Decision Making Related to Computer Technology 

 
Here the personal code of ethics referrers to the developed code by an individual from 

observation and experience. Informal code of ethics is the accepted behavior in the 

work place or peer expectations and the formal code of ethics is the company code or 

policy with provisions that apply to computer use. The sample of this study consisted 

of 356 respondents from information system professionals in a variety of 

organizational positions. The random sample had been drawn from Data Processing 

Management Association members and had been stratified on industry types.  

 

Zhang, Oh & Teo (2006) have shown that anonymity and privacy to be factors of 

importance when it comes to non-work related use of IT resources at work place.  

 

Organizational Culture is ‘the basic pattern of shared assumptions, values, and beliefs 

governing the way employees within an organization think about and act on problems 

and opportunities’ (McShane & Glinow 2005, p. 16). The organizational culture has 

shown to have an effect on network based computer usage (Kanungo 1998). In this 

study organizational culture was measured based on people orientation and task 

orientation. A more recent study states ‘organizational culture would certainly 

influence the operation activities of an enterprise and the effectiveness of an 

enterprise’s information security practice’ (Chang & Lin 2007). This study has 
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measured organizational culture based on internal/external orientation and the 

flexibility/control orientation.  

 

Figure 2: The Model of Organizational Culture Traits 

 
Author believes that this basis is more appropriate for measurement of organizational 

culture because information security practices have a close link to Acceptable use 

policies as Acceptable use policies can be considered one way of implementing 

information security practices. 

 

McShane and Glinow (2005, p.446) defines Organizational Structure as the division 

of labor and the patterns of coordination, communication, work flow and formal 

power that direct organizational activities. Organizational hierarchy expansions or 

contraction to support controlling of misuse in organizations was proposed as formal 

intervention by Dhillon (1999). Therefore it is worthwhile to examine the 

organization’s structure and whether it influences the misuse with in the organization. 

Author is investigating whether the span of control, formalization and organizational 

hierarchy; elements of the organizational structure is having any influence on work 

computer misuse.  

 

With this back ground work on literature, this research is conducted to identify the 

implementation and effectiveness of Acceptable Use Policy in Sri Lankan context. 


