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CHAPTER 1 – BACKGROUND 
 

This chapter outlines the introduction to the problem of the research, the need to study 

on this topic, objectives of the study and significant researches that contributed to the 

knowledge in this area of the research. Further it provides insight to the research 

methodology and the form of results expected.  

 

1.1  Introduction 
 
An Acceptable Use Policy is a guideline for staff and volunteers on the behavior and 

use of technology that is approved by the organization. It also details the 

consequences that staff can expect to face for the misuse of information and 

communication technologies (Lichtenstein & Swatman 1997). An AUP generally 

covers but not limited to general computer usage, security, web and online usage, 

email usage and training.   

 

The management objective of introducing an acceptable use policy is mainly to 

optimize the use of resources and reduce lost employee productivity (Lichtenstein & 

Swatman 1997). An AUP is also used as a mechanism to protect organizations and 

individuals from legal and security liabilities. It eliminates the ambiguity and 

misunderstandings about how to use ICTs with in the organization. Organizations 

require AUPs to achieve some quality standards and secure funding. In some cases an 

AUP is required by the law.  

 

However during the past few years it was observed that many companies were sued 

due to their employee’s inappropriate web and email use. According to Industry Week 

Chevron Corp had paid $2.2 million to settle a dispute regarding an email circulated 

with in the company while West Coast Company had to pay $250 000 to settle an age 

discrimination law suit due to an email sent by its CEO. Software giant Microsoft 

Corporation paid $2.2 million in a sexual harassment law suit involving pornographic 

message sent within company via email (Verespej 2000).  

 

With the increasing number of information workers and the increasing number of law 

suits being filed under organizations for employee computer misuse, it is high time to 
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investigate the effectiveness of an Acceptable Use Policy and its contribution to 

overcome employee computer misuse. 

 

Geared towards an information age it is vital for Sri Lankan organizations specially 

software organizations (where employees are working on computers connected to 

Internet all the time) to have appropriate mechanisms in place not only to eliminate 

ambiguity and misunderstandings about how to use ICTs but also to protect 

organizations and individuals from legal liabilities and security liabilities. During an 

initial survey of managers in Sri Lankan Software organizations, it was identified that 

very few companies have some form of written AUP or guideline guiding the 

employee’s computer use. 

 

Published literature on this area is scares in Sri Lanka. Therefore this study is of great 

importance to explore the availability of such policies and also to investigate whether 

AUP is serving its purpose in Sri Lankan context. Further the study provides 

descriptive data to identify the current level of AUP implementation in the island and 

insight to factors influencing employee computer misuse. By correctly identifying the 

influences on employee computer misuse it is believed that the organizations would 

be able to effectively address employee computer misuse. 

 

1.2  Motivation 
 
When the concept of “Acceptable Use Policy” was introduced under the subject ‘IT 

Policy and Planning’, majority of the class, employees of Software development 

organizations were not aware whether the organizations they were serving had 

implemented an AUP or not. Identifying that the majority of the class despite being 

highly educated IT professionals were not aware of the organization’s AUP, author 

was motivated to study more on Acceptable Use Policy and their effectiveness as a 

deterrent for employee computer misuse. 
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1.3  Problem Statement 
 
It is a known fact that some employees misuse the organizational computers to do 

their personal work such as sending emails, surfing Internet, chatting, gambling, 

playing games etc. These activities waste the productive time of employees and bring 

a risk factor to the organization. By introducing an Acceptable Use Policy for an 

organization, it is believed that the computer misuse by its employees could be 

reduced. However in Sri Lankan context even though the number of information 

workers has increased rapidly during the past few years only little attention is paid to 

formulate appropriate policies to protect organizations from employee computer 

misuse. This research provides an insight to this problem. 

 

1.4  Objectives 
 

1. To explore the level to which Sri Lankan software development 

organizations have adopted Acceptable Computer Use Policies. 

2. To ascertain the effect of AUP on employee computer usage.  

3. To investigate the relationship between awareness about use policy and 

misuse.  

4. To explore the factors that influence non-work related use of work 

computers. 

 

1.5   Importance/ Benefits of the Study 
 
The Sri Lankan government has invested much on ICT development with high hopes 

on becoming a global ICT solutions provider. Relatively low initial investments, 

availability of high skilled employees and relatively low wages compared to other 

countries can make Sri Lankan Software development industry compete globally. 

Many international companies are looking for out sourcing of their software 

developments and Sri Lanka is identified as one of the possible destinations. 

 

Therefore to compete globally the Sri Lankan software development industry needs to 

be of high standards not only with respect to the product that is offered but also with 
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respect to the process that is being used. When improving the process it is required to 

look into the areas of security and productivity along with many other aspects. This is 

where the Acceptable Use Policies come in to play a major role. 

 

This area of study has not gained much attention from Sri Lankan scholars. There is 

no record to say how many organizations in Sri Lanka have adopted “Acceptable Use 

Policy” concept in reducing employee computer misuse. 

 

This study will serve the nation as a whole by focusing scholarly attention to 

Acceptable Use Policies and becoming a foundation for more research in this area of 

study. 

 

This study will be the starting point of descriptively analyzing the level of adaptation 

of AUPs in Sri Lanka with respect to computer use. This study provides an insight to 

the effectiveness of Acceptable Use Policies in Sri Lankan context. The study 

identifies the factors influencing non-work related use of computers in the work place 

in Sri Lanka. By combating the factors influencing misuse, in an effective way it 

would be possible to reduce employee computer misuse. There by supporting Sri 

Lankan software organization to achieve productivity and reduce the risk of getting 

into law suits.  

 

1.6  Research Design 
 
To explore the level to which Sri Lankan software development organizations have 

adopted Acceptable Computer Use Policies author contacted managers of different 

software development organizations to gather information. Interviews were used to 

gather data along with secondary information sources such as organizational 

acceptable use policies. 

 

In order to achieve the second objective, selected sample of employees from 

organizations with AUP in existence and organizations with out AUPs in existence 

were examined for their computer use behavior. The computer usage of these two 

groups was compared to investigate whether there was any difference between the 

groups. 
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In achieving the third objective, author investigated the level of awareness and its 

relationship with computer misuse of employees in organizations with AUPs in 

existence. 

 

In identifying factors influencing non-work related use of computers, participants 

were tested using different scenario based questions. These questions were formulated 

according to the factors that were identified to affect non-work related use of work 

computers in the literature. 

 

To achieve the objectives, the research was designed as a correlation investigation. 

Author prepared a questionnaire to capture information to accept/reject the formulated 

hypothesis (which will be presented in Methodology discussion in Chapter 3) and also 

to identify the factors influencing non-work related use. After pre testing the 

questionnaire with a selected sample, the questionnaires were distributed. Detailed 

discussion on Research Design is presented in Chapter 3. 

 

1.7  Brief Review on Literature 
 
Acceptable use policies have gained scholarly attention since late nineteen eighties. A 

recent study conducted in a university environment had revealed that presence of a 

usage policy does influence students who have read the policies, but a single exposure 

to the acceptable use policy is insufficient to influence all students (Foltz, Cronan & 

Jones 2005). Also the study revealed that mere presence of an acceptable use policy 

does not make a difference in a university environment. 

 

Different ethics studies have identified factors affecting deviant computer use 

(misuse) within individuals. Mastrangelo, Everton & Jolton (2006) have developed 

the ABCD model which has identified Access, Breaks from work, Climate and 

Differences to be the factors affecting non-work related use of work computers. 

However pervious studies give evidence that there are other factors influencing the 

same.  
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According to the findings of Vitell and Davis (1990), IS professionals with higher 

income tend to be optimistic about success and ethical behavior. Further it is 

identified that universal moral beliefs to be another factor affecting employee 

behavior (Peterson 2002). This is also supported by Pierce & Henry (1996) in their 

study on the role of informal code, personal code and formal code on ethical behavior. 

Organizational culture is identified to be another factor affecting employee computer 

usage. Kanungo (1998) has revealed that the organizational culture has an effect on 

network based computer usage. 

 

Incorporating the previous findings author is exploring the AUP’s effect on employee 

computer usage and to identify factors influencing employee computer misuse in Sri 

Lankan Software development organizations. 

 

1.8  Nature and Form of Results 
 
In par with the previous research studies author expects results to prove that existence 

of acceptable use policies does influence employee computer usage. Further author 

believes that the major factor for employee computer misuse in Sri Lanka to be 

‘Access’. According to the department of Census and statistics the percentage of 

households with Internet facility is 0.7% and the percentage of households with email 

facility is 0.9% (Department of Census and Statistics - Sri Lanka 2004). This gives 

rise to Internet and email access only at workplace. Therefore it can be expected to 

have the highest degree of influence on employee computer misuse. 


