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Chapter3 
_____________________________________________________________________ 
 

Methodology of Study 
 

Conceptual Framework 
 
The conceptual framework for my research is based on the extensive interviews done.  

 

Influencing variables:  

 

§ Information Security Experience 

§ Knowledge on PKI 

§ E-Business Experience  

§ Job Function 

 

Moderating variables: 

§ Education level 

The relationship between the independent, dependent and moderating variables are 

shown in the diagram given below in figure 6. 

 

 

 

 

 

 

 

 

 

 

 

Fig.6. Conceptual Framework 
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Experience on information security concepts is a key factor on deployment of more 

secure business applications. Information security experience in Sri Lankan IT 

professionals in the banking sector may cause for low adoption to PKI deployments 

and usage. Therefore, barriers to embracing PKI for authentic document transactions 

may be based on this information security experience. Hence, it is very important to 

do a detailed analysis on information security experiences of barriers to PKI 

deployment for authentic document transactions. 

Awareness of PKI leads to develop secure business applications. Required drive and 

knowledge are necessary to adopt and introduce PKI enabled applications. Hence, it is 

very important to do a detailed analysis on PKI knowledge among barriers to PKI 

deployment for authentic document transactions. 

 

Generation of Hypothesis 
 
On doing a detailed analysis on the information security experience among barriers to 

PKI deployment and usage for authentic document transactions, The researcher 

developed a hypothesis, which will be tested, during researcher’s analysis for the 

decision. 

Null Hypothesis: 

H0:  There is no relationship between information security experience of IT 

professionals and the barriers to authentic document transactions using 

PKI.  

Alternative Hypothesis: 

H1:  There is a relationship between information security experience of IT 

professionals and the barriers to authentic document transactions using 

PKI.  

Independent Variable 

Dependent Variable 

Moderating Variable 
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On doing a detailed analysis on the PKI knowledge among barriers to PKI 

deployment and usage for authentic document transactions, the researcher developed 

a hypothesis, which will be tested, during researcher’s analysis for the decision 

 

Null Hypothesis: 

H0:  There is no relationship between PKI knowledge  of IT professionals 

and the barriers to authentic document transactions using PKI.  

Alternative Hypothesis: 

H1:  There is a relationship between PKI knowledge  of IT professionals and 

the barriers to authentic document transactions using PKI.  

Operationalization of Variables 
 
The researcher calculates the number of years in “Information Security Experience” 

along with a subjective measurement, to reduce the abstract notion of it. The concept 

is then broken down into observable and measurable elements. 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Information security 
Experience 

 

§ Belief that Information System security 
is critical 

§ Awareness of the consequences of not 
     having proper security strategy 
§ Formal training on information security 
§ Being involve in critical information 

security projects 
§ Awareness on information security  

standards and illegal issues 
§ Level of assisting staff with the execution 

of  vulnerability assessments   
§ Level of assistance with the investigation 

and resolution of IT security incidents 
§ Years of experience in information 

security 
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As the “PKI Knowledge.” is a subjective measurement, to reduce the abstract notion 

of it, the concept is broken down into observable and measurable elements. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
As the “Barriers to authentic document transactions using PKI.” is a subjective 

measurement, to reduce the abstract notion of it, the concept is broken down into 

observable and measurable elements. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

PKI Knowledge 
 

§ Knowledge of symmetric key  
     encryption technologies  
§ Knowledge of asymmetric key 

encryption technologies. 
§ Knowledge of PKI used encryption 

technology. 
§ Knowledge of digitally signature 
§ Level of awareness about Public key  

     Infrastructure (PKI) 
§ I consideration on using  PKI for 

information systems 
§ Knowledge of  the benefits of using 

PKI  

Barriers to authentic 
document transactions 

using PKI. 

Personal Belief 

§ PKI Poorly Understood 
§ Costs Too High 
§ Poor Interoperability 
§ Too Complex and hard to get 

started 
§ Hard to Maintain 
§ Hard for Users to Use 
§ Lack of Management Support 
§ Software Applications Don't 

Support It 
§ Lack of Demand 
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Research Design 

Analysis of other factors 
 
Due to the time constraint, the researcher was able to do a detailed analysis only on 

the fact of “Information Security Experience” and “PKI knowledge“. As the 

researcher has shown in conceptual framework, there are other influencing factors.  

Figure 7 shows a graphical representation of research design.   

Type and nature of the study 
 
Having developed the conceptual framework and hypothesis, next the researcher 

concentrated on designing research in a way that requisite data can be gathered and 

analyzed to find a solution. 

Purpose of the study 
 
The study of current authentic document transaction in the banking sector is a 

descriptive study from which the researcher tries to ascertain and describe the 

characteristics of the influencing variables for the problem area of barriers to PKI 

deployment and usage for authentic document transactions. The level of document 

management system usage for document transactions and the security levels of above 

systems were include in the analysis. If PKI is implemented in these document 

management systems, the extent to which it has been implemented for authentic 

document transaction and if not, finding out the reasons (in an organization’s point of 

view) of why not to implement PKI is also included in his descriptive analysis. This 

study is further enhanced by the hypothesis testing which would confirm the 

relationships and how variables influence the major study. 

Type of investigation 
 
Both studies on information security experience and barriers to PKI adoption to 

authentic document transactions are co-relational and thus conducted in the natural 

environment with minimum interference to the normal behavior of the participants. 

As the research is a field study, it is done under no contrived settings where the 

normal work proceeds. The cross sectional nature of researcher’s field study 

emphasizes that the results of the data analysis will vary with time.  
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Fig.7. Research Design 
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Unit of Analysis 
 
In this research, the researcher’s main unit of analysis is the individual. But before 

addressing the individual the researcher carried out informal extensive interviews with 

individuals and groups in order to pursue in-depth information around the topic and 

the environment. These interviews were taken as the basis for developing the 

questionnaires.  

Data Collection Methods 
 
Data can be collected from either primary or secondary data sources. Primary data is 

information collected specifically for the study under consideration. Secondary data is 

the data that are collected neither directly by the user nor specifically for the user. 

Primary data collection  
 
Research in the field is concerned with the generation and collection of original data. 

The “field “in effect is the boundary defined by the research design. Field research is 

primary research and the data is specific to the purpose for which it has been acquired. 

A research may be ‘off the peg’ or ‘made to measure’ 

 
Off the peg research  
 
Data is collected by a research organization on behalf of a number of organizations 

requiring the research. The research data is sold on to all the firms who have use for it 

and hence the cost of organization and collection is shared. 

 
Made to measure research  
 
This type is the most expensive type of research to undertake. Although it is the most 

expensive type of research to undertake, it is the most useful type of research since it 

is customized. In other words, the information produced should be that which is used 

by most users since the user designs the parameters of the research and specifies 

questions to be answered.  

 

Field research methods  

Field research is the collection of primary data. Such collection methods can be 

divided into three groups. 
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Field experiments  
 
In a controlled experiment, a controlled research environment is established and 

selected stimuli are then introduced.  To the extent that ‘outside’ factors can be 

eliminated from the environment the observed effects can be measured related to each 

stimulus. When experiments are conducted in more realistic market settings, results 

are less reliable because of researcher’s inability to control outside factors. 

 
Survey method 
 
The survey involves consideration of several parts or aspects of numerous cases or 

situations. The larger number of cases involved in a survey translates into a sample 

that is more representative of the entire target than can be found with the case method. 

With the survey method, it is possible to measure the statistical reliability of results 

obtained from the sample. By far the most popular method of obtaining primary data 

is the survey method which is frequently used to describe marketing phenomena at a 

particular line. This is usually accomplished by applying statistics from cross sections 

of the target population. 

 
Observation  
 
Observation being used as a method of collecting data is limited by its 

inappropriateness in some situations such as when attitudes and opinions are being 

investigated and the costliness of the method. 

 
Selected data collection method 

 
For this research, the primary data collection method, ‘made to measure’ – field 

research method is chosen because there is no secondary data available on barriers to 

PKI implementation for authentic document transactions in the Sri Lankan banking 

sector.As this research is a purely academic one, ‘off the peg’ method is considered 

inappropriate. 

The ‘survey method’ approach is employed to collect primary data as the other two 

methods ‘experimentation’ and ‘observa tion’ was seen as impractical to be used for 

data collection.  
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Sampling Design  
 
The sampling design is a fundamental part of data collection for scientifically based 

decision-making. Sampling involves taking a portion of a target population so that 

sample statistics may be used to estimate population parameters within certain limits. 

There are several reasons for sampling and the most obvious one is the cost. Samples 

are only a very small portion of the target population. The second reason for sampling 

is to shorten the time involved in the research project while the third reason is that the 

use of samples is the only alternative for finding information about large population 

groups. The only problem arises when ensuring that the sample represents the target 

population. Three terms are important in understanding the concept of sampling: 

Target population, representiveness and validity. 

 
Target population  
 
The target population is the total population that the researcher wishes to study 

through sampling.  

There are twenty-three licensed commercial banks and fourteen licensed specialized 

banks operating in Sri Lanka according to a central bank of Sri Lanka [27]. Out of 

these thirty-seven banks, twelve banks operate as foreign banks. As the research is 

based on a Sri Lankan context and foreign banks have the strong technological 

background which depends on foreign context, only local banks were considered as 

the total population which includes fourteen public banks and eleven private banks. 

As the research is interconnected with strong IT infrastructure, the bank should posses 

a substantial computer environment to gain effective results from the research. The 

researcher believes that the number of ATMs is a measure on strength of information 

technology usage in a particular bank and assumed that the information technology 

usage leads in having high electronic document transaction volumes. Therefore, 

researcher selected eleven banks that are having the highest number of ATMs as 

shown in the table 2. 

There were some banks, which had large IT infrastructure and used more volume in 

electronic document transactions. However, they did not have ATM network facility 

due to many reasons. Today, such banks in Sri Lanka could able to enhance their 

services using ATM network facility using their large IT infrastructure. National 

savings bank is a real example regarding this issue. Hence, researcher believes that 
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the number of ATM would be an acceptable measurement on selecting banks for the 

research.   

Bank Name 

Bank of Ceylon 

Commercial Bank of Ceylon Ltd. 

DFCC Bank Ltd. 

Hatton National Bank Ltd. 

National Development Bank Ltd. 

National Savings Bank 

Nations Trust Bank Ltd. 

Pan Asia Banking Corporation Ltd. 

People’s Bank 

Sampath Bank Ltd. 

Seylan Bank Ltd. 

Table 2. List of Banks belongs to Target Population.   

 
Representativeness  
 
If the sample is to provide estimates of target population characteristics or parameters, 

it must be representative. This means that the sampling frame or arrangements for 

selecting units must allow all eligible an opportunity to be selected.  

In this research, eleven banks which include both private and government sector are 

considered to improve the representative level. According to table 2, the majority of 

the population (72.7%) belongs to the private sector, which confirms the maximum 

benefits from using information technology in private sector banks, which is 

described in [1]. 

 
Variability  
 
The sample’s limits, within which estimates are made about the target population, can 

be called variability. There is a direct relationship between the potential magnitude of 

the sampling error and the variability of the population.  

There are two basic types of samples: probability (random) and non-probability 

(quota) samples.  
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Random sampling (Probability sampling) 
 
A random sample is one in which all units of the target population have a known, 

positive chance of being selected. Some ways to obtain a random sample are as 

follows. 

 
• Using a random generation machine or a software package 

• A published table of random numbers can be used 

 
Random samples are not perfect samples because they may be highly representative 

and, in such circumstances, would not reflect the characteristics that are held by the 

population. It is therefore important to appreciate that random selection does not 

guarantee that the sample will be free from bias, only that the method of selection is 

free from bias. 

 

Additional disadvantages of random sampling area are as follows. 

 

The sample is likely to be well spread and entail much expensive traveling for the 

interviewers 

The lack of information about the target population 

Inability to acquire an appropriate sampling frame  

 
Stratified random sampling   
 
In stratified sampling: 

• The target population is divided into homogeneous subgroups or strata 

• Random samples are drawn from each stratum 

• The samples from each stratum are combined into a single sample of the target 

Population 

The purpose behind stratification is to minimize the variability in the total sample. 

This is accomplished by minimizing the differences within each stratum and 

maximizing the differences between strata. Stratified sampling is very useful when 

extremes are found in the target population. 

Population could be stratified in many ways such as sex, age groups, and regions and 

on. 
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Quota sampling 
 
Probably the most frequently used type of non-probability sample which is  quota 

sampling involves the predetermination of the absolute or relative number of units in 

to be sampled in each population stratum. Quota sampling is used to avoid the time 

and expense necessary to search for individual chosen by a random sample. 

This method of sampling differs fundamentally from random methods in that once the 

general breakdown is decided the interviewers are left to select the persons to fit this 

framework. Quota sampling is therefore a form of stratified sampling but with non-

random sampling within the strata.  

In this introduction of non-random methods, that is quota sampling’s greatest 

weakness and means that the results are neither statistically valid nor suitable for 

further statistical analysis. Opinion on the validity of quota sampling is divided.  

Statisticians tend to criticize the method for its theoretical weakness, but market and 

opinion researchers defend it for its cost-effective and administrative convenience. 

 
Judgment sampling 
 
A judgment sample is obtained according to the discretion of someone who is familiar 

with the relevant characteristics of the population.  

 
Selected sampling method for the research  
 
After considering all the above-described sampling methods, The “Quota Sampling” 

is employed for selecting the sample. 

Reasons for selection can be listed as follows. 

• It is economical, travel is minimized and callbacks are avoided. 

• It is administratively easy 

• It is quick 

• Predetermination of the absolute or relative number of units in to be  

       sampled in each population stratum. 

 

Sample Space 
 
To derive a clearer idea on the present use of document management system for 

authentic document transactions, the researcher believes on not considering users 

belonging to IT departments. This is in order to obtain unbiased results. Therefore, 
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branch level users who use these document management systems in their day-to-day 

business activities are recognized as target sample. In addition, researcher verified 

that branch managers are responsible for every document and they have the 

knowledge of embedded security features. Therefore, researcher selected branch 

managers to represent the sample as they have a clear picture of both information 

system usages as well as security features to be implemented. Target sample considers 

four branch managers from each bank, which represent 44 users in total.  

Researcher noted that the sample should consist of users who are familiar with 

information communication technology and are responsible for use of IT in their 

business environment on analyzes of barriers to public key infrastructure. When 

analyzing the relationships of information security experience and PKI knowledge 

with barriers to PKI deployment, the researcher believes that the IT professionals in 

banks are the ideal sample on this objective as they are responsible for implementing 

information security strategies and developing information system. Therefore, one 

manager from IT department and four IT professionals from each bank were 

considered on selecting the sample size, which are 55 users in total. IT professionals 

may form several sections within IT department. Development, technical, network 

and operational staff users belong to IT departments and they were given emphasis in 

order to measure their information security experience and the knowledge of PKI.  

Target total sample size was 99 users, which contribute 44.4% of branch managers, 

11.1% of IT management users and 44.4% of IT users. 

Data Collection 
 
This is when the researcher physically goes out and obtains the relevant information. 

Several methods can be used for this. 

 

1. Interviews  
 
Interviews may be either of a personal contact, face-to-face nature or at a distance, 

non-personal contact nature. The main advantage personal contact methods over other 

methods are that they normally achieve a high response rate and that the likely level 

of errors being introduced into the research results is low. Interview techniques can be 

further categorized as follows. 
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Fully Structured Interviews  
 
A fully structured interview is controlled using a structured questionnaire. The 

interviewer reads out the questions to the respondent in an unbiased manner and must 

note the responses exactly as they are given. 

 
Semi-Structured Interviews  
 
Semi-structured interviews consists of both closed questions offering predetermined 

choices such as those contained within the fully structured interviews, together with’ 

Open-ended’ questions which offer respondents a free choice of response. 

 
Depth Interviews  
 
Motivational research often uses psychoanalytical method of depth interviews. The 

patterns of questioning should assist the respondent to explore deeper levels of 

thought. Motives and explanations of behavior often lie well below the surface, which 

is only scraped by structured and semi-structured techniques of interviewing.  

 

2. Research Questionnaire  
 
Questionnaires are sent to respondents for self-completion using postal services or 

other appropriate means of distribution. The major limitation of postal research is the 

low response rate.  

Response rates may be increased by follow-up reminders, telephone reminders, free 

post return envelops and a carefully selected target audience who may have more 

interest in the topic under investigation than would a random sample. 

Tick box questionnaires are easy for respondents and stand more chance of providing 

the researcher with a higher response. Good clear layout with space and not too many 

words on the page are more attractive & stand a better chance of completion. 

 

3. Telephone Method 
 
While retaining personal interaction, telephone interviewing is the fastest and most 

timely method of collecting data. The use of the telephone permits highly structured 

interviews. While the telephone interviews are typically shorter than those conducted 

in-person, several techniques can be employed to lengthen the interview.  
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As far as respondents are concerned, the telephone interview is easier and quicker to 

do and does not require a visit by an interviewer. Balanced against this is the fact that 

respondents have no idea who they are talking to, and many people do not like on the 

telephone. 

 

4. Group Discussions  
 
Group discussions are useful in providing the researcher with qualitative data. 

Qualitative data can often provide greater insight than quantitative data and does not 

lend itself to the simple application of standard statistical methods. 

 
The selected method for data collection for the research  
 
Fully structured interview method and research questionnaires are mainly used in this 

research to collect information from banking sector. Moreover, research 

questionnaires through e-mils are used specially for IT users. In most cases IT 

Management individuals and branch managers in banking sector were personally 

interviewed and all questions were read out by the researcher to the respondent in an 

unbiased manner and noted the responses exactly as they are given.  

The above method is chosen because of following reasons. 

• Ensure that all questions are answered in the correct order  

• Effective way of collecting data from the top management happened through 

interviews 

• Easy to check whether the IT personal have understood the questions and can 

encourage them to answer as effectively possible. 

• Built a better relationship and thus the reliability of collected data is high  

 
Specify the techniques of measurement  
 
Measurement is the process of turning the factors under investigation onto 

quantitative data and requires an appropriate scale of measurement on which the 

property’s characteristics can be measured. 

When developing the questionnaire, greater attention is paid to introduce questions, 

which could be used to quantify answers. Even for the questions which arose to obtain 

answers emotional qualities like attitudes, perceptions were armed with questioning 

techniques like “Likert Scales” that could easily quantify data. 


