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Chapter1 
_____________________________________________________________________ 
 

Introduction 
 

Background  
 
Today most of the banks in Sri Lanka have introduced various information system 

solutions for stakeholders to make transactions convenient, replacing conventional 

models. It evolved through the technological enhancement together with advent of the 

Internet. The greatest impact in online technology has been achieved by e-commerce, 

which refers to aspects of online business involving exchanges among customers, 

business partners and vendors. E-business encompasses these elements but also 

includes operations that are handled within the business itself. For example, 

production, development, corporate infrastructure and product management are 

aspects of e-business not included under the category of e-commerce. The 

introduction of e-business in banks has increased the speed and ease of business 

performance, which results in passionate completion among online vendors. During 

electronic transactions, the businesses would have to consider information security 

during transactions to win the user’s trust. Today e-business is a challenge due to a 

number of threats. Threats can be malicious, such as the intentional modification of 

sensitive information, or it can be accidental, such as an error in a calculation or the 

accidental deletion of a file. As information security is critical in the banking sector, a 

high security infrastructure for information distribution is required.  

The private banking sector of Sri Lanka has reaped its maximum benefits from the 

information technology revolution. Almost all the private sector banks in Sri Lanka 

are now fully computerized [1]. Electronic transactions are now an acknowledged 

concept in the Sri Lankan financial industry. Banking and Financial organizations are 

now more towards electronic means to secure data, provide convenient services, 

decrease costs and comply with financial laws and regulations.  

As electronic information are running the businesses, malicious applications targeting  

e-business applications have increased dramatically in recent years, with more 

electronic products and services deployed for access over information systems. As a 

result, information security has become an increasingly significant issue. In 2001, an 
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estimated total of $17 billion was spent on informa tion-security products and services 

in the United States alone [2]. It is an indicator of how far people concerned about 

information security. However many access control mechanisms in information 

systems do not have flexible management solutions for authorization. Therefore, 

people start to consider about better information security mechanism to protect their 

businesses from threats. Even though various security mechanisms are introduced, 

significant amount of users still do not trust e-business transactions due to the 

perception of an unsecured environment.  

Public key infrastructure (PKI) was invented more than 20 years ago. Today, it is used 

in important protocols and can be used to protect the privacy while increasing the 

trust. It was discovered that financial industry has greater trend of having PKI with 

their information systems as shown in figure 1. It emphasizes the value of having a 

better information security mechanism in financial industry. Moreover, as the 

financial industries involves majority of legal enforcement factors among other 

industries, it may shows the highest trend [3]. It could be because of the regulations 

endorsed on banks, so that they introduce more security features. 

 
Fig.1. PKI Usage by Industry Type  
Source: [3] - Taiwan 
 
The Electronic documents, authenticated by cryptographic digital signatures, having 

the properties of integrity, authenticity of origin and non-repudiation are now used as 

direct replacements for the paper documents [4]. Use of digital signatures in 

document management systems such as online loan applications, workflow approval 

systems and e-mails help to eliminate paper handling and increase competition in the 
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banking environment. Digital Signature technology helps this industry to undertake 

secure online services, which is a "value added" tool to attract and retain stakeholders 

in the document management lifecycle. Nevertheless, a number of barriers and 

problems have contributed to the limited use of PKI in digital signatures.  

In June 2003, the OASIS PKI Technical Committee conducted a survey aimed at 

identifying the top obstacles to PKI deployment and usage. This paper presents the 

results of those surveys where the PKI usage for the most important application area 

which was document signing, among many other applications as shown in figure 2. 

 
Fig.2. PKI Application Weight  
Source: [5] - USA 
 

Therefore, I propose to introduce document signing using digital signature in banking 

sector, which would have a tremendous potential in the present day. In the Sri Lankan 

context, I tend to base my research on barriers on PKI deployment and usage for 

authentic document transactions using digital signature in the banking sector.  

Most companies in various sectors use electronic means for their business systems to 

make the communication faster and easier. However, it is doubtful whether there is an 

actual gain from information systems using such electronic means. The main failure 

could be a result of information security issues that lead not to trust these document 

management systems. The importance of document management system is to 

maintain the validity of the authentic document with the relevant security features 

through out its lifecycle. Implementing PKI for document management systems is a 

successful mechanism, which sustains the security features embedded. 
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The researcher has studied the security implementations in banks that use PKI and 

noticed how they are putting an effort in Sri Lanka to increase the user acceptance of 

their document management systems for internal business process. Overall, the main 

motivation behind their strategy is to increase the information security of document 

management systems, which is one of the considerations to determining the user 

acceptance.  

Public key infrastructure (PKI) can be considered as a component for security and 

there have been many developments on PKI for digital signature globally. It is 

observed, that there isn’t a notable factor for the use of digital signature in the Sri 

Lankan context. However, Sri Lanka has initiated on the legal recognition of 

electronic signatures by introducing Electronic Transaction Act No. 19 of 2006. This 

Act explains the legal recognition of electronic signatures and describes recognized 

data messages and other communications in electronic form. Signature is the key 

attribute use in electronic signature, which consists of sensitive information. 

“Signature” can be construed accordingly with reference to a person mean, any mark 

on any document and the expression. [6] 

Today, it is no doubt that, there is a trend to the use of digital signature. The major 

applications using PKI today still remain as web-based authentication and virtual 

private networks (VPN), though the use of digital signature based electronic form 

applications continues to grow [7]. 

Problem Identified 
 
§ As most of the banks in today’s businesses migrate from paper to electronic 

transactions, better signer accountability is needed in the electronic world. 

These include knowing whom you are dealing with and who is authorized to 

access what information. 

§ Due to the weak method of signer’s authentication in these document 

management systems, trust level on these document transaction has become 

low and involves manual processes in most of the cases. 

§ Weak verification processes are involved in electronic document transactions 

in e-business systems.  

§ PKI based digital signatures offer the best technology to protect against 

forgery by providing data integrity and non-repudiation.  
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§ In the Sri Lankan context, electronic documents attached electronic signature 

is legally accepted according to Electronic transaction Act No. 19 of 2006. 

Nevertheless, it is observed that there is no captivating on using PKI to solve 

e-business security problems introducing digital signature for document 

signing in the banking sector. 

Research Objectives 
 
§ To identify the current status of authentic document transactions in the 

banking sector in order to measure the level of information security and user 

perception of the current document transactions.  

§ To identify the current status of PKI usage for authentic document transactions 

and to determine the PKI enabled information systems used for document 

transactions and to measure the level of user satisfaction. 

§ To identify barriers to PKI deployment for authentic document transactions. 

§ Analyze the relationship of information security experience and the barriers to 

PKI deployments and usages for authentic document transactions. 

Analyze the relationship of PKI knowledge and the barriers to PKI 

deployments and usages for authentic document transactions. 

§ Propose solutions for identified barriers. 

A Brief Method of Study Adopted 
 
Two study methods are available to conduct a management research as “Deductive 

method” and “Inductive method”.  

Deductive method begins with theory and derives hypotheses from theory to be 

tested. It has following major steps as 

§ Formulate specific research goals and hypotheses 

§ Clearly outlined methodologies 

§ Pose clear questions that need to be answered to fulfill project goals 

On the other hand, inductive method starts with evidences, do observations, derive 

theory and test hypothesis. It has following features.  

§ Moves from specific elements to general statements 

§ When a project is defined, all possible data is collected that may or may not be 

necessary to answer the question(s) 
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§ Design project methodologies around existing data 

§ Lack of proper design 

§ May not fulfill research objectives 

§ Method is used in organizations where number of different datasets have been 

collected for past projects 

§ Existing themes ‘on file’ are analyzed to find the answers to posed question(s) 

§ Research questions are answered through trial and error 

§ Answers to posed research questions are sought for ‘randomly’ without any 

design 

§ No structured hypothesis formulation and testing 

In this intended research, inductive method is employed as method of study.  

A Brief Review of Literature on Previous Attempts  
  
Literature review of a research accomplishes several objectives and it helps to get an 

idea about the similar types of studies undertaken previously. Further, the readers of 

the research report can share other research approaches and findings for similar types 

of studies.  

According to the researcher’s findings, there is not enough literature available in the 

local context with regard to introducing digital signature using PKI for authentic 

document transactions in the banking sector. That implies the low adoption of PKI 

usage in the Sri Lankan context due to possible barriers. OASIS PKI Technical 

Committee presents the results of the surveys where the obstacles for PKI usage for 

many applications belong to e-business and e-commerce today.  

The researcher considered the study of the global context via the Internet and was able 

to collect considerable background information related to the topic.  

These factors are discussed in detail in chapter two. 
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Expected Results from the Study 
 
It is intended for the results of the research to include, 

• Assessment of current information security level of authentic document 

transaction in banks. 

• Identification of PKI usage for authentic document transactions using digital 

signature for e-business. 

• Identification of barriers to PKI usage for authentic document transactions, 

which may lead to low adoption.  

• Determine whether information security experience of IT professionals in 

banks is related with barriers to PKI usage. 

Whether PKI knowledge of IT professionals in banks is related with barriers to 

PKI usage. 

• Identification of some key recommendations to the banks in Sri Lanka 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


