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3 CHAPTER: RESEARCH DESIGN 
 

3.1 INTRODUCTION 

This chapter will discuss about in detail design of research topic including conceptual 

framework, containing independent and dependent variables and their definitions. 

Hypotheses derived from the conceptual framework will be discussed in the latter part 

of this chapter. 

 

3.2 CONCEPTUAL FRAMEWORK  

The conceptual framework is the foundation on which the entire research project is 

based. It is logically developed and  describes, and elaborates the network of 

association among variables relevant to research problem area (Sekaran 2008, p97). 

 

Figure 3.1 elaborate the conceptual framework for the research on Critical analysis of 

the impact of Information Security Policies on employees’ job stress in Sri Lankan 

telecommunication sector. 
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This conceptual framework has been designed to study the relationship between the 

employees’ job stress and the impact of Information Security Policies, which are 

enforced by the companies.  

 

When this research is being carried out to find the relationship of the information 

security polices and employees’ job stress, the impact of Information Security Policies 

can be defined as 

1. Availability of Information Security Policies 

2. Awareness of Information Security Policies 

3. Privacy Violations by Information Security Policies  

4. Enforcement Methods of Information Security Policies  

5. Effects of Information Security Polices Violations  

 

Above-mentioned variables (Impact of Information Security Policies) will be 

considered as independent variables of this study (Kenneth, et al 2006). 

 

As explained in Chapter 2, researchers found that there are many factors or stressors 

affecting to job stress of the employees such as working environment, role conflict, 

role ambiguity, interpersonal conflicts, job future ambiguity, job control, employment 

opportunities, quantitative work load, variance in work load, responsibility of people, 

underutilization of abilities, cognitive demand ,shift work  etc (Murphy, 1995). 

 

During this study only the stress, resulting from Information Security Policies is 

considered while other factors or job stressors will not be taken into consideration. 

Therefore, the dependent variable, employees Job Stress is represented the job stress 

resulting only from IS Policies  

 

3.3 DEFINITIONS OF VARIABLES  

Availability of Information Security Policies (IS Policy) 

This variable measures the level of availability of Information Security Policies to 

employees where they can go through them and understand. IS security policies can 

be made available for employees as printed material, online document or by 

conducing awareness sessions. Therefore, it is organization’s responsibility to make 

available their IS Policy for employees (Chang and Lin 2007). 



  23 

Awareness of Information Security Policies (IS Policy) 

Purpose of this variable is to measure the employees’ understating of the enforced 

Information Security Policies in their companies. It is a known fact the employees 

may violate the enforced IS Policy because they are not aware of the same. If the 

employees are well aware about their Information Security Policy, they may have 

changed their office life style according to the policy; therefore, awareness of such 

policies has a huge impact to the working conditions of the organization (Kenneth, et 

al 2006). 

 

Privacy Violation by Information Security Policies (IS Policy) 

This variable is used to measure the impact of Information Security Policies on 

privacy violation of employees. Employee’s ideas on privacy violation will be taken 

into consideration for this variable. Researchers found that most of the employees are 

agreed if advanced notification is given before monitoring their computer activities 

rather than doing it in an unethical way (Building an Acceptable use policy 2003).   

 

Enforcement Methods of Information Security Policies (IS Policy) 

Employee’s ideas on the enforcement methods of Information Security Policies in the 

organization will be measured by this variable. Enforced Information Security Policy 

should be equal to all the employees in the organization and that kind of policie s are 

more effective and efficient and it full fills its target without giving a hassle to the 

employees (Chang and Lin 2007). 

 

Effects of Information Security Policies (IS Policy) Violations  

Effects of policy violations are included in most of information security polices. Some 

of the punishments, which will be enforced at the event of violating Information 

Security Policies, may have an impact to the working environment of the 

organizations, which may affect to the job related stress. This variable is used to get 

the feedback from the employees on effects of policy violations. 

 

Employee Job Stress  

This is the dependent variable of this study and will be used to measure job stress of 

the employees. All above-mentioned measures will be taken into consideration to 

study whether there is any relationship between the impact of Information Security 
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Policies and employees’ job stress. Only the stress resulting from Information 

Security Policies are considered in research and this variable is used to measure the 

same.  

 

3.4 HYPOTHESES DEVELOPMENT  

Hypothesis can be defined as logically conjectured relationship between two or more 

variables expressed in form of a testable statement (Sekaran 2008, p103). Five 

hypotheses were derived from the conceptual framework to be tested as follows 

 

Hypothesis 1 

The first hypothesis  was generated to verify whether, is there any relationship 

between the availability of Information Security Policy and job stress of the 

employees. The null hypothesis was developed as  

H10  : There is no relationship between the availability of Information Security 

Policies (IS Policy) and employees’ job stress. 

In addition, alternative hypothesis was developed as 

H1A : There is a relationship between the availability of Information Security 

Policies (IS Policy) and employees’ job stress. 

 

Hypothesis 2 

It is very important to verify that whether, is there any relationship between the 

awareness of Information Security Policy and job stress of the employees. The null 

hypothesis was developed as  

H20  : There is no relationship between the awareness of Information Security 

Policies (IS Policy) and employees’ job stress. 

And alternative hypothesis was developed as 

H2A : There is a relationship between the awareness of Information Security 

Policies (IS Policy) and employees’ job stress. 

 

Hypothesis 3 

The third hypothesis was developed to check whether, is there any relationship 

between privacy violations by Information Security Policy and job stress of the 

employees. The null hypothesis was developed as  
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H30  : There is no relationship between the privacy violation by Information 

Security Policies (IS Policy) and employees’ job stress. 

And alternative hypothesis was developed as 

H3A  : There is a relationship between the privacy violation by Information Security 

Policies (IS Policy) and employees’ job stress. 

 

Hypothesis 4 

The fourth hypothesis was generated to verify that whether, is there any relationship 

between the enforcement methods of Information Security Policy and job stress of the 

employees. The null hypothesis was developed as  

H40  : There is no relationship between the enforcement methods of Information 

Security Policies (IS Policy) and employees’ job stress. 

And alternative hypothesis was developed as 

H4A  : There is a relationship between the enforcement methods of Information 

Security Policies (IS Policy) and employees’ job stress. 

 

Hypothesis 5 

It is very important to have an understanding of employees’ awareness of IS policy 

violations therefore the fifth hypothesis was generated to verify that whether, is there 

any relationship between the effects of Information Security Policies IS Policy 

violation and job stress of the employees. The null hypothesis was developed as  

H50  : There is no relationship between the effects of Information Security Policies 

(IS Policy) violation and employees’ job stress. 

And alternative hypothesis was developed as 

H5A  : There is a relationship between the effects of Information Security Policies 

(IS Policy) violation and employees’ job stress. 

 

3.5 SUMMARY 

In this chapter, research design has been discussed in detail including conceptual 

framework, independent variables, dependent variables, alternative and null 

hypothesis. After discussing the foundation of the research, next chapter will discuss 

about the methodology, adopted for this research. 


