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Cloud computing is a field wh ich is ga in ing populari ty. Cloud computing 1s an 

alternative to having local servers or personal dev ices hand li ng applications. 

Essentially. it is an idea that the technologica l capabilities should "hover" over the 

infrastructure and be available whenever a user wants. Instead of utilizing the pov.er 

of one or a few de\ ices, it is much more economical and convenient to utilize the 

computing power of a cloud configuration. Companies such as Amazon [1) & Google 

[2) have started to provide serv tees for hosting applications in their respective clouds. 

The infrastructure does not have to be maintained by the companies hosting the 

applications and also there arc other value additions such as security. This is a very 

appealing idea for mostly small & medium companies and even for large companies. 

Generally, they only have to pay for thl.! computing power consumed and the network 

bandwidth utilized. This idea has staned to appeal not only for small & medium 

companies but even for large and well establ ished companies. According to [3] some 

of the biggest customers of Amazon Web Services in both number and amount of 

computing resources consumed arc divisions of banks, pharmaceuticals companies 

and other large corporations. 

Fault tolerance, high availability & scalability arc essential prerequisites for any 

enterprise application deployment. The tra<,litional approach towards achie\ ing 

scalability has been anticipating the peak load, and then purchasing and setting up the 

infrastructure that can handle th1s peak load. HO\\Cver, the system will not operate at 

peak load most of the time, hence it IS obvious that this approach is not the most 

economical choice. It is intuiti'c that the most economical approach would be to 

scale-up the system as the load increases and scale-dov.·n the system when the load 

decreases. This is cal led auto-scaling. llowever, such an approach wi ll not be possible 

without virtualization. This is where cloud computing becomes very useful. Amazon 

Elastic Compute Cloud (AmaL:on EC2) [1] is a Web s-ervice that provides rcsizable 

compute capacity in a cloud computing environment. It is designed to make web-sca le 

computing easier for developers. Since Amazon provides guarantees of security & 

takes over the responsibility of infrastmcture maintenance, it is very economical for 

mostly small & medium scale companies, and even some large scale companies to 

host their applications on I::C2 instead or taking on this burden. 
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Web services technology has become the de-facto standard for integrating 

autonomous entities. Therefore, the availability & scalability requ irements have also 

become essential for Web services. 

Apache Axis2 [4] (5] is a middleware platform 'vvhich enables hosting of Web service 

applications and supports some of the major Web services standards. Multiple EC2 

instances will need to host Axis2 nodes to provide these guarantees. When the load 

increases, we should be able to start up new nodes to satisfy the scalability guarantees. 

However, when the load decreases, the idle nodes should be shutdown. This is 

because the fees charged by Ama?on is based on the number of compute units 

consumed. A compute unit is equivalent to running a CPU \vith a particular computing 

power for one hour. We can achieve an optimal balance between the cost and 

performance using this autoscaling & auto-heal ing approach. Autoscaling refers to 

scaling up or down depend ing on the load whereas auto-healing refers to 

automaticall y recovering the system to a specified minimum deployment 

configuration. This wi ll be a very appealing idea from a business perspective. We wi ll 

be looking in detail how Apache Axis2 Web services can be autoscaled on Amazon 

EC2. 

.., 

1.1 Amazon Elastic Compute Cloud (EC2) 

Amazon EC2 [1] is a Web service that provides resizable compute capacity in the 

cloud. It is designed to make web-scale computing easier for developers. Amazon EC2 

provides a simple Web service interface & tooling that allows one to obtain and 

configure capacity with ease & to build failure res ilient appl ications. Amazon EC2 

reduces the time required to start new server instances to minutes, allowing you to 

quickly scale capacity, both up and down, as the computing requirements change. One 

only needs to pay for the computing capacity actually used. This is a small amount 

compared to the significant up-front expenditures traditionally required to purchase 

and maintain hardware. This frees the user from many of the complexities of capacity 

planning and transforms what are commonly large fixed costs into much smaller 

variable costs. and remo\'eS the need to O\ er-buy "safety net" capacity to handle 

periodic load spikes. The user has full control O\er the setup, including firewall 
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configuration. EC2 provides a better economic model for large-scale applications; the 

owner of the application only pays for usage, whi le benefiting from the reliabi lity of 

the Amazon infrastructure. There arc different types of EC2 instances [6] which can 

cater to varying computing & memory capacity requirements. 

1.2 EC2 Features for Building Failure Resilient Applications 

Recently Amazon announced t\.vo new features; Availability Zones & Elastic IP 

Addresses, which make it much more possible to and easier to build fault resilient 

applications. 

Availability Zones [7] - One of the key requirements of highly available & highly 

assured systems is that the application should be available despite the failure of a few 

components. Clustered deployments is one of the common solutions to address these 

requirements. It is also common for a cluster of nodes to be deployed at a single 

location such as a data center. What if this data center is destroyed by fire or floods? 

What if the entire data center looses power? How can we satisfy the availability 

guarantees in case of such a scenario? To ensure availability despite these catastrophic 

failures, the replicas of the application should be locat&d on separate infrastructure and 

preferably on separate physical locations. 

Amazon has already thought about this and recently announced Availability Zones. 

The point of availability zones is the following: if we launch a server in zone A and a 

second server in zone B, then the probability that both go down at the same time due 

to an external event is extremely small. This simple property allows us to construct 

highly reliable Web services by placing servers into multiple zones such that the 

failure of one zone doesn't disrupt the serv ice or at the very least, allows us to rapidly 

reconstruct the service in the second zone. Availability Zones allow the customer to 

specify in which location to launch a new EC2 instance. The world is divided up into 

Regions and a Region can hold multiple Availability Zones. These Zones are distinct 

locations within a region that arc engineered to be insulated from failures in other 

Availability Zones and proYide inexpensive, low latency network connectivity to other 

Availability Zones in the same region. By launching instances in separate Availability 

Zones, applications can be protected from failure of a single location. Each 
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availabil ity zone runs on its own physically distinct, independent infrastructure, and is 

engineered to be highl y reliable. Common points of failures like generators and 

cooling equipment are not shared across availabi lity zones, and availabi lity zones arc 

designed to be independent with failure modes like fires and flooding. For inter

availability zone data transfers, there is no charge, whereas for intra-availability LOne 

data transfers, there is a $0.01 per GB in/out charge. 

Elastic IP Addresses [8] - Elastic IP addresses arc static IP addresses designed for 

dynamic cloud computing. Elastic IP addresses are associated with a customer account 

and allow the customer to do its own dynamic mapping of lP address to instance. 

Using this dynamic mapping, applications can remain reachable even in the presence 

of failures. An Elastic IP address is associated with your account, not a particular 

instance, and you control that address until you choose to expl icitly release it. Unlike 

traditional static IP addresses, however, Elastic lP addresses allow you to mask 

instance or availability zone failures by programmatically remapping your public IP 

addresses to any instance associated with your account. However, if the Elastic IP 

address is used SO.OI per GB in/out will be charged. Therefore, when communicating 

within an availability zone, it is always best to usc the private IP . 

.., 

1.3 Apache Axis2 

Axis2 [4] [5] is a middlcwarc platfonn which enables hosting of Web service applications and 

supports some of the major Web services .• Apache Axis2 supports clustering for high 

availability & scalability. In fact, clustering is a major value addition provided by Axis2 for an 

enterprise deployment. Fault tolerance, high availability & scalability are essential features for 

such an enterprise deployment. The state stored in the context hierarchy (5 J of a node can be 

replicated to the other members & the cluster of nodes can be centrally managed. The default 

clustering implementation is based on Apache Tribes (9] which is a robust Group 

Communication Framework (GCF) llOJ [1 J]. llowever, this clustering implementation docs 

not work on Amazon EC2 since this implementation discovers the group members based on 

membership multicast. Multicasting has been disabled on EC2 and also there is no guarantee 

that the Amazon Machine Images (AMI) (I] instances will belong to the same multicast 

domain. Hence we have de' eloped a different membership discovery mechanism which can 

be plugged into Tribes. This is explained in detail in the section titled ''Well-known Address 

(\VK.A) Based Membership". 
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Axis2 also supports plugging-in different clustering implementations which can be based on 

different Group Communication Frameworks (GCFs). Stateful as well as stateless services can 

be deployed on Axis2. Jn the case of stateless services, it helps to have multiple processing 

nodes to provide scalability guarantees, whereas in the case of stateful services, multiple 

replicas are necessary to provide high availability guarantees. 

1.4 Apache Synapse Dynamic Load Balancing 

Apache Synapse is designed to be a simple, lighnvcight and high performance 

Enterprise Service Bus (ESB) [12]. It has been designed to be simple to configure, 

very fast [13] (14) [15], and effective at solving many integration and gatewaying 

problems. Load balancing is one of the gatcwaying problems addressed by Synapse. 

There arc several modes in which load balancing can be carried out using Synapse. 

However, in this project, we will be only using the dynamic load balancing 

capabilities of Synapse. In a typical load ba lancer, the load balancer fronts a cluster of 

application nodes. The application nodes arc the ones which carry out the work. ln 

such a setup, traditionally, connection information of each node in the application 

cluster has to be provided using a configuration file. However, in dynamic load 

balancing, such static configuration is not c~icd out. and membership of the 

application cluster is dynamically discovered. 

1.5 The Problem 

Hosting applications on EC2 is a very appealing idea. In a typical clustered 

configuration, a group wi ll consist of a set of nodes fronted by a load balancer. In 

most setups, a single load balancer wil l front two worker nodes. However, when the 

load increases, it would be best if the load is distributed over a larger number of 

worker nodes. The traditional solution is to gather some metrics on the peak load, and 

then compute the number of nodes required to handle this peak load. These nodes will 

then be arranged according to the deployment architecture in a data center. However, 

the system will be under peak load only for a fraction of the time of operation, hence 

most of the resources will be idling. A similar deployment can be setup on a cloud 

where the number of instances in sen ice is fixed. However. the cloud is inherently 
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elastic, hence it does not make sense to have such a deployment. Also having many 

nodes means that network bandwidth is consumed since membership management 

messages will be sent back and forth between the nodes, even if they are not doing 

any useful work. It is going to be uneconomical on EC2 since the payment is 

dependent on the number of computing units & network bandwidth consumed, and 

more live instances means a higher payment. Hence the user preference would be to 

start new nodes when the load increases & to shutdown idling nodes when the load 

drops. Ideally, the number of live nodes should be proportional to the current load. 

This way. we can get optimal performance as well as optimize the price paid to 

Amazon. This idea should be quite appealing for enterprise customers since it gives 

the best of both worlds, i.e. performance as well as price. In addition, we need to 

provide all the fau lt tolerance guarantees that arc available for such a deployment. 

1.6 Objectives 

The objectives of this project include building a framework which will autoscale i.e. scale up 

or down, the number of Axis2 nodes on /\mazon EC'2, depending on the load. The system 

load is represented by the length of a list or me~sages in night. 

.., 

1-ml I I I T --r-1 

Load Ba IW"IC•r 

C·eate Ni!w lrstlnc~ 

(A1' 
J 

1 A2 \ 
\. J 

( A3) (A4 ) 
' . 

Figure 1: Scale-up when the system load increases 
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If the load increases, the length of the message list will be relatively large, at which 

point the system will be scaled-up by starting one or more EC2 instances which will 

join the application group as shown in Figure I. 
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Figure 2: Scale-down when the \)'Stem load decreases 

If the load increases, the length of the message list will be relatively small, at which 

point the system will be scaled-down by terminating some EC2 instance as shown in 

Figure 2. 

1.7 Prior Work 

GigaSpaces [16] is a solution for running statcful applications in the Amazon EC2 

environment. The idea they propose is quite similar. A GigaSpaces application should 

follow a specified architecture to make it possible., to deploy scalable applications on 

EC2. The main drawback in a GigaSpaccs application is that the developers have to 

program to the GigaSpaccs APis, and are bound to those APis. However, in the 

approach suggested in this thesis, there is no coupling to any special APis as far as the 

Web service developers arc concerned. They would develop the services as usual 

using the usual tools, test them, and deploy them on the cloud middleware we provide, 

without any change to their code. Our middleware will take care of automatically 

scaling those services, and that is completely transparent to the service developer. 

There has not been much prior work in the area of high availability for Web services. 

In fact, distributed middlewarc technologies such as CORBA address high availability 

& scalability at the specification level, but Web services do not. This concern also 

been expressed by Birman [1 0]. According to Birman Web services Reliability 

standards do not talk about making SCJ"\. ices reliable, it defines rules for writing 

reliability requests down and attaching them to documents. In contrast, CORBA fault

tolerance standard tells how to make a CORBA service into a highly available 
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clustered service [10]. In other words, this is a major shortcoming in the area of Web 

services specifications. However, even though high availability aspects have not been 

addressed, newer standards such as WS-ReliableMessaging [17] take into accou nt 

several aspects such retrying, in -order, at-most-once delivery, and persistence. This 

work tries to address some of these shortcomings in this area. 

The Apache Tri bes [9] group communication framework (GCF) based clustering 

implementation for Axis2 also is a \cry recent de\elopmcnt. 

... 
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