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CHAPTER 2: LITERATURE SURVEY 

An overall idea about what software project risk management and the benefits are 

provided in this chapter. This literature review examines the available research 

findings on the Risk Identification Model which has been used to identify all the risks 

in software projects. Furthermore literature has been reviewed to gather already 

identified risks and finally risk response methods for individual risks have been 

discussed. Many sources were used in literature survey, including books, internet 

articles, journal articles and material from conference proceedings to support the 

research study. 

2.1 Software Project Risk Management 

Project risk management could be defined as “The art and science of identifying, 

assigning, and responding to risk throughout the life of a project and in the best 

interests of meeting project objectives” (Schwalbe 2004).  

According to Wallace et al. (2004), “Software project risk factors are conditions that 

can pose a serious threat to the successful completion of a software development 

project.” 

2.2 Importance of Risk Management 

Risk management is the process that allows managers to balance the operational and 

economic costs of protective measures and achieve gains in mission capability by 

protecting the software systems and data that support their missions of the 

organization. This process is not unique only to one environment; indeed it pervades 

decision-making in all areas of our daily lives. A group of software project risk 

management suggests that project managers should be able to identify and control risk 

factors to reduce the chance of project failure. If the key elements to be controlled are 

the project risk factors, then the process of risk assessment must begin with the 

identification of these factors (Karolak 1996). 
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2.2.1 Software Project Risk Management Process 

Boehm (1991) has described risk management as being encompassed by the following 

activities;  

Risk Assessment: (outline what the risks are and what to focus on) 

- Making the list of all the potential threats that would affect the project. 

- Assessing the probability of occurrence and potential losses of each item. 

- Ranking the items accordingly. 

Risk Control:  

- Devise the techniques and strategies to mitigate the significant risks. 

- Implement the strategies to resolve the significant risk factors. 

- Monitor the effectiveness of strategies and the changing level of risks 

throughout the project.  

2.3 Risk Identification Models 

Risk identification is a long list of risks which could hardly be understood or 

managed.  The best way to deal with large amount of data would be to structure the 

information to aid comprehension (Hillson 2003). When analyzing the awareness of 

the risks associated with software projects, it is required to capture a maximum 

number of risks. Risk identification model plays a vital role here to filter all the risks. 

Risk identification model could be described as a methodical guidance to recognize 

possible risks. It allows risks to be categorized under several areas or sub sections. 

Below literature evaluates some risk identification models.  

Project risk would be an uncertain event or condition, when occurs, it would have a 

positive or negative effect on at least one project objective such as scope, time, quality 

and cost (Project Management Institute 2004). The following are potential risk 

conditions that can exist within each knowledge area (Ranasinghe 2005). 

Knowledge Area Risk conditions 
 

Integration: Inadequate planning; poor resource allocation; poor 

integration management; lack of post-project review. 

Scope: Poor definition of scope or work packages; incomplete 

definition of quality requirements; inadequate scope control. 
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Time: Errors in estimating time or resource availability; poor 

allocation and management of float; early release of 

competitive products. 

Cost: Estimating errors; inadequate productivity, cost, change or 

contingency control; poor maintenance, security, purchases. 

Quality: Poor attitude toward quality; substandard Design/materials/ 

workmanship; inadequate quality assurance program 

Human resources: Poor conflict management; poor project organization and 

definition of responsibilities; absence of leadership. 

Communications: Carelessness in planning or communicating; lack of 

consultation with key stakeholders. 

Risk: Ignoring risk; unclear assignment of risk; poor insurance 

management. 

Procurement: Unenforceable conditions or contract clauses; adversarial 

relation. 

The above model primarily focuses on risks that are derived within the organization. It 

fails to highlight the immense impact a project could have due to external factors such 

as political, legal etc. 

2.3.1 Risk Breakdown Structure 

Risk Breakdown Structure (RBS) is the hierarchical structuring of risks on the project. 

The risk breakdown structure could have many levels. It can assist in understanding 

the distribution of risk on a project or across a business, aiding effective risk 

management (Hillson 2003). 

Project Management Institute (2004) provides a structure that ensures a 

comprehensive process of systematically identifying risk to a consistent level of detail 

and contributes to the effectiveness and quality of risk identification as depicted in 

Figure 2.1. A risk breakdown structure is one approach to providing such a structure, 

but it could also be addressed by simply listing the various aspects of the project. The 

risk categories may be revisited during the risk identification process. 
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Figure 2.1: Risk Breakdown Structure (Project Management Institute 2004) 

It is required to capture maximum number of risks associated with the software 

projects. Hence, risk identification could be conducted in a structured and well 

organized manner to minimize unexpected risks creeping into the project, 

subsequently.  

Another model which can be used to identify internal and external risks in an 

organization (Institute of Risk Management 2002) is described below. 

- Financial - The effective management and control of the finances of the 

organization and the effects of external factors such as availability of credit, 

foreign exchange rates, interest rate movement and other market exposures. 

- Strategic - The long-term strategic objectives of the organization. They can be 

affected by such areas as capital availability, sovereign and political risks, 

legal and regulatory changes, reputation and changes in the physical 

environment. 
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- Operational - The day-today issues that the organization is confronted with as 

it strives to deliver its strategic objectives. 

- Knowledge management - The effective management and control of the 

knowledge resources, the production, protection and communication. External 

factors might include the unauthorized use or abuse of intellectual property, 

area power failures, and competitive technology. Internal factors might be 

system malfunction or loss of key staff. 

- Compliance - These includes such issues as health & safety, environmental, 

trade descriptions, consumer protection, data protection, employment practices 

and regulatory issues. 

Figure 2.2 overleaf summarizes examples of key risks in these areas and shows that 

some specific risks can have both external and internal drivers and therefore overlap 

the two areas. 

One of the problems of this model is that it does not identify risks which are internal 

to the project. By combining this model and Project Management Institute (2004) core 

project management areas, more readable and justifiable model could be obtained. 
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Figure 2.2: Risk Identification model in organization context (IRM 2002)
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According to Conro and Shishido (1997) risks can be grouped in several ways. This 

risk grouping also plays a competitive role in the risk identification model. 

- Project Level  

- Project Attributes 

- Management 

- Engineering 

- Work Environment 

- Other 

A model developed by Boehm (1991), using viewpoints of various stakeholders 

involved in a project could also be used in the risk identification process. The projects 

might involve several classes of stakeholders (customer, developer, user, and 

maintainer), each with different but highly important satisfaction criteria and it is clear 

that “unsatisfactory outcome” is multidimensional. Risk can be identified by 

analyzing those unsatisfactory outcomes of different stakeholders. Some of those 

unsatisfactory conditions are as follows. 

- For customers and developers budget overruns and schedule slippages would 

be unsatisfactory. 

- For users products with mismatched functionality, user-interface 

shortfalls, performance shortfalls, or reliability shortfalls would be 

unsatisfactory. 

- For maintainers poor-quality software could be unsatisfactory.  

The viewpoint model could also be a good method to analyze risks and their 

responses, but some of the risks relating to the phase of the project (requirement 

analysis, design, implementing, etc.) could not be filtered. 

Many researchers had addressed the problem of risk assessment within the following 

guidelines, checklists, taxonomies of risk factors, and few metrics. The dependency on 

human would be the weakness of all risk assessment practices. As a corollary, risk 

assessment could not be consistent because different experts could arrive at a different 

conclusion from the same scenario. Nogueira, et al. (2000) successfully completed a 
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research which was focused on transforming the present state of the art about risk 

assessment into a formal method. The paper introduced an automated and formal 

software project risk assessment model, based on early metrics and probabilities 

designed for evolutionary software processes.  

In corporate business management, risk is typically divided into two basic types 

(Wideman 1992). The first, business risk, includes the inherent chances of either profit 

or loss associated with the particular business endeavor. The essential purpose is to 

maximize profits. The second type of risk is usually called pure, or insurable. 

Insurable risk differs from business risk in that it involves only a chance for loss and 

no chance for profit. For example, insurable risks could be further divided into four 

general categories relating to the chances of loss: direct property, indirect property, 

liability, and personnel. Direct property losses are the destruction of property by fire, 

flood wind or storm. Indirect loss is somewhat more subtle and involves, for example, 

the extra expenses associated with renting alternative temporary accommodation or 

equipment following its damage or destruction, or the loss due to business interruption 

if operations cannot be continued because the replacement is not immediately 

available. Liability loss, of course, involves the chance of a member of the public 

filing a lawsuit for bodily injury, personal injury or property damage against the 

contractor. Finally, personal losses generally involve injuries to employees such as 

those contemplated by worker's compensation laws (Wideman 1992). 

Wideman (1992) suggested classifying risks according to their impact on the project. 

This method relates to the Project Management Institute (2004) core project 

management areas. Following categories would be defined according to this 

classification. 

- Scope risks - risks associated with changes of scope, or the subsequent need 

for "fixes" to achieve the required technical deliverables. 

- Quality risks - failure to complete tasks to the required level of technical or 

quality performance. 

- Schedule risks - failure to complete tasks within the estimated time limits, or 

risks associated with dependency network logic 

- Cost risks - failure to complete tasks within the estimated budget allowances 
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In order to deal systematically with the variety of risks encountered in project work, a 

more useful approach to risk identification would be to classify the types of project 

risk according to primary source rather than effect (Wideman 1992). This could also 

facilitate more effective management. The Project Management Institute (2004) 

categorizes sources of risks as follows which is depicted in Figure 2.3. 

- External, but unpredictable 

- External predictable, but uncertain 

- Internal - non-technical 

- Technical 

- Legal 
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Figure 2.3: Risk identification with variety of Project Risks (Wideman 1992) 
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A method for facilitating the systematic and repeatable identification of risks 

associated with the development of a software-dependent project could be described 

using risk taxonomy (Carr et al. 1993). The method consists of the taxonomy-based 

questionnaire (TBQ) instrument and a process for its application. The taxonomy 

organizes software development risks into three levels. Such as, class, element and 

attribute. The TBQ consists of questions under each taxonomic attribute designed to 

elicit the range of risks and concerns potentially affecting the software product. 

The risks in a software development project could be known, unknown or 

unknowledgeable (Carr et al. 1993). Known risks are those that one or more project 

personnel are aware of, if not explicitly as risks, at least as concerns. The unknown 

risks are those that would be surfaced (i.e., become known). 

The SEI risk identification method described the known risks but not yet been 

communicated to project management as the unknown risks. 

The SEI risk identification method would be based on the following assumptions 

(Carr et al. 1993). 

- Software development risks could be generally known by the project‟s 

technical staff but are poorly communicated. 

- A structured and repeatable method of risk identification is necessary for 

consistent risk management. 

- Effective risk identification must cover all key development and support areas 

of the project. 

- The risk identification process must create and sustain a non-judgmental and 

non-attributive risk elicitation environment so that tentative or controversial 

views are heard. 

- No overall judgment can be made about the success or failure of a project 

based solely on the number or nature of risks uncovered. 

The software taxonomy could be organized into three major classes. 

- Product Engineering: The technical aspects of the work to be accomplished. 
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- Development Environment: The methods, procedures and tools used to 

produce the product. 

- Program Constraints: The contractual, organizational and operational factors 

within which the software is developed but which are generally outside of the 

direct control of the local management. 

For comprehensive risk identification it is also important to select participants who 

provided adequate vertical and horizontal project coverage (Carr et al. 1993). Vertical 

coverage refers to the project‟s organizational hierarchy, while horizontal coverage 

refers to the functional groups within or relevant to the project. Combining the need 

for adequate coverage and the pragmatic constraints of a field test, all the project 

stakeholders should cover to identify as many risks as possible. The main four groups 

are technical leads, developers, support functions (SQA, Test, Integration and so on) 

and project management. 

After analyzing the above models, risk identification model is designed for this 

research. The basic plan is to cover all the phases of software development and other 

risk areas. This will be discussed in detail in chapter 3. 

2.4 Software Risk in Other Countries 

Based on the survey of several experienced project managers, Boehm (1991) 

introduces the checklist of top 10 primary sources of risks on software projects. This 

checklist on risks could help to identify and resolve the most serious risk items on the 

project and this could be used by the managers and system engineers. This checklist is 

shown in the Table 2.1. 

Risk item Risk-management technique 

Personnel shortfalls 
Staffing with top talent, job matching, team building and key 

personnel agreements, cross training 

Unrealistic schedules and 

budgets 

Detailed multi source cost and schedule estimation, design cost, 

incremental development, software reuse, requirements 

scrubbing. 

Developing the wrong Organization analysis, mission analysis, operations-concept 
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functions and properties formulation, user surveys and user participation, prototyping, 

early users‟ manuals, off-nominal performance analysis, quality-

factor analysis. 

Developing the wrong 

user interface 

Prototyping, scenarios, task analysis, user participation. 

Gold-plating 
Requirements scrubbing, prototyping, cost-benefit analysis, 

designing to cost. 

Continuing stream of 

requirements changes 

High change threshold, information hiding, incremental 

development (deferring changes to later increments). 

Shortfalls in externally 

furnished components 

Benchmarking, inspections, reference checking, compatibility 

analysis. 

Shortfalls in extremely 

performed tasks 

Reference checking, award-fee contracts, competitive design or 

prototyping, team-building. 

Real-time performance 

shortfalls 

Simulation, benchmarking, modeling, prototyping, 

instrumentation, tuning. 

Straining computer-

science capabilities 

 

Technical analysis, cost-benefit analysis, prototyping, reference 

checking. 

Table 2.1: Top 10 Software Risk Items (Boehm 1991) 

 

It is hard to acknowledge software development risk in real world situation. When 

there is an unattainable schedule, managers may tend to deliberately ignore risks to 

project a confident “can-do” attitude. Fatal risks are often ignored by the can-do 

manager (Boehm and DeMarco 1997). 

Software risk factors can differ from country to country, region to region. A recent 

gathering of Indian software managers revealed that they perceived personnel turnover 

as their biggest source of risk. There is a huge demand for experienced software 

professionals in the United States and elsewhere. Due to the migration of Indian 
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project managers, there might be substantial and costly disruption to the project‟s 

schedule (Boehm and DeMarco 1997). 

Adams (1984) study revealed that a great proportion of latent software faults led to 

very rare failures in practice, while the vast majority of observed failures were caused 

by a tiny proportion of the latent faults. Larger modules tend to have a lower fault 

density than smaller ones. Fault density is the number of faults discovered (during 

some predefined phase of testing or operation) divided by a measure of module size 

(normally number of lines on code). 

Study of Wang, Zhu and Wong (2008) identified the risk factors which resulted in the 

failure of Information Technology service management project implementation and 

they were sorted out in accordance with the importance of degree of the risk. They 

identified the most critical 20 risk factors which are addressed in the implementation 

of Information Technology service management projects. These risk factors are 

depicted in the Table 2.2. 

No. Content 

1 Objectives of the project are not clear. 

2 The seniors of the enterprise are impolitic when making decision. 

3 Inadequate and ineffective communication among staffs of two sides. 

4 The core members or project managers of external IT company have 

no relevant experience. 

5 The seniors of the enterprise do not attach importance to the project 

implementation. 

6 Design process without basing on business demand. 

7 Vague responsibility definition among staffs of two sides. 

8 Process mission and objectives are not clear. 

9 The business demand analysis is not sufficient. 

10 External IT company and the enterprise do not reach a consensus on 

business process. 

11 Customer demands change frequently. 

12 The brain drain of enterprise are serious 

13 The company and the client are not consentaneous on the service 
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level. 

14 The business strategy of enterprise is vague. 

15 The resources which the project needs are not sufficient. 

16 It will produce the sector separatism phenomenon when the 

enterprise arises sector conflicts. 

17 External IT company staffs have not the excellent execution power. 

18 The order of the process implementation is improper. 

19 IT infrastructure planning and design of the enterprise are 

unreasonable. 

20 The project scale is too large, which increases the management 

complexity. 

Table 2.2: Critical 20 risk factors in the implementation of Information Technology service 

management projects 

 

According to Ropponen and Lyytinen (2000) software development suffered 

chronically from cost overrun, project delay, unmet user needs and unused systems. 

Software risk management could be defined as an attempt to formalize risk oriented 

correlates of development success into a readily applicable set of principles and 

practices. 

Software risk management embraces techniques and guidelines to identify, analyze 

and tackle software risk items. In this research they had identified six components of 

software development risks.  

1. Scheduling and timing risk 

2. System functionality risk 

3. Subcontracting risk 

4. Requirement management risk 

5. Resource usage and performance risk 

6. Personnel management risk 

Furthermore they have examined how factors related to risk management and 

environment correlate with successful management of these components.  

Ropponen and Lyytinen (2000) identified 10 risk factors out of 14 risk factors which 

were derived from the literature.  They are 
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1. Unclear or misunderstood scope/objectives 

2. Misunderstanding the requirement 

3. Failure to gain user involvement 

4. Lack of senior management commitment 

5. Developing the wrong software functions 

6. Unrealistic schedules and budgets 

7. Continuous requirement change 

8. Inadequate knowledge/skills 

9. Lack of effective project management methodology 

10. Gold plating 

Furthermore, that research analyses the control factors that would be used by the 

project managers to reduce the above identified risks. The results reveal that most of 

the controls were used most of the time to reduce the risk. Controls are as follows; 

1. Develop and adhere to a software plan. 

2. Combine internal evaluations with external reviews 

3. Management involvement 

4. User involvement 

5. Ensure there is a steering committee in place 

6. Assign responsibilities to team members 

7. Develop contingency plans to cope with staffing problem 

8. Include a formal and periodic risk assessment 

9. Dividing the project into controllable portions 

10. Educate users on the impact of scope change 

11. Assess cost and schedule impact of each change 

12. Stabilize requirements and specifications 

13. Not attempting too many new functions 

14. Review up to-date progress  

According to the research outcome, twelve of the fourteen controls were used more 

frequently by less experienced (2 - 5 years) project managers, than the more 

experienced project managers. Remaining two controls; „user involvement‟ and 

„ensuring that there is a steering committee in place‟ were used more frequently by the 

experienced project managers. 
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2.5 Factors Affecting the Software Project Risk Management 

All of the organization‟s enterprise environmental factors and systems that surround 

and influence the project‟s success must be considered (Project Management Institute 

2004). These include, 

- Organizational or company culture and structure 

- Governmental or industry standards (e.g., regulatory agency regulations, 

product standards, quality standards and workmanship standards) 

- Infrastructure (e.g., existing facilities and capital equipment) 

- Existing human resources (e.g., skills, disciplines and knowledge, such as 

design, development, legal, contracting and purchasing) 

- Personnel administration (e.g., hiring and firing guidelines, employee 

performance reviews and training records) 

- Company work authorization system 

- Marketplace conditions 

- Stakeholder risk tolerances 

- Commercial databases (e.g., standardized cost estimating data, industry risk 

study information and risk databases) 

- Project management information systems (e.g., an automated tool suite, such 

as a scheduling software tool, a configuration management system, an 

information collection and distribution system or web interfaces to other online 

automated systems). 

According to Ropponen and Lyytinen (2000), risk is contingent upon several external 

factors. This includes organizational characteristics, technological characteristics 

and individual characteristics. Organizational characteristics cover items like size, 

industry, type of system being developed and contractual arrangements. 

Technological characteristics include items like newness of technology and the 

complexity and novelty of the required technology. Project Managers’ characteristics, 

experience and software engineering education are considered as individual 

characteristics. 
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2.6 Risk Response Strategies 

Risk response strategy is very important towards the success of the project. To achieve 

the promise of fully effective software risk management, the software projects face 

several challenges. It is found that the same risk control techniques may be used to 

identify and mitigate both positive and negative risk (Hanscom 2005). 

2.6.1 Challenges of Risk Response 

Boehm and DeMarco (1997) suggest that primary challenge of planning response is 

difficult to achieve due to commitment of all key stakeholders (developers, customers, 

users, maintainers and others) to a risk management approach. Second challenge is 

establishment of an evolving knowledge base of risk management experience and 

expertise, organized for easy and collaborative use by all stakeholders. Define and 

propagate mature guidelines on when and how to avoid, prevent, transfer, or accept 

and manage risk is also very difficult. Choosing a correct response technique directly 

affects the success of the project. When choosing a correct risk response technique 

effectively, the following points are very important (Lister 1997). 

 Determine the odds of each risk manifesting as a problem, 

 Estimate exposure if the risks occur (money, time and effort spent). 

 Determine which risks should be managed and how to prioritize risks. 

 Take action on risks that have been controlled over. 

 Plan contingency for those beyond immediate action. 

2.6.2 Risk Response Strategies 

Several risk response strategies are available. The strategy or number of strategies 

most likely to be effective should be selected for each risk. Primary and backup 

strategies may be selected according to the situation. A fallback plan can be developed 

for implementation if the selected strategy turns out not to be fully effective or if an 

accepted risk occurs. Often, a contingency reserve is allocated for time or cost (Project 

Management Institute 2004). All the risk responses can be categorized into three 

strategies. These strategies are to avoid, transfer or mitigate (Project Management 

Institute 2004). 
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Avoid 

Risk avoidance involves changing the project management plan to eliminate the threat 

posed by an adverse risk, to isolate the project objectives from the risk‟s impact or to 

relax the objective that is in jeopardy. 

Transfer 

Risk transference means shifting of the negative impact of a threat, along with 

ownership of the response, to a third party. Transferring the risk is giving another 

party the management responsibility, but it does not eliminate it. Transference tools 

can be quite diverse and include, but are not limited to, the use of insurance, 

performance bonds, warranties, guarantees, etc. 

Mitigate 

Risk mitigation implies a reduction in the probability and/or impact of an adverse risk 

event to an acceptable threshold. Taking early action to reduce the probability and/or 

impact of a risk occurring on the project is often more effective than trying to repair 

the damage after the risk has occurred. 

2.6.3 Using Risk Exposure 

Boehm and DeMarco (1997) suggest when deciding risk response method, risk 

exposure definition can be used.  

 

Risk exposure could be minimized by reducing either probability of the risk or impact 

of the risk (Boehm and DeMarco 1997). As an example to reduce the risk of employee 

turnover, one of following ways can be used. Probability (loss) of risk could be 

reduced by empowering performers, teambuilding, establishing significant incentive 

bonuses for successful project completion, recognizing outstanding efforts and 

structuring career paths around an organization‟s product lines. Define career paths 

and try to develop opportunities for employees to learn and grow would reduce risk 

probability of employee turnover (Dobbs 2005).  Size (loss) or impact of the turnover 

risk can be reduced by modular software architectures and encapsulation. It confines 

the effects of personnel turnover to small parts of the system. Software development 

files and good configuration management make it easier for new replacements to 

master existing software modules (Boehm and DeMarco 1997). 
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2.7 Project Level Risks 

Several risk response techniques are used to manage the project level risks. They can 

be categorized as shown in Table 2.3, Table 2.4, Table 2.5, Table 2.6 and Table 2.7 

below (Conrow and Shishido 1997). 

2.7.1 Managing Project Level Risk 

Risk Risk Response 

Excessive, immature, unrealistic or 

unstable requirements   

 Modularize the software architecture 

to facilitate anticipated changes.  

 Use a well-defined and agreed-upon 

change control process, metrics to 

track requirements growth and 

stability. 

 Allocating capabilities to the various 

increments. 

Lack of user involvement 

 

 Extensive prototyping.  

 Demonstrated functional capabilities 

as part of the early reviews (such as 

design walkthroughs). 

 Thus, unlike traditional paper design 

reviews, users could see the displays 

and interactions to be built into the 

final system.  

Underestimation of project complexity or 

dynamic nature 
 Hire experienced people 

Table 2.3: Managing Project Level Risks (Conrow and Shishido 1997) 
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2.7.2 Managing Project Attributes Level Risks 

Table 2.4: Managing Project Attribute Level Risks (Conrow and Shishido 1997) 

2.7.3 Managing Engineering and Management Risks 

Risk Risk Response 

Ineffective project management (multiple 

levels possible) 

 

 Reviews of cost, schedule and 

technology, systems engineering 

status, software engineering status 

and risk review boards.  

 Identify potential problems early 

and handle them before they affect 

the project significantly. 

Risk Risk Response 

Performance shortfalls (includes errors and 

quality) 

 

 Performance modeling was initiated 

at the beginning of the project. 

 As the design evolved, the model 

was updated 

 The actual software architecture 

skeleton was built using the network 

architecture services and executed 

with stubs to simulate the 

processing.  

 Examine different hardware and 

software design alternatives very 

early. 

 Start system integration during the 

design phase. 

Unrealistic cost or schedule (estimates 

and/or allocated amounts) 

 Carry out trade-off studies to 

determine a workable combination 

of functionality, budget and 

schedule. 
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Ineffective integration, assembly and test, 

quality control, 

 

 Check software interfaces, thus 

accomplishing significant 

integration prior to coding rather 

than waiting until integration 

testing, which costs more. 

Immature or untried design 

 

 Gain customer acceptance, meet 

several times to discuss it and the 

implementation approach.  

 To ensure that the process model 

was working, monitor metrics 

throughout the project 

development phase 

Table 2.5: Engineering and Management Level Risks (Conrow and Shishido 1997) 

2.7.4 Managing Work Environment Risks 

Risk Risk Response 

Immature or untried design, process, or 

technologies selected 

 

 Monitor metrics throughout the 

project development phase. 

Inadequate work plans or configuration 

control 

 Developed, maintained and used 

detailed work plans and 

configuration management 

procedures throughout the 

development cycle. 

Inappropriate methods or tool selection or 

inaccurate metrics of outdated information 

 Tailor the set of metrics to insure 

that it was useful for trend analysis 

and eliminated extraneous or 

outdated information to reduce cost 

and documentation burdens. 

Poor training 

 

 Set up additional training for 

software engineers, including 
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integrators and testers, on the 

rational hardware development 

environment.  

 Design a training plan that tracked 

and identified the required and 

suggested training for each 

software engineer on the project. 

Table 2.6: Managing Work Environment Risks (Conrow and Shishido 1997) 

2.7.5 Managing Other Risks 

Risk Risk Response 

Inadequate or excessive documentation or 

review process 

 

 Additional training for software 

engineers, including integrators and 

testers on the rational hardware 

development environment.  

 Have a training plan that tracked 

and identified the required and 

suggested training for each 

software engineer on the project. 

Legal or contractual issues (such as 

litigation, malpractice, ownership) 

Obsolescence (includes excessive schedule 

length) 

 

 The changes should be analyzed to 

determine if the system would be 

affected. Prototyped the revised or 

replacement product and integrated 

it with the system.  

Unanticipated maintenance and/or support 

costs 

 

 Negotiated changes with the 

vendors to minimize the impact of 

these costs and worked out 

mutually beneficial terms. 

Table 2.7: Managing Other Risks (Conrow and Shishido 1997) 
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2.8 Summary 

 

In this chapter, several risk identification models found in literature was discussed. 

Further, it discussed the currently available strategies to risks and the risk response 

methods for individual risks. Risk identification models and the risks which affect 

software projects were mainly discussed. There is no literature containing the level of 

awareness of software project risk management in Sri Lankan software industry. 

  

 

 

 


