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ABSTRACT

Telecommunication sector is one of the technologically advanced sectors, globally.
The mobile device market is always growing and it is very competitive. Counterfeit
and substandard devices are collectively known as black market devices. Availability
of black market and stolen mobile devices is a global issue.

When buying a mobile device, most of the people focus on cost, brand and model.
The important factors that represent the standard of mobile devices such as validity
of International Mobile Equipment Identity (IMEI) and the Specific Absorption Rate
(SAR) value are neglected.

It is important to adhere to a proper policy framework and introduce systems such as
Equipment Identity Registers (EIRs) to minimize the usage of black market and
stolen mobile communication devices. Mobile device blocking and regulation have
become difficult tasks due to the unavailability of proper systems and policies. This

has allowed stolen and black market mobile device usage.

As per the user survey conclusions, it was identified that user behavior patterns,
limitations of existing EIR and prevailing policies should be changed to address the

issue.

A policy framework that includes the steps of increasing user awareness, establishing
a proper blocking mechanism and adding reforms to regulations is recommended as a

solution.
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