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Abstract

In today’s world security is the most important aspect. Border criminals, frauds, unauthorized 

immigrants are burning issues in Sri Lanka within the last few years due to the lack of proper 
identification system i.e. duplicate passports, fake identity, etc. Therefore, the efficiency and 

accuracy of the traditional authentication system are not good enough to overcome this 

disaster. Furthermore, cryptanalysis and brute force attacks are dramatically strong with 

uncontrolled demanding of computational power. In fact, the efficiency and accuracy of the 

authentication are not enough to cater the future authentication systems by comparing 

traditional user authentication techniques. Therefore, Biometrics is the ideal solution for 
authentication as it has advantages over conventional systems. Second, it's not important to 

recall a biometric and it can't easily be lost. It makes the client much smoother. In addition, it 
is not easy to stolen or loan a biometric to a relative.

Biometrics can provide greater security and comfort than traditional methods of human 

identification. Even if we don't want to replace a conventional method with a biometric one, 
we are certainly future consumers of these systems, which will even be mandatory for new 

passport models. Therefore, it is important to be familiar with biometric security engineering 

possibilities. The most common way for people to perform biometric authentication maybe 

facial recognition. Face recognition can be based on single images, multiple still images or 

video sequences. Although most of the efforts have been traditionally dedicated to the former, 
the latest is rising, probably due to the lowering of prices in devices for image and video 

acquisition. The system was designed using the technology of multi-agents and it has two 

phases biometric capturing phase at VISA granting process and biometric recognition phase 

at border points. The product's longevity is maintained through the use of biometric and 

nonbiometric techniques. This solution has been implemented as a multi-agent program with 

a hybrid approach that identification of faces and validation of fingerprint. The system has 

been tested in a border protection environment which is a more time-critical real-world 

application and notices the 87% accuracy in the recognition phase. The proposed system 

evaluated with traditional border management software and time calculated for each 

participant. Those participants have given informed consent participation at the evaluation.

v



Table of Contents

iiDeclaration........................................

Acknowledgments............................ .

Abstract..............................................
List of Figures...................................

List of Tables.................................... .

Chapter 1...........................................

Introduction............. ........................ .

1.1. Prolegomena.......................

1.2. Aims and Objectives...........

1.3. Background and Motivation

1.4. Problem in Brief..................

Functional Issues.....

iv

v

ix

xi
12

12

12

14

14

15

151.4.1

16Technological Issues1.4.2

171.6. Resource Requirements............................

1.6.1. Computer Hardware Requirements 17

171.6.2. Software Requirements

171.6.3. Other Requirements

181.7. Structure of the Thesis.........................................................................

1.8. Summary..............................................................................................

Chapter 2............................................................................................................

Biometric Review...........................................................................................

2.1. Introduction..........................................................................................

2.2. Application of Multi-Agent Technology in biometric authentication

2.3. Functional Issues.................................................................................

2.4. Technical Issues and Opportunities....................................................

2.7. Summary.............................. ;...............................................................

Chapter 3............................................................................................................

Technology Adapted......................................................................................

3.1. Introduction..........................................................................................

18
19
19
19
19
25
29
37
41
41
41

vi



443.3. Multi-Agent Technology.......................................................

3.4. Popular Frameworks for Multi-Agent System Development

3.5. Other Technologies Used in BMAgent System....................

Programming Language..............................................

47

48

483.5.1.

493.5.2. User Interface

503.5.3. Database Technology

553.6. Summary.............................................................................

Chapter 4...........................................................................................

A Multi-Agent-Based Approach to Biometric Authentication

4.1. Introduction.........................................................................

4.2. Hypothesis...........................................................................

4.3. Inputs...................................................................................

4.4. Outputs.................................................................................

4.5. Process................................................................................

4.5.1. Agent Types.............................................................

56

56

56

56

56

56

56

57

594.6. Features.......................................................................

4.7. Users............................................................................

4.8. Summary.....................................................................

Chapter 5...................................................................................

Design of the Multi-Agent-Based BMAgent System.......

5.1. Introduction.................................................................

5.2. The architecture of the System...................................

5.3. Class Diagram............................................................

5.4. Novel Concepts Introduced in the BMAgent System

5.5. Summary.....................................................................

Chapter 6...................................................................................

Implementation of the BMAgent System.........................

6.1. Introduction.................................................................

6.2. Implementation of Biometric Detection agents........

6.5 Summary......................................................................

Chapter 7....................................................................................

Evaluation of the BMAgent System.................................. .

59

59

61

61

61

61

68

69

70
71

71

71

71

81

82

82

vii



827.1. Introduction..............

7.2. Experimental Design 

7.2.1. Measurements

82

82

7.2.2 The system considered for Evaluation 83

847.2.2. Data Set

7.3 Evaluation Strategy...................................................

7.4 Experimental Results.................................................

7.5 Summary....................................................................

Chapter 8..................................................................................

Conclusion and Future Work............................................

8.1. Introduction................................................................

8.2. Conclusion.................................................................

8.3. Limitations of the System........................................

8.4. Future Work..............................................................

8.5. Summary....................................................................

References............................................................................... .

Bibliography............................................................................

Appendix A.............................................................................

Evaluating the BMAgent system using the Test Dataset

Appendix B..............................................................................

Code Sections of Different Agent Types, UIs and Message Space Screenshots

85
85
88
89
89
89
89
91
92
92
94
97
98
98

102

102

VIII



List of Figures

Figure 2.1 : Multi agent-based face recognition architecture....

Figure 2.2 : The parameters characteristic of the face..............

Figure 2.3 : Proposed Multi-Agent Framework for Fingerprint 

Figure 2.4 : Passport officer’s error rate in face identification..

Figure 2.5 : Complexity of the different face algorithms.........

Figure 2.6 : Face detection in a complex visual background....

Figure 2.7 : Multi-model biometrics which includes in Marco Gamassi’s research..29

Figure 2.8 : Latest biometric machine at Marita, Japan airport...........

Figure 2.9 : All biometric levels...........................................................

Figure 3.1 : Multiple agent-based biometric authentication overview

Figure 3.2 : JADE Multi-Agent Development Framework Logo.......

21

22

23

26

27

28

32

35

37

45

,47Figure 3.3 : MySQL logo

49Figure 3.4 : FI AAR features.............................................................................

Figure 3.5 : Fingerprint Technology...............................................................

Figure 4.1: Overview of the proposed system................................................

Figure 5.1 : High-level architecture of the System.........................................

Figure 5.1 : High-level architecture of the facedetectandcrop agent..............

Figure 5.3 : High-level architecture of the colorSegment agent.....................

Figure 5.4 : High-ievel architecture of the skinRegionDetection agent........

Figure 5.5 : High-level architecture of the featureExtraction agent...............

Figure 5.6 : High-level architecture of the fingerprint agent..........................

Figure 5:7 : Class Diagram..............................................................................

Figure 6.1 : faceDetectandCrop Agent Providing the from the given image

Figure 6:2 : colorSegment Agent flowchart....................................................

Figure 6:3 : skinRegionDetection Agent flowchart.......................................

Figure 6:2 : featureExtraction Agent flowchart..............................................

52

54

57

59

60

61

62

63

64

68

70

71

72

ix



73Figure 6.5 : fingerPrint Agent flowchart..........................................

Figure 6:6 : Overall Agent Architecture..........................................

Figure 6.7 : Sequence Diagram of BMAgent both phases..............

Figure 6.8 : Sample Message Space of Agent Communication.....

Figure 7.1 : Traditional eboder software interface..........................

Figure 7.2 : Intermediate test sample at the recognition phase........

Figure 7.3 : Eigenface images and fingerprints (intermediate step)

Figure 7:4 : Finger Print and Face Biometric accuracy...................

Figure 9.1 : Biometric Agreement Foam.........................................

Figure 9.2 : Face biometric capturing phase....................................

Figure 9.3 : Fingerprint in capturing phase.....................................

Figure 9.4 : Face biometric recognition phase.................................

Figure 9.5 : Fingerprint recognition phase.....................................

Figure 9.6 : Sample fingerprint Collection......................................

Figure 9.7 : Sample images at evaluation the software...................

Figure 10.5 : agent - AddDataFaceDetectionAgent.......................

Figure 10.6 : agent - StartDetectAndRecognizeAgent...................

74

75

76

80

81

82

83

94

94

95

95

95

95

96

107
107

x



List of Tables

Table 1.1 - The Difference Between Face Recognition and Face Biometric

Table 2.1 - Biometric Comparison................................................................

Table 2.2 - Summarization of the Literature review.....................................

Table 8.5 - Test Dataset Details.....................................................................

Table 8.6 - Phase 1 biometric capture results................................................

Table 8.7 - Phase 2 biometric Recognition Results......................................

Table 8.8 - Average Time taken for face recognition...................................

13

36

37

84

86

87

87

xi


