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Abstract 

Organizations outsource their IT security to qualified security service providers and it is 

commonly referred as managed security services (MSS). In contrast to the in-house approach 

in which organizations use their own resources to fulfil information security requirements, 

outsourcing of security provides many benefits as well as some risks to organizations. This 

research discusses the present standing of the MSS industry in Sri Lanka, in terms of several 

dimensions such as available services, MSS adoption, organizational perception and issues 

associated with the use of MSS. Furthermore, key drivers and inhibitors which affect the use 

of MSS in Sri Lankan organizations are also identified. 

The results reveal that all of the MSS service categories are available in Sri Lanka, though 

the number of vendors offering MSS is somewhat limited. In terms of service offerings, 

Managed Firewall and Managed Policy Compliance services are the highly offered services 

while Security Consultancy services being the least offered service. On the other hand, 

Managed Email Content Filtering and Managed Firewall/VPN services are the mostly used 

services. Moreover, it can be seen that MSS is used by Sri Lankan organizations in general. 

The research has also identified that limited vendors offering services, unfulfilled MSS 

requirements and negative perception on MSS are key issues prevalent in the industry. In 

addition to the above findings, lack of security skills and perceived security enhancement by 

MSS are the key factors which promote the use of MSS while trust and hidden cost related 

issues are acting as key inhibitors for the use of MSS. 

The entry of new vendors into the MSS industry, capitalizing on identified key drivers, 

strategies to deal with key inhibitors, proper identification of organizational requirements 

and effective marketing strategies to overcome the negative perception on MSS are 

recommended for MSSPs in order to develop the industry further. On the other hand, 

ensuring required level of security for information resources and practicing accepted risk 

mitigating approaches against the risk of trust and hidden cost related aspects are highly 

recommended for organizations. Moreover, in-depth inspection of available service offerings 

for a better selection of vendor is also recommended for organizations. 

Key Words: MS, MSS, MSSP, Information Security, Information Security Outsourcing 
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CHAPTER 1 INTRODUCTION 

1.1 Background and Motivation 

Information is essential asset for most of the businesses and businesses would not be 

able to function properly if the information that they use is not reliable and 

unavailable. Moreover, businesses would be adversely affected if the information 

they own and use is stolen, leaked or tampered in any means. In this context, 

managing the required level of protection or security for the information resources is 

essential for organizations. Within the perspective of who manage the day to day 

information security related operations, organizations can broadly practice two 

approaches. 

(a) Use of internal resources (software, hardware and people) to achieve the 

organizational information security requirements 

(b) Use of external resources, i.e. outsourcing information security functions to 

an external information security services provider 

In the first approach, organizations have to acquire the relevant hardware, software 

and expertise for their information security related functions and manage the security 

systems (such as firewalls, anti-virus systems etc) by themselves. That was the 

approach used by most of the organization in the past. Here, day to day security 

management activities such as analysis of device logs, understanding attacks, 

updating devices etc all have to be handled by the internal staff. In this approach, 

having an internal team with sufficient expertise in information security is essential 

to guarantee the required level of security for information resources. 

In contrast to the first approach, relatively new and alternative way is that 

outsourcing certain or most of the information security operations to qualified 

external information security services providers. This approach is termed as managed 

security (MS) and such outsourced information security services are called Managed 
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Security Services (MSS). Managed security service providers (MSSPs) are the 

vendors who provide information security services to organizations. 

As mentioned earlier, the traditional way of achieving information security is the first 

approach, i.e. use of internal resources, and the latter approach of using external 

resources for information security emerged recently. Based on the existing literature, 

business organizations use MSS extensively. Further, it has been widely researched 

and pointed out that, by using MSS organizations can achieve several advantages 

including enhanced security, improved service availability etc ( Allen et al. 2003). 

Despite the popularity of MSS mostly in the western context and other parts of the 

world, no published research evidence exists in Sri Lankan context with regard to the 

use of MSS in organizations. As such available MSSPs, their services and the usage 

have not also been identified. Even for available MSSP services, suitability of those 

services for local business organizations is not known. 

Thus, considering importance of MSS for the betterment of the local IT industry in 

terms of organizational information security and identifying the void in the empirical 

research space, the researcher conducts this study aiming to analysis the MSS 

industry in Sri Lanka. 

1.2 Research Question 

In past, organizational information security strategies were mainly focused on 

providing security functions as an internal exercise. However, with the increasing 

threats and complex business requirements, it is understood that providing security 

using in-house resources is becoming increasingly difficult. As an alternative to the 

in-house approach, now organizations outsource their security functions to qualified 

external security services providers and that is commonly known as managed 

security services (Allen et al. 2003) and global MSS market is on the rise 

(Deshpande 2005). As per the literature, key drivers which promote the use of MSS 
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in organizations have broadly been discussed and challenges and barriers have also 

been primarily identified in the western context. However, no published research 

work exists in the local context related to the use of MSS in organizations. 

Thus, what are the managed security services available in Sri Lanka and to what 

extent organizations use those services? What are the organizational requirements 

related to the use of MSS and specifically do they have any unfulfilled MSS 

requirements? Furthermore, what is the organizational perception on presently 

available service offerings? Finally, what are the key drivers, inhibitors and other 

issues associated with the use of MSS in organizations? 

Based on the above detailed research question, a more summarised form of the 

research question can be stated as follows. 

What is the present standing of MSS industry in Sri Lanka in terms of available 

services, adoption of those services, organizational MSS requirements and their 

perception on available services? Moreover, what are the key drivers, inhibiters and 

other issues associated with the use of MSS in organizations? 

1.3 Research Objectives 

The researcher defines following objectives to be achieved through this study. 

(a) To determine the presently available managed security services in Sri Lanka 

(b) To determine the adoption of available services 

(c) To determine the organizational MSS requirements 

(d) To determine the organizational perception on present MSS offerings 

(e) To identify any issues associated with the use of MSS in organizations 

(f) To identify key drivers which promote the use of MSS in Sri Lankan 

organizations 
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(g) To identify key factors which inhibit the use of MSS in Sri Lankan 

organizations 

1.4 Significance of the Study 

Research studies conducted in Sri Lanka related to the organizational information 

security is limited. Moreover, there are no published researches on managed security 

services. Thus, this research on managed security services would mark the first 

empirical study on MSS in local context and introduce complete set of new 

knowledge and findings related to the outsourcing information security in 

organizations. 

The research would identify the present standing of the MSS industry in terms of 

several dimensions. Those dimensions are available service offerings, adoption of 

those services by organizations, organizational perception on present service 

offerings and organizational MSS requirements. When any industry is moving 

forward, it is essentially important to assess the industry at given intervals. Thus, this 

research would mark the first such assessment in Sri Lankan MSS industry. 

Furthermore, it will provide many valuable information of the industry to 

organizations consuming MSS or to vendors who are offering security services to 

organizations. 

The research would also identify any potential issues related to the MSS industry. 

Such scientific analysis would help organizations and MSSPs to determine the 

problems currently exists in the industry. Furthermore, it will help resolve those 

issues which would be identified during the study. 

In addition to the above aspects, this research would identify key drivers and 

inhibitors for the use of MSS in Sri Lankan context. This would be a novel 

dimension to the industry and it will help optimize the strategies of the organizations 

who are currently consuming MSS (or going to consume) as well as MSSPs who are 
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offering services to organizations. It will ultimately result a better momentum to the 

industry. Finally, the research would also provide specific recommendations for 

organizations and MSSPs based on the findings of the research and the author 

believes that it will help to develop the industry further. 

1.5 Research Methodology 

The research methodology can be described as a two phased approach. The first 

phase of the research is an exploratory research on MSS industry in Sri Lanka. Since 

there is no any published work on local MSS industry, the author required to do an 

initial study of the field to get an overall understanding of the industry and to 

establish priorities for the second stage of the study. In this phase, interviews and 

pre-survey questionnaires are primarily used as the research constructs. 

The second phase of the study is a descriptive study with clear objectives to be 

achieved. The results of the first phase are used to improve the second phase of the 

study. Specifically, the priorities identified during the first phase are considered in 

this phase. The primary research instruments are the questionnaires while hypothesis 

testing is conducted in order to identify relationships among the variables. 

1.6 Nature & Form of Results 

The results of this study present a statistical view of the MSS industry in Sri Lanka. 

Based on the objectives, the nature and the form of results can be summarized as 

follows. First, the research identifies the presently available MSS services in Sri 

Lanka. With the list of services, number of vendors offering each of the service 

categories would also be identified. The next result of the study is the adoption of 

those services by business organizations. It will identify up to what extent the 

organizations use the available services. 
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In addition to the MSS services and their adoption, their can be MSS requirements in 

organizations which have not yet been fulfilled. Those unfulfilled MSS requirements 

are also analyzed and those requirements would be measured in terms of number of 

services as well list of services required but not yet been fulfilled. Apart from the 

above findings, the organizational perception on presently available services would 

be identified. There, the researcher is interested to understand what organizations 

think about the present services in terms of limitedness of services and the ability to 

fulfil organizational security requirements by using MSS. Moreover, the researcher 

would determine any potential issues related to the present MSS industry. 

All of the above results are based on the descriptive analysis. Finally, this research 

also identifies key factors which promote or inhibit the use of MSS in local context 

based on the results of hypotheses testing. 

1.7 Structure of the Dissertation 

The dissertation contains five chapters. The first chapter is the introduction and it 

gives an introduction to the subject studied, problem identification and the research 

objectives. The second chapter is the literature review covering the literature related 

to the MSS which is relevant to the study. The third chapter is the research 

methodology and it covers research design aspects, hypothesis formulation and 

population and sample design. The next chapter provides detailed analysis of the data 

gathered and discussion on the same, in accordance with the research objectives 

defined in the first chapter. Finally, chapter five provides conclusion and 

recommendations based on the findings of the data analysis. In addition to the five 

chapters defined, the appendix comprises of all the pre-survey and main survey 

questionnaires used for the data collection throughout the research. 

6 



CHAPTER 2 LITERATURE REVIEW 

2.1 Introduction 
In this chapter, the prevailing literature in the area of the study is analysed. The 
reader can broaden the knowledge on the concept of Managed Security Services 
(MSS) as an approach to achieve organizational information security requirements. 
Further, the reader could understand the advantages and disadvantages of security 
outsourcing compared to the in-house approach. The information extracted from 
literature is used to analysis the MSS industry in Sri Lanka in general and especially 
it would be used to identify the concepts and parameters of this research. 

Section 2.2 describes the MSS as an approach to achieve information security 
requirements of the organizations. It explains MSS concept compared to the former 
approach of achieving security i.e. use of internal resources. Further, it describes the 
evolution of MSS. 

As there are several types of security operations used by organizations, there exist 
equivalent MSS services as well. Thus, section 2.3 identifies and describes the 
categories and service types of MSS. Furthermore, section 2.4 discusses the benefits 
of MSS whereas section 2.5 is to identify and describe the risks of using MSS in an 
organization. Furthermore, section 2.6 discusses the drivers and inhibitors for the 
MSS adoption in organizations. 

Generally, organizations do not outsource everything that they have and it applies to 
information security as well. Thus, section 2.7 is to discuss what to outsource and 
what not to outsource when it comes to security outsourcing. Section 2.8 discusses 
important considerations when selecting an MSSP. Finally, the section 2.9 discusses 
the MSS adoption by organizations while section 2.10 being the summary of the 
chapter. 
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2.2 Managed Security Services 
Information security is essential for almost all the businesses as organizations are 
required to guarantee the confidentiality, integrity and availability of their 
information resources. If the information is not reliable, altered, or unavailable, the 
business processes which depend on the information may be adversely affected. In 
this context, it is very important to ensure the required level of security for 
information resources. To achieve the required level of security for information, an 
organization may use two basic approaches. 

(a) Use of internal resources (hardware, software and people) and expertise 
(b) Use of resources and expertise of a qualified security service provider ( i.e. 

use of external resources) 

In the first approach, organizations use its own software, hardware and people to 
implement the information security functions and it is indeed an in-house exercise. In 
past, most of the organizations used this approach. To effectively practise this 
approach, having an in-house security team with required resources, skills and 
expertise is mandatory. 

However, with increasing threats and complex business requirements, it has been 
understood that former approach is becoming increasingly difficult. As a result, 
organizations now tend to outsource some or all of their information security 
operations to qualified security service providers. This second approach is generally 
termed as the managed security services (MSS) and service providers offering such 
security services are called Managed Security Service Providers (MSSP). In MSS, 
the security infrastructure of a client company is overseen or managed by an MSSP 
(Andress, 2003). 

Compared to the information security as an in-house exercise, the approach of 
outsourcing or MSS is relatively new. According to Deshpande (2005), MSS 
industry started to grow since 2000. By 2005, there were several dozens of MSSP 
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vendors offering wide range of security services and comprehensive packages, 
making MSS a fastest growing market. Further, acquisitions and mergers have 
increased the number of MSSPs in the market (Deshpande, 2005). 

MSSPs can come from various forms such as start-up companies, established 
computer security firms, system integrators, telecommunication companies, Internet 
and Application service providers ( ISPs and ASPs) and consulting firms 
(Deshpande, 2005). Despite the form of the MSSP, all MSSPs provide some sort of 
information security services to business organizations. 

There are various service categories of MSS and next section provides a detailed 
description of those service categories. 

2.3 Service Categories of MSS 
MSSPs have emerged to meet the diverse information security requirement of 
organizations. As information security is inherently complex involving many areas of 
operation, MSS also provides equivalent set of services to organizations. The MSS 
service portfolio is such that it can range from one time, security assessment to a 
24x7 security management. 

According to Ding, Yurcik and Yin (2005), Managed security services can be 
categorized into 5 groups; (1) assessment, (2) monitoring, (3) threat and incidence 
control, (4) identity management and (5) consulting. The assessment category 
includes services that evaluate a firm's security processes by penetration testing on a 
regular basis. Security monitoring contains services such as managed firewall 
services, managed intrusion detection systems (IDS), managed intrusion prevention 
systems (IPS) and data analysis. Threat intelligence addresses how to measure and 
manage threats before they cause harm. Early warning can be given even before 
attacks have reached firms' security perimeter. Once an incidence is discovered, 
incidence control service will be in action following pre-specified procedures to 
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minimize impacts on firms (Ding, Yurcik and Yin, 2005). Further to first three 
categories, identity management services include the identifying individuals on a 
system and controlling access to the resources. Finally the security consultancy 
category consists of professional services offered to organizations in order to design, 
implement or manage security solutions in terms of consultancy. 

In contrast to the above classification for MSS, there is another approach and that has 
been widely cited and used compared to the former. According to Hunt (2001) as 
well as Allen, Gabbard and May (2003), MSS services can broadly be categorised 
into six major categories as described below. 

(a) Perimeter management and network boundary protection 
This service usually involves installation and maintenance of firewall, virtual 
private network, intrusion detection/prevention systems (IDS/IPS). The vendor is 
responsible for configuration and upgrades to the software and hardware 
protecting the network boundaries of the client. 

(b) Managed security monitoring (MSM) 
Managed Security Monitoring is more focused on the monitoring of the client's 
network. It deals with everyday monitoring of network and interprets the system 
events in order to identify any malicious activity on the network. Incident 
management and incident response process also gets included under this 
category. 

(c) Vulnerability assessment and penetration testing 
This service includes periodic port scans, ethical hacking attempts into the 
network in order to identify vulnerabilities that could be exploited by attackers. 
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(d) On-site consulting 
On-site consulting is a means of providing assistance to the client. It may include 
management activities such as risk assessment, identifying requirements of 
security, development of security policy. It may also include technical support 
required to integrate and configure a security product. Sometimes it includes the 
operational assistance such as executing incident response and recovery. 

(e) Compliance monitoring 
This includes the monitoring of events to identify violations to the security policy 
and standards, which may have occurred in a company. It also monitors any 
unauthorized changes to the application servers, web servers and firewalls. As a 
simple example, a security audit to comply with ISO 27001 security standard 
comes under compliance monitoring. 

( f ) Content filtering services 
Managed content filtering services include scanning for virus, worms and 
malicious code on the desktops, scanning emails and network traffic. Spam 
filtering can also be added as an add-on to the contract with the MSSP. 

The services identified above are a broad classification of MSS offered by vendors. 
However, based on the exact service offered, Ding, Yurcik and Yin (2005) have 
identified comprehensive list of unique MSS services and it is listed in the table 2.1. 
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Table 2.1: List of managed security services, 
Service Description 
Application 
security/code review 

Scan web application code for vulnerabilities and insecure 
coding techniques 

Security policy 
compliance 

Perform regularly scheduled audits to ensure continued 
compliance and identify non-conformance with a 
company's established information security policy and 
government or industry-specific regulations 

Vulnerability 
assessment and 
management 

Perform penetration test on systems for known 
vulnerabilities 

Certificates Assessing firms' compliance with government, industry, 
partner and customer requirements, and issue proof of 
compliance ( e.g. ISO 27001 compliance) 

Risk management Help customers to make decisions to accept exposure or to 
reduce vulnerabilities by either mitigating the risks or 
applying cost effective controls. 

Managed firewall 
services 

Managing the firewall systems of the client 

Managed VPN 
services 

Similar as managed firewall services, usually is a firewall 
add-on 

Managed content 
filtering services 

Scan content(email messages and attachments, web and 
FTP traffic ) for potential malicious content 

Managed IDS/IPS 
services 

Monitoring of network traffic through IDS/IPS systems for 
security threats 

Managed security 
monitoring (MSM) 

Similar as IDS/IPS, can draw data from a wider variety of 
sources, and provide more in-depth analysis. Under MSM, 
monitoring of networks, systems is outsourced to an MSSP 
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Threat intelligence Based on provider's research on real world events, offers a 
series of features including early warning of emerging 
threats, threat severity measurement, immediate 
notification and consultation 

Incidence response 
and forensics 

Provide responses to security breaches based on five 
cornerstones of effective incidence management and 
response: detection, assessment, forensics, containment, 
and recovery 

Authentication Verifies and confirms identity of individuals who are 
accessing sensitive information, or conducting high value 
B2B transactions on an extranet 

Consulting The practice of helping firms to improve security level 
through professional analysis 

Source: Ding, Yurcik and Yin (2005) 

2.4 Benefits of MSS 
There are several benefits of outsourcing information security of an organization to a 
qualified security service provider. By outsourcing security to a MSSP, a company 
can improve the uptime of their systems while avoiding capital investments in 
resources and technology (Deshpande, 2005). Thus, the benefits of outsourcing 
information security have widely been researched mainly in the western context and 
according to prevailing literature following are the primary benefits of utilising MSS. 

(a) Staffing 
A shortage of qualified information security personnel puts tremendous pressure 
on IT departments to recruit, train, compensate, and retain critical staff (Hulme, 
2001). Further, the cost of skilled in-house security specialists can be prohibitive 
(Wilbanks, 2001 cited in Allen, Gabbard and May, 2003) for many organizations. 
However, when outsourcing security, the cost to hire, train, and retain highly 

13 



skilled staff becomes a responsibility of the MSSP. An MSSP is likely to retain 
security experts by offering a range of career opportunities and positions from 
entry level to senior management, all within the information security field. On 
the other hand, if a client organization can outsource repetitive security 
monitoring and protection functions, the organization can then focus internal 
resources on more critical business initiatives. As such, by using MSS, 
organizations can effectively release the burden of attaining and retaining 
qualified information security experts and, in return it becomes a responsibility of 
the MSSP. 

(b) Expertise and experience 
MSSPs are the people who deal with hundreds and thousands of potential threats 
more than a single organization does. Their job is to keep track of new and 
potential vulnerabilities for their clients. It is very much possible that a MSSP 
can respond to a threat better than in-house personnel will, as they might have 
already dealt with similar issues for some other client. At the same time, the 
security technology is getting so complex that a trained security professional will 
most likely perform much better than inexperienced in-house personnel using 
trial and error methods. Thus, a company can leverage the expertise and 
experience of a MSSP to respond to an incident in a timely manner (Deshpande, 
2005). 

(c) Service availability 
According to Deshpande (2005), an attractive benefit of hiring an MSSP is 
round-the-clock support. Depending on the contract with the MSSP, the MSSP is 
responsible to provide support for the duration agreed upon in the contract. An 
MSSP is able to provide 24 by 7 for 365 days support through economies of 
scale. The main advantage of round-the-clock support is real-time results and no 
wait until an administrator identifies the incident that happened several hours or 
days back. 
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(d) Cost savings 
Cost savings is a one main driver for outsourcing security (Deshpande, 2005). 
With an MSSP, business continuity can be guaranteed for the most time of the 
year with minimal investments in resources and technology, which could result in 
big cost savings. A survey conducted by Hurwitz Group reported that (as cited in 
Hulme, 2001) one fourth of the companies with sales more that $10 billion 
annually are using or considering the use of an MSSP for the primary reason of 
cost savings. Since, a MSSP offer same services to several other customers, it can 
offer those at cheaper rates through economies of scale. Hence, a company can 
negotiate a decent service level agreement with an MSSP, which could ultimately 
result in big savings for the company. In other words, with outsourcing of 
security services most of the time the capital expenses become operational 
expenses resulting significant cost advantages for the organization. 

(e) Better facilities 
MSSP usually have a remote security operations centres (SOCs) to monitor and 
manage the security operations of clients. The SOCs enable an MSSP to remotely 
monitor most of its clients (Allen, Gabbard and May, 2003). A company can 
make use of MSSP to utilize the facilities provided and increase their security 
level (Deshpande, 2005). 

( f ) Security awareness 
It is most likely that a security staff in a company might not be aware of new 
threats and vulnerabilities until they actually experience the attack. New security 
threats are rising day by day and it is difficult to keep up with these new threats. 
According to Hulme (2001), difficulty in keeping up with new threats is rated as 
one major reason why companies are turning to MSSP. Additionally, according 
to Allen, Gabbard and May (2003), an MSSP is often able to obtain advance 
warning of new vulnerabilities and gain early access to information on 
countermeasures. An MSSP can advise on how other organizations handle the 
same types of security problems. An MSSP is likely to have contacts with highly 
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qualified and specialized international security experts as well as other MSSPs. 
These resources can be brought to diagnose and resolve client issues. 

(g) Legalities and prosecution 
MSSPs are usually connected with law and the enforcements agencies (Allen, 
Gabbard and May, 2003) and have experience in conducting forensics for the 
purpose of prosecution. A MSSP can help a client gather evidences, which can be 
presented in court to prosecute a wrongdoer. On the other hand, MSSPs are often 
well connected to law enforcement agencies around the world and understand 
what forensic analysis and evidence are required to successfully support legal 
proceedings (Deshpande, 2005). 

In contrast to the benefits of using MSS, the next section discusses the risks of 
engaging with an MSSP. 

2.5 Risks Associated with MSS 
The benefits of using MSS in an organization were discussed in the previous section. 
However, as widely discussed in the MSS literature, there are many risks when 
outsourcing security to an MSSP. As such, major risks of outsourcing security are 
discussed in this section. 

(a) Trust 
Trust plays a very vital role in the decision of outsourcing key security functions 
(Deshpande, 2005). It takes a while to build trust with the MSSP. It is very true 
that an MSSP has access to sensitive client information and knows about 
vulnerabilities in the client's security infrastructure. Hence, some companies are 
hesitant and not comfortable with the fact that an outsider performs the security 
administration, a delicate and vital function of the organization. However, a 
confidentiality agreement between the two can help mitigate this risk (Allen, 
Gabbard and May, 2003). 
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(b) Ownership 
When an incident occurs, ownership and responsibility of security functions can, 
sometimes become reasons for conflicts and finger pointing (Deshpande, 2005). 
The client is usually the owner and MSSP is responsible for the services that are 
agreed upon in the contract. There is a possibility of client losing some control 
over security administration. Hence, the scope of services should be clearly 
discussed in the contract and Service Level Agreement (SLA). Additionally, risk 
mitigation approaches include the making information security the primary 
responsibility for one or more staff members and managers, and conducting 
regular user security awareness and training sessions (Allen, Gabbard and May, 
2003). 

(c) Dependence 
When using MSS, an organization can become operationally dependent on a 
single MSSP and be greatly affected by the MSSP's business viability (Allen, 
Gabbard and May, 2003). One risk mitigation approach is to outsource to 
multiple providers, but this comes with additional cost and management 
oversight responsibilities. 

(d) Hidden costs 
MSS is a form of outsourcing, hence comes with risks such as hidden costs and 
other effects that a company cannot quantify at the time of negotiation with the 
provider (Deshpande, 2005). Thus, certain costs are overlooked or ignored 
because they are difficult to quantify. An organization needs to factor these into 
its risk analysis and decision-making processes before engaging with an MSSP. 
According to Ott (2001) cited in Allen, Gabbard and May (2003), some of the 
hidden costs and areas where issues could arise are listed below. 

• Costs associated with giving up control (experience, knowledge, skill 
development associated with) of critical assets and security technologies 
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• What happens at the end of the contract period? What happens if the 
original provider goes out of business, delivers poorly, or is more 
expensive when the contract is recomputed? What is the cost of switching 
to a new provider? 

• Would an MSSP do the job with the same quality and thoroughness that 
an organization would do for itself? 

• How are needs met and services provided for multiple clients and how are 
they prioritized by the MSSP? 

(e) Partnership failure 
Infrequent communication and lack of planning can cause the partnership to fail 
at any stage. Frequent communication and review meetings between the client 
and the provider can mitigate this risk. Like any other relationship, this 
relationship too needs a due care and attention (Deshpande, 2005). 

( f ) Shared environment 
As per Allen, Gabbard and May (2003), the shared operational environment used 
by many MSSPs to service multiple clients introduce more risks than an in-house 
environment. Sharing a data transmission capability (such as a common network) 
or a processing environment (such as a general purpose server) across multiple 
clients can increase the likelihood of one organization having access to the 
sensitive information of another. 

(g) Implementation 
Initiating a managed security services relationship may require a complex 
transition of people, processes, hardware, software, and other assets from the 
client to the provider or from one provider to another, all of which may introduce 
new risks. IT and business environments may require new interfaces, approaches, 
and expectations for service delivery. Roles and responsibilities are often 
redefined (Ambrose, 2001 cited in Allen, Gabbard and May (2003)). 
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(h) Legal issues 
An organization and an MSSP need to evaluate and discuss potential legal issues 
that could arise during a security incident involving both parties. The client needs 
to understand the jurisdiction, under which the provider operates, the applicable 
laws and regulations, whether or not these laws apply to the client when engaging 
provider services, and if so, if these laws are compatible with the client's 
operation and acceptable to the client (Allen, Gabbard and May, 2003). 

Based on the literature, risks of MSS were discussed in the above section. The, key 
drivers and inhibitors for the use of MSS are discussed in the next section. 

2.6 Drivers and Inhibitors 
This section is to discuss the key drivers and inhibitors for the use of MSS in 
organizations. 

2.6.1 Key drivers 
• 

Organizations use MSS due to many reasons and according to the prevailing 
literature, different authors have identified key drivers for the use of MSS in 
organizations. As per the Network World article by Antonopoulos (2009), key 
drivers for the MSS adoption are as follows. 

(a) Falling budgets 
(b) Shrinking staffs 
(c) Lack of specialized expertise 
(d) Rising demand to support more complex applications 
(e) Increasingly distributed workforce 

Antonopoulos (2009) shows that, the cost and lack of skills are prominent in drivers 
which promote the security outsourcing in organizations. Furthermore, complex 
applications as well as distributed workforce also promote the use of MSS in 
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business organizations. However, in contrast to the Antonopoulos (2009), Frost and 
Sullivan World MSS Report in 2004 as cited in Cisco Systems (2006a), has 
identified following factors as the key drivers for the global MSS adoption. 

(a) Regulatory compliances 
(b) Focus on core business 
(c) Need to provide 24-hour support 
(d) Capital expenditure/operational expenditure reduction with focus on growth 
(e) Risk mitigation and management 

According to the above, regulatory compliance has become a prominent factor for 
MSS adoption. With regard to regulations, Deshpande (2005) identifies that the 
government regulations such as the Health Insurance Portability and Accountability 
Act (HIPAA), Gramm-Leach-Bliley Act, the Sarbanes-Oxley Act, and Basel II 
mandate tighter security. A need to comply with these new regulations is also 
making organizations turn towards MSS. Additionally, Cisco (2006a) also mentions 
the focus on core business as well as risk mitigation aspects as the drivers for MSS. 
However, it can be seen that there are common factors identified by both 
Antonopoulos (2009) and Cisco (2006a), such as cost. 

In addition to the above literature, Aberdeen Group on their research on MSS 
(Baroudi, 2008) identifies following factors as key drivers for the use of MSS in 
organizations. 

(a) Improved security 
(b) Reduce management associated with security solutions 
(c) Reduce cost associated with security solutions 
(d) Access to security expertise unavailable in-house 
(e) Government and industry regulations 

It should be noted that, the improved security of MSS is marked as the top driver for 
MSS adoption and it is not indicated in Cisco (2006a) or Antonopoulos (2009). Thus, 
according to Baroudi (2008), most significant reason for organizations to outsource 
their security is that improved security provided by MSSPs. In addition to above 
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literature on the drivers for MSS, Violino (2009) has also contributed to the 
discussion of drivers for MSS. According to him, key drivers which promote MSS in 
organizations are as follows. 

(a) Increase competency (specialized skill set) 
(b) Reduce cost 
(c) 24/7 coverage 
(d) Reduce complexity 
(e) Because the rest of the IT environment is outsourced 

Although the drivers identified by Baroudi(2008), Antonopoulos(2009), Cisco 
(2006a) and Violino(2009) are not exactly the same, it can generally be seen that 
there are several common drivers such as lack of skills, 24x7 service availability, 
management complexity, cost, regulations etc. 

One major limitation of the literature on drivers for MSS is that most of the literature 
is originated from the western context. For instance, in Baroudi (2008), only 19% of 
the surveyed companies are from Asia-Pacific region and the rest is from developed 
countries. Even in Asia-Pacific region, focus on regions like South-Asia is limited. 

2.6.2 Inhibitors 
Though certain factors promote the use of MSS in organizations, there are inhibitors 
for the use of MSS in organizations as well. As identified in the section 2.5, there are 
several risks when using MSS compared to the in-house security. Primarily, 
originating from those risks, there can be many factors which inhibit the use of MSS 
in organizations. According to Frost and Sullivan World MSS Report in 2004 as 
cited in Cisco Systems (2006a), following are the key inhibitors for MSS. 

(a) Clients unwillingness to relinquish control of their networks 
(b) Service providers are not seen as "trusted security advisors" 
(c) Clients are not sure about their security policy and posture 
(d) Immature distribution channels 
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(e) Fear of layoffs makes administrators reluctant to delegate their 
responsibilities 

By comparing the above inhibitors with the risks of MSS as identified in section 2.5, 
it can be seen that most of the risks contribute to inhibitors as well. As an example, 
clients may be unwilling to relinquish the control of the network due to the risks in 
trust, dependency and ownership issues. In accordance with this observation, in 
literature it has been broadly indicated that most of the risks factors of MSS 
contribute to the inhibitors of MSS. 

Ding, Yurcik and Yin (2005) have also discussed one major reason for organizations 
to avoid the use of MSS. According to them, firms hesitate to outsource their 
network security to MSSPs because an MSSP may shirk secretly to increase profits. 
In economics this secret shirking behaviour is commonly referred to as the Moral 
Hazard problem. Thus, in the fear of moral hazard, organizations may reluctant to 
outsource their security to MSSPs. 

In addition to the above, especially in new markets, there can be another inhibitor as 
well. That is the awareness of MSS. If the IT decision makers are not aware of the 
managed security services, it will indeed inhibit the MSS adoption. With the low 
awareness about the outsourcing, organizations will try to focus more on in-house 
approach and in turn it will inhibit the MSS adoption. 

2.7 Service Selection for Outsourcing 
Organizations have several types of security functions such as perimeter protection, 
content security etc in order to guarantee the required level of security for their 
information resources. To suit those requirements, MSSPs also offer equivalent 
security services. However, in the organizational perspective, it is not clear which 
security functions are suitable for outsourcing and which should be kept internally. 
According to Karyda, Mitrou and Quirchmayr (2006), this problem do persists and 
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no set of criteria defining security services whose outsourcing would significantly 
benefit companies exists. Thus, which service to be outsourced would primarily 
depend on the requirements of each organizational. However, in the literature, there 
are several important ideas expressed by different authors regarding what to 
outsource and those will be discussed in this section. 

Most of the MSS literature does not discuss which services are better candidates for 
outsourcing and generally considers all services categories as equal in terms of 
suitability to outsource. According to Rowe (2007), many advocate the outsourcing 
of as many security functions as possible. In contrast to this, Schneier (2002) thinks 
differently. According to Schneier, companies should outsource expert assistance, 
but not the management. Thus, vulnerability scanning and management, risk 
analysis, and forensics are good candidates for outsourcing. 

In addition to the expert assistance, according to Whitworth (2005), resource 
intensive activities in terms of headcount and operational cover are also good 
candidates for outsourcing. For example 24x7 security monitoring and response 
would outsource well. It provides productivity advantages and scale economies for 
the outsource provider, thereby allowing cost and operational benefits to be 
transferred to the individual client organizations. Schneier (2001), in his article on 
security monitoring also identifies that the security monitoring must be outsourced in 
order to get effective service. 

Moreover, Vacca (2005) identifies intrusion detection/prevention services to be 
outsourced primarily due to the expert knowledge and skills required for such 
solutions. This is in-line with the Schneier (2002) as his primary criterion is the 
expert assistance when it comes to security outsourcing. 

Thus, it can be seen that there are two approaches suggested within the literature with 
regard to what services should be outsourced. However, final decision on what to 
outsource and what to keep in-house would largely depend on the individual 
organizational requirements. 
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2.8 Criterion for the Selection of an MSSP 
Selecting the right service provider is a key to any outsourcing decision in general 
and it applies to security outsourcing as well. According to Schneier (2002) 
companies should choose an outsourcer they trust. Talking with others and asking 
industry analysts will reveal the best security service providers. Further, as per 
Schneier, going with the industry leader is the best. 

In addition to the concerns on trust, Schneier (2002) also emphasises the conflict of 
interest. According to him, companies buying security services should also avoid 
outsourcers that have conflicts of interest. Some outsourcers offer security 
management and monitoring. If the outsourcer finds a security problem with 
customer network, they might not tell the company and sometimes try to fix it 
quietly. Companies that both sell and manage security products have the same 
conflict of interest. Consulting companies that offer periodic vulnerability scans, or 
network monitoring, have a different conflict of interest as they see the managed 
services as a way to sell consulting services. Furthermore, Schneier believes that if a 
company outsources security device management, it is essential that the company 
outsource its monitoring to a different company (Schneier, 2002) 

Apart from the above concerns identified by Schneier, proper service level 
agreement (SLA) is also essential for the success of any outsourcing arrangement. As 
mentioned by Deshpande (2005), the SLA is a very important part of a MSS contract 
and it defines the roles and responsibilities of the company and the MSSP. Hence, it 
is essential for both parties to understand the roles and responsibilities that are 
expected from them, before they enter into a SLA. Furthermore, the SLA should be 
concise and address all the requirements of the company. It should explain in detail 
incident response and escalation processes as well (Deshpande, 2005). 
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2.9 MSS Adoption 
As we go through the different aspects of the MSS, it is important to see the MSS 
service adoption by organizations. Based on the International Data Corporation 
(IDC) research report as cited in Cisco Systems (2006b) on MSS opportunities, 
shapes and sizes, the projected adoption of MSS in United States in 2009, is shown 
in the figure below. 

VA 
5% 

IDS 
12% 

VPN 
35% 

Figure 2.1: MSS adoption by service category 

According to the figure, managed firewall services are the mostly adopted service 
category by organizations whereas VPN and IDS services are the second and third 
most adopted services. As highlighted earlier also, this type of information is not 
available for the local context. 

Anti-Virus 
2% 

Firewall 
46% 
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2.10 Chapter Summary 
Managed Security is the outsourcing of organizational information security 
operations to a qualified security services provider. The MSS approach emerged 
relatively recently compared to the in-house security approach. In accordance with 
organizational security requirements, there are several categories of MSS services. 
Managed firewall, managed content security and vulnerability assessments are few 
examples of managed security services. 

MSS provides several benefits as well as possesses risks to the organization who 
consumes MSS. Improved security, cost advantages and 24x7 service availability are 
some of the benefits offered by MSS. On the other hand, with MSS, companies have 
to face certain risks. Trust, dependency, hidden cost and ownership issues are some 
of the risks factors related to outsourcing security. Ideally any of the benefits offered 
by MSS can become a driver for the MSS adoption and on the other hand risks 
factors may contribute to the inhibitors of MSS. Thus, based on the literature, there 
are key drivers and inhibitors for the MSS adoption as well. 

According to the literature, what to outsource is somewhat controversial issue and 
there are two major approaches on that. First is to outsource anything which need to 
be outsourced and it is the mostly referred concept. In contrast to this idea, Schneier 
(2002) strongly suggests to outsource only the expert assistance. He further 
emphasises not to outsource management under any circumstances. Additionally, 
resource intensive activities are also a good candidate for outsourcing according to 
Whitworth (2005). Irrespective of the type of the service being outsourced, avoiding 
conflict of interests, finding a trusted partner and proper service level agreements are 
utmost important 

Finally, there is a significant difference between outsourcing general IT services and 
outsourcing IT security, as IT security affects the organizational reputation, service 
availability, trust and confidence matters relating to it's customer base and regulatory 
compliance in a much more fundamental manner. 
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CHAPTER 3 RESEARCH METHODOLOGY 

This chapter elaborates the methodology used to investigate the research problem in 

order to achieve objectives defined in the first chapter. Due to the nature of the 

problem investigated, methodology for this study is a two phased approach with 

initial exploratory study and a secondary descriptive study. Initial study is conducted 

to understand the field of the research in general and to establish priorities for the 

second phase. The secondary study is primarily used to test the hypotheses and to 

understand the relationships along with the other descriptive measures. Subsequent 

sections of this chapter describe the research methodology adopted for each phase of 

the study in detail. 

3.1 Exploratory Study Approach 
0 

The first stage of this research is an exploratory research. The exploratory research 

approach is particularly useful when the researcher lacks a clear idea of the problems 

they will face during the study. Through exploration, the researchers develop the 

concepts more clearly, establish priorities, and improve the final research design. 

In this study, the author used the exploratory approach initially, in order to achieve 

two main objectives. The first objective is to understand the managed security 

services industry in Sri Lanka. Since there was not any published information on 

MSSPs in Sri Lanka, the author required to discover information on available MSSPs 

and their services through exploration. 

The second objective of the exploratory study was to prioritise the variables to be 

further checked in the second stage of the research. According to the literature 

review, there were several variables which could affect the use of MSS in 

organizations in terns of a driver or an inhibitor. Since this research is highly time 

bound, the author was not in a position to research on all of those variables. As such, 
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it was required to prioritise the variables to be analysed further in the second phase of 

the study. 

In order to achieve the above two objectives, the author used the questionnaires and 

interviews as the primary research instruments. Initially, the author conducted 

unstructured interviews with several IT managers, MSSPs and IT security 

professionals. More than 10 such interviews were conducted and each interview was 

in 30-60 minutes of duration. The ideas expressed by the interviewees were used to 

understand the industry in general and, particularly to develop the pre-survey 

questionnaires. Based on the results of the interviews and the comprehensive 

literature review conducted, the author developed two questionnaires, one for IT 

managers and another for MSSPs. The responses for the pre-survey questionnaires 

were used to prioritise the identified drivers as well as inhibitors for the use of MSS 

in organizations as discussed in the next sections. 

3.1.1 Identification of drivers for MSS usage 

The first pre-survey questionnaire targeted for the IT managers was distributed to 30 

organizations and 23 responses were obtained. Primarily the responses were used to 

prioritise the variables to be used for the second stage of the research. In this 

questionnaire, following variables were identified as potential drivers for MSS usage. 

(a) Lack of information security skills 

Due to the lack of information security skills required to manage the information 

security, organizations use MSS 

(b) Perceived security enhancement 

It is believed that by using MSS, organizations can improve their overall 

information security 

(c) Cost advantage 

MSS offers cost advantage to the organizations 
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(d) Needfor 24x7 support 

MSS provides 24x7 service availability, which is difficult to achieve with in-

house security 

(e) Focus on core business 

With MSS, IT dept can focus on strategic areas of security rather than routine 

security functions 

( f ) Reducing complexity associated with security 

Management complexity of security reduces as most of the routine tasks are 

performed by MSSP 

(g) Better information security capabilities of MSSPs 

MSSPs have better information security capabilities in terms of technology, 

facilities, security awareness etc compared to the in-house teams 

(h) Regulatory compliances 

Due to new laws and regulations, organizations tend to use MSS. As an example, 

organization with IS027001 security standards, have to use external security 

audits for the compliance requirements. 

(i) Risk mitigation and management 

MSS is a risk mitigation approach where organizations can transfer part of the 

risk related to information security to an MSSP 

(j) Prosecution 

In case of a security breach, MSSPs can provide better forensics and prosecution 

compared to an in-house security approach. These types of skills are very specific 

and organizations require them occasionally 

IT managers were given the choice to rate the most significant factors for the use of 

MSS in organizations and based on the responses, the author identified the 5 most 

significant variables which could be a driver for MSS usage. Those will be further 

checked in the second stage to identify key drivers for the MSS usage. The identified 

five most significant variables are, 

(a) Lack of security skills 
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(b) Perceived security enhancement 

(c) Focus on core business 

(d) 24x7 service availability 

(e) Regulatory compliance 

3.1.2 Identification of inhibitors for MSS usage 

Apart from the above, the following variables were also identified as the inhibitors 

for the use of MSS. Here also, the responses were used to prioritise 5 most 

significant variables for the second stage of the research. 

(a) Trust related issues 

Organizations are reluctant to trust external parties for information security 

functions 

(b) Ownership related issues 

In case of an incident, ownership problems may occur and finger-pointing can 

happen 

(c) Dependency related issues 

With MSS, organizations have to depend on MSSPs for their information 

security 

(d) Hidden costs related issues 

Outsourcing arrangements generally have hidden costs which can not be fully 

quantified during the initial contract 

(e) Vague security policy and posture 

If the organization is not clear about their security policy and procedures, it's 

difficult to implement MSS effectively 

( f ) MSS awareness 

If MSS awareness is low among IT decision makers, that may hinder the use of 

MSS 

(g) Immature distribution channels 

MSS distribution channels are limited and that in turn limits the MSS usage 
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(h) Unwillingness to relinquish control 

IT management is not willing to relinquish their control over the network and 

security to a third party 

(i) Shared Environment 

MSSPs posses shared environment (servers, infrastructures etc) which may 

generate additional security risks for the organization 

(j) Partnership Failure 

MSS arrangement may fail at any time and that may introduce new risks to the 

organization. Because of this, organizations might not use MSS 

Here also, the IT managers were requested to rate the most significant factors which 

could inhibits the use of MSS in organizations and based on the responses, the author 

identified the 5 most significant variables which could inhibit the MSS usage. Those 

will be further checked in the second stage to identify inhibitors for the MSS usage. 

The identified five most significant variables are, 

(a) Trust related issues 

(b) Hidden cost related issues 

(c) Ownership related issues 

(d) MSS awareness 

(e) Dependency related issues 

In addition to the first questionnaire, the second pre-survey questionnaire was 

distributed to all known MSSPs operating in Sri Lanka and the author managed to 

obtain 10 responses. Those responses were used to identify the services offered by 

MSSPs and demographics of MSSPs. Both of the pre-survey questionnaires used in 

the initial exploratory study are attached in the Appendix A.2. 
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3.2 Descriptive Study Approach 

The second phase of this research is a descriptive study. In general, descriptive 

research is more specific and focused than exploratory research. The researcher starts 

with a well defined problem or a research question and a clearly defined plan for 

collecting and analyzing data. Descriptive research is intended to produce clear, well-

founded answers to specific research questions. The next sections of this chapter 

explain the research methodology adopted for the second phase of the study. 

3.2.1 Conceptual framework 

As identified and explained in the first chapter, the research question is stated below. 

"What is the present standing of MSS industry in Sri Lanka in terms of available 

services, adoption of those, organizational MSS requirements and their perception on 

available services? Moreover, what are the key drivers, inhibiters and other issues 

associated with the use of MSS in organizations?" 

Based on the research question defined above, the primary dependent variable is 

"MSS usage". That is the usage of MSS as part of the organizational information 

security strategy. In other words, it is to what extent the organizations outsource their 

information security related operations to external service providers. As an example, 

one organization may use managed firewall services and another might use security 

consultancy. As such, it is required to determine to what extent organizations use 

MSS in terms of number of service as well as list of those services. MSS usage is 

primarily used for statistical analysis with the other independent variables. 

The level of usage of MSS in an organization could be affected by several factors 

such as lack of in-house security skills and the need for 24x7 services. Thus, those 

factors are the independent variables within the problem context which govern the 

use of MSS in organizations. Independent variables can broadly be divided into two 

main categories as factors promoting MSS and factors inhibiting MSS. By 
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conducting a systematic analysis of independent/dependent variables and their 

relationships with MSS usage, we can determine the drivers and inhibitors associated 

with the use of MSS in organizations. 

3.2.1.1 Factors promoting MSS usage 

Based on the comprehensive literature review and the results of the preliminary 

study, independent variables which promote the use of MSS in organizations are 

described below. 

(a) Level of information security skills 

Due to the lack of in-house information security skills, organizations use MSS. 

(b) Perceived security enhancement 

It is a common belief that the MSS improves overall information security of the 

organization and thus, organizations use MSS 

(c) Need to focus on core business 

By outsourcing information security functions, IT department can focus on 

strategic areas of IT and/or information security rather than routine or labour 

intensive security functions 

(d) Needfor 24x7 service availability 

MSS offers 24x7 service availability which is difficult to achieve with in-house 

security most of the time 

(e) Need for regulatory compliance 

Due to new laws and regulations, organizations tend to use MSS. As an example, 

organizations which are compliant to IS027001 security standards have to use 

external security audits for the compliance requirements; even though 

organizations could do their own security audit. 
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3.2.1.2 Factors inhibiting MSS usage 

In addition to the variables which could promote MSS as discussed above, there are 

variables which could inhibit the use of MSS in organizations. As per the 

comprehensive literature review and the results of the preliminary exploratory study, 

those variables are described below. 

(a) Trust related issues 

Organizations are generally reluctant to trust external parties for their information 

security functions and hence it will inhibit the use of MSS. 

(b) Ownership related issues 

In case of an incident, ownership problems may occur and finger-pointing can 

happen. As a result of this ownership problem, organizations may not use MSS. 

(c) Dependency related issues 

When using MSS, organizations have to depend on the MSSP for their 

information security aspects and which will in turn inhibit the use of MSS. 

(d) Hidden cost related issues 

Outsourcing arrangements generally have hidden costs which could not be fully 

quantified during the initial contract and negotiations. Due to this, organizations 

may be reluctant to use MSS. 

(e) MSS awareness 

If MSS awareness is low among IT decision makers of organizations, that may 

hinder the use of MSS 

Based on the above discussion, the conceptual framework for the study in order to 

carry out the inferential analysis is shown in the figure 3.1. 
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Independent Variables 

Figure 3.1: Conceptual framework for inferential analysis 

3.2.1.3 Other factors influencing MSS usage 

Apart from the above variables used for the inferential analysis, there are few other 

variables also which would be used for the descriptive and qualitative analysis in 

order to achieve the objectives of the study. Those variables are MSS requirements 

and organizational perception. Those two variables are described in the following 

section. 
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The MSS requirement can broadly be classified into two. First is the requirements 

which have already been satisfied by utilising some form of MSS. In other words, it 

is the MSS usage which we discussed in the earlier section. The second part is the 

unfulfilled MSS requirements. Organizations may have such unfulfilled MSS 

requirements due to various reasons such as unavailability of proper vendor, internal 

organizational issues etc. However, in this research, the author is interested on the 

unfulfilled MSS requirements which have been occurred only due to the 

unavailability of proper MSS vendor in organizational perspective. Thus, in this 

research, unless otherwise specified, unfulfilled MSS requirements mean that the 

existing security outsourcing requirements for which the organization can not find 

the proper vendor. In addition to the unfulfilled requirements, organizational 

requirement to have SLA/NDAs are also analysed under the variable MSS 

requirement. This variable is used for descriptive as well as qualitative analysis. 

The other variable is organizational perception on MSS. Here, the organizational 

perception is measured in terms of two dimensions. First is whether the organizations 

believe that MSS offerings are limited in Sri Lanka or not. Second dimension is 

whether organizations believe whether they can fulfil organizational security 

requirements utilizing presently available service offerings or not. This variable is 

measured in quantitative terms and will be used to understand the organizational 

perception on MSS. 

In addition to the above two variables, there is another aspect that the researcher 

should consider. That is the "Available services" which would be used for the 

analysis with the other variables such as "MSS requirements". If the available 

services do not match with the required services of organizations, that will affect the 

use of MSS in a given organization. Since, it is required to analyze what is required 

and what is offered in order to identify any issues related to current standing of the 

industry, available MSS services are also measured in this study. 
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3.2.1.4 Summary of variables for data collection 

All of the variables required for this study were identified in the above discussion. 

The table 3.1 describes the operational definition for each of the variable and their 

type (whether it is a qualitative or quantitative data) as well as the scale used to 

measure the variable. 

Table 3.1: Operational definition of variables 

# Variable Operational Definition Type Scale 

1 MSS usage No of managed security services 

used by a given organization. 

Quantitative Ratio 

(zero or 

positive 

number) 

List of services used Qualitative N/A 

2 Level of 

in-house 

security skills 

Level of information security 

skills possessed by an 

organization compared to the 

level of skills ideally required by 

the organization 

Quantitative Likert 

(very high 

to very low) 

3 Perceived 

security 

enhancement 

Perception on level of 

enhancement provided by MSS 

for organizational information 

security 

Quantitative Likert 

(very high 

to very low) 

4 Need for 

24x7 support 

Organizational requirement to 

have 24x7 support for their 

information security 

Quantitative Likert 

(very high 

to very low) 
5 Need to focus 

on core 

business 

Organizational requirement to 

focus on strategic areas of 

information security rather than 

operational tasks 

Quantitative Likert. 

(very high 

to very low) 
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6 Need for 

regulatory 

compliance 

Organizational requirement to 

comply with laws and 

regulations related to 

information security 

Quantitative Likert 

(very high 

to very low) 

7 Trust related 

issues 

Level of the negative impact 

perceived on trust related issues 

Quantitative Likert 

(very high 

to very low) 

8 Ownership 

related issues 

Level of the negative impact 

perceived on ownership related 

issues 

Quantitative Likert 

(very high 

to very low) 

9 Dependency 

related issues 

Level of the negative impact 

perceived on dependency related 

issues 

Quantitative Likert 

(very high 

to very low) 

10 Hidden cost 

related issues 

Level of the negative impact 

perceived on hidden cost related 

issues 

Quantitative Likert 

(very high 

to very low) 

11 MSS 

awareness 

Level of awareness of MSS Quantitative Likert. 

(very high 

to very low) 

12 MSS 

requirement 

Number of services required but 

not yet fulfilled due to the 

unavailability of proper vendor 

Quantitative Ratio 

(zero or 

positive 

number) 

12 MSS 

requirement 

List of services required but not 

yet fulfilled due to unavailability 

of proper vendor 

Qualitative N/A 

12 MSS 

requirement 

Organizational requirement to 

have SLA/NDA 
Quantitative Likert 

(very high 

to very low) 
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13 MSS 

perception 

Perception on MSS in terms of, 

limitedness of available 

services 

- ability to fulfil 

organizational security 

requirements 

Quantitative Likert 

(very high 

to very low) 

14 Available 

services 

List of services offered Qualitative N/A 14 Available 

services 

Offering ofSLAs, NDAs Quantitative Nominal 

(yes/no) 

3.2.2 Hypotheses development 

Based on the conceptual framework developed in section 3.2.1, the hypotheses are 

developed in this section. These hypotheses will be tested in the data analysis in 

fourth chapter. 

(a) Hypothesis 1 

Hlo: There is no relationship between the level of the information security skills 

and the usage of MSS in organizations 

H1a: There is a relationship between the level of the information security skills 

and the usage of MSS in organizations 

(b) Hypothesis 2 

H2o: There is no relationship between the perceived security enhancement and 

the usage of MSS in organizations 

H2a: There is a relationship between the perceived security enhancement and the 

usage of MSS in organizations 
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(c) Hypothesis 3 

H3o: There is no relationship between the need for 24x7 service availability and 

the usage of MSS in organizations 

H3a: There is a relationship between the need for 24x7 service availability and 

the usage of MSS in organizations 

(d) Hypothesis 4 

H4o: There is no relationship between the need to focus on core business and the 

usage of MSS in organizations 

H4A: There is a relationship between the need to focus on core business and the 

usage of MSS in organizations 

(e) Hypothesis 5 

H5o: There is no relationship between need for regulatory compliance and the 

usage of MSS in organizations 

H5A: There is a relationship between need for regulatory compliance and the 

usage of MSS in organizations 

(f) Hypothesis 6 

H6o: There is no relationship between trust related issues and the usage of MSS 

in organizations 

H6A: There is a relationship between trust related issues and the usage of MSS in 

organizations 

(g) Hypothesis 7 

H7o: There is no relationship between ownership related issues and the usage of 

MSS in organizations 

H7A: There is a relationship between ownership related issues and the usage of 

MSS in organizations 

40 



(h) Hypothesis 8 

H8o: There is no relationship between dependency related issues and the usage of 

MSS in organizations 

H8A: There is a relationship between dependency related issues and the usage of 

MSS in organizations 

(i) Hypothesis 9 

H9o: There is no relationship between hidden cost related issues and the usage of 

MSS in organizations 

H9A: There is a relationship between hidden cost related issues and the usage of 

MSS in organizations 

(j) Hypothesis 10 

HlOo: Level of information security skills in organizations is not low 

HIOA: Level of information security skills in organizations is low 

(k) Hypothesis 11 

HI lo: MSS awareness is not low in Sri Lankan organizations 

HI 1A: MSS awareness is low in Sri Lankan organizations 

(1) Hypothesis 12 

H12o: Sri Lankan organizations do not use at least one Managed Security Service 

HI2a: Sri Lankan organizations use at least one Managed Security Service 
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3.2.3 Research design 

This section discusses the research design in terms of research instruments used and 

the identification of dimensions for the measuring variables. 

3.2.3.1 Research instruments 

The primary research instrument used for the second stage of this research is 

questionnaires. As such, two questionnaires were designed to obtain the required 

information. 

(a) Questionnaire for IT managers 

The questionnaire designed for the IT management professionals who involve 

in IT security decision making process in organizations. 

(b) Questionnaire for MSSPs 

The questionnaire designed for managed security service providers in order to 

obtain their product service offerings and other required information. 

Apart from the questionnaires, corporate web sites of the MSSPs were also used to 

gather certain information on vendor offerings, when the author is unable to obtain 

required information through the questionnaire. 

3.2.3.2 Dimensions of variables 

Dimensions of the variables discussed in the section 3.2.1 are identified in the table 

3.2. Further, it identifies the question numbers of the main survey used to measure 

each variable. 
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Table 3.2: Variables and dimensions 

# Variable Dimensions of Variable Question 
Numbers 

1 MSS usage Number of MSS services used by 

organizations and list of those services 

11 

2 MSS • Number of unfulfilled MSS services 12 

requirement 

• 

required (only due to the unavailability of 

a proper vendor) and list of those services 

Requirement to have SLAs/NDAs when 

using MSS 

13.3 

13.4 

3 Level of in- • Capability of in-house team to fulfil 14.1 

house organizational security requirements 14.2 

information • When an incident happens, effectiveness 14.3 

security skills of the measures taken by the in-house team 

4 Perceived • Perception on enhancement by MSS to the 14.4 

security overall security of the information 14.5 

enhancement 
• 

resources 

Perception on better capability of MSSPs 

in terms of skills, tools, security awareness 

etc 

14.6 

5 Need for 24x7 • Level of availability required for 14.7 

support information security support 14.8 
• Business availability requirements of the 

organization 

14.9 

• Level of dependency of business on IT 
• Level of importance of IT security for the 

proper operation of the business 

6 Focus on core • Level of requirement to focus more on 14.10 

business strategic areas of IT/IT security rather than 

routine/labour intensive operational tasks 

14.11 
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7 Regulatory 

compliance 
• Level of requirement to comply with 

global, government or industrial 

regulations related to information security 

14.12 

14.13 

8 Trust related 

issues 

• Level of perceived negative impact related 

to trust related issues 
15.1 

15.2 

9 Ownership 

related issues 

• Level of perceived negative impact related 

to ownership related issues 

15.3 

15.4 

10 Dependency 

related issues 
• Level of perceived negative impact related 

to dependency related issues 
15.5 

15.6 
11 Hidden cost 

related issues 

• Level of perceived negative impact related 

to hidden cost related issues 
15.7 

15.8 
12 MSS 

awareness 

• Level of conceptual awareness of MSS 

• Level of product/service awareness of 

MSS 

15.9 

15.10 

15.11 

15.12 
13 Available 

services 

• MSS services offered by each MSSPs 

• Whether or not SLAs are offered 

• Whether or not NDAs are offered 

Q.lOof 

MSSP 

survey 
14 MSS 

perception 

• Perception on limited service offerings 

• Perception on ability to fulfil 

organizational security requirements by 

using available MSS services 

13.1, 13.2 
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3.2.4 Sample design 

This section discusses the sampling design for the study in terms of population and 

sampling. 

3.2.4.1 Population 

In order to obtain required information on the use of MSS in organizations, this 

research focuses on investigating on IT employees with decision making authority on 

information security solutions. The decision making capacity would include one or 

more of the following job responsibilities. 

(a) Technical evaluation of security solutions 

(b) Financial evaluation of security solutions 

(c) Final decision maker of security solutions 

(d) Ability to influence the final decision of a security solution 

According to the above responsibilities, following general job 

designations/categories have been considered for the population of this research and 

in general it is the IT management of an organization. 

(a) Chief Information Officer (CIO) 

(b) Head of IT 

(c) Director - IT, General Manager - IT, Vice President - IT 

(d) Assistant General Manager/ Deputy General Manager - IT, Assistant Director 

-IT, Assistant Vice President - IT 

(e) Senior Manager/Manager/Assistant Manger - IT 

(f) Senior Manager/Manager/Assistant Manager - IT security 

According to the "ICT workforce survey - 2007" conducted by the Sri Lanka 

Communication and Technology Association (SLICTA), the estimated ICT 

workforce in Sri Lanka in 2007 is 37,792. Out of the total ICT workforce, only 4% 

represents the IT management. Thus, total IT management in IT, Non-IT and 

45 



government sector organizations is 1,512 in 2007. This gives us an indication on the 

size of the population for this study. 

However, the exact population for this research is much less than to 1,512 in contrast 

to the IT management identified in the ICT workforce survey due to two reasons. 

First, not all IT management professionals have decision making authority related to 

information security solutions. Secondly, organizations would have more than one IT 

management professionals and in this research the author is interested in obtaining 

the response from only one person from an organization 

Based on the above reasoning, it is clear that the population is much less than 1,512. 

However in the extreme case; where one IT management professional represents one 

organization and all professionals have roles and responsibilities in security 

solutions, the maximum population for this research could be 1,512. However, in 

practical scenario, it is much less than that. 

The total population identified above is distributed in all of the sectors of economy 

and ICT workforce survey has classified the IT management into three main sectors 

such as IT, non-IT and government. The definition for each sector is given below. 

(a) IT Company : Organizations with the primary business objective of 

providing ICT products and services 

(b) Non-IT Company : Private organizations outside the ICT sector 

(c) Government Agency : Ministries, departments, corporations and other major 

government agencies 

In IT category, IT companies, software development firms, system integrators, 

training institutions etc are considered. Additionally, telecommunication companies 

are considered as a sub sector of IT, due to the consideration of ICT product and 

services. 
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In Non-IT category, several vertical sectors were included in the ICT workforce 

survey considering their technology focus for the business operations. Thus, in this 

research, following main sub sectors are selected representing the industry and 

services sectors of the economy. 

(a) Financial services, insurance and banking 

(b) Wholesale and retail trade 

(c) Apparel 

(d) Manufacturing 

(e) Transport (cargo handling, ports and civil aviation) 

(f) Hotels and restaurants 

As per the definition of the government agency which has been used in the ICT 

workforce survey, a sample from ministries, departments, corporations and other 

major government agencies are considered. Furthermore, this research considers 

randomly taken responses form IT, non-IT and government sector organizations. 

3.2.4.2 Sample size 

Based on the above discussion on population, a random sample is determined with 

confidence level of 95% and confidence interval of 5. For a population of 1,512 with 

95% confidence level and a confidence interval of 5, the sample size required is 306. 

Thus, the author required to obtain 306 responses from IT managers in Sri Lankan 

organizations. 

3.2.5 Data collection 

Data collection for this study was conducted during November and December 2009. 

Data collections methods used, responses obtained etc are discussed in this section. 

The questionnaire for IT managers was distributed through email. Reminders through 

email, telephone calls as well as other personal contacts were used to improve the 

response rate. Total of 350 copies of the questionnaire were distributed among the IT 
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management representing IT, non-IT and government sector organizations and 

altogether the author received 72 responses. After a careful inspection of the 

responses obtained, 3 responses were rejected due to incompleteness and 69 

responses were selected for the further analysis. 

As discussed in the previous section, 306 responses are required to have 95% 

confidence level and 5% confidence interval. However, the author managed to 

collect only 69 responses primarily due to the lack of responsiveness of the target 

audience and the limited time available for the research. The table 3.3 shows the 

sample sizes required for different confidence levels and confidence intervals in 

order to get a better idea on the actual sample. 

Table 3.3: Population, confidence level, confidence interval and sample size 

Population Confidence Level Confidence Interval Sample Size 

1512 99 5 462 

1512 95 5 306 

1512 95 11.5 69 

1512 90 5 230 

1512 90 9 80 

1512 90 9.7 69 

Based on the table 3.3, it can be seen that the author can predict the results with 95% 

confidence level and 11.5% confidence interval. That means, the researcher can be 

95% sure that the true percentage of the population that would pick an answer lies 

within plus or minus 11.5 from the sample mean. 

Moreover, apart from the questionnaire for IT managers, the author required to 

obtain details of the service offerings from all MSSPs operating in Sri Lanka. During 

the initial exploratory study, 14 such MSSPs were identified and hence, the 
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questionnaire for MSSPs was distributed to all known MSSPs. Here the author 

managed to obtain 10 responses. 

In order to obtain the required information from MSSPs who didn't respond to the 

questionnaire, corporate web sites of those vendors were used. Since the author is 

primarily concerned on the product/service offerings of the vendor, that approach 

was satisfactory and third party information (such as the customer comments of those 

vendors) was also used to verify the indicated offerings of those 4 vendors. As such, 

the author managed to obtain details of service offerings of 14 MSSPs operating in 

Sri Lanka. 

3.2.6 Methods of data analysis 

In this study, three types of data analysis methods are used. First, a reliability check 

using the Cronbach's Alpha method is carried out on responses in order to measure 

the internal consistency of the data set obtained. Then, a descriptive analysis is 

undertaken to determine the basic measurements of the data collected via 

questionnaires. Finally, a statistical analysis is conducted to test the hypotheses in 

order to finalize the findings of the study. For all of the data analysis requirements, 

SPSS™ tool (version 17) is used. 
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CHAPTER 4 DATA ANALYSIS & DISCUSSION 

4.1 Introduction 

This chapter discusses the data analysis and consists of three types of analysis. 

Further, it focuses on how the results of analysis can be used to achieve the 

objectives of the study. As such, first the reliability analysis is conducted for the data 

set obtained in order to establish the consistency of the data. Secondly, descriptive 

analysis is conducted in order to identify the basic characteristics of the data set and 

to validate whether the sample chosen represents the target population. The third 

analysis is the inferential analysis based on the hypothesis testing and it is used to 

identify the relationships among the variables chosen. The final section of the chapter 

focuses on the overall findings of the analysis with respect to the research objectives. 

4.2 Reliability Analysis 

The reliability of the collected data is established by testing for the consistency. The 

interim consistency reliability or the Cronbach's Alpha coefficient of the variables is 

calculated to determine the reliability of data collected. In general, the acceptable 

level of Cronbach's Alpha for the data is considered as 0.70. Thus, Cronbatch's 

Alpha should be 0.70 or higher for a set of items to be considered reliable. 

The calculated Cronbach's Alpha for the entire data set is .819 and hence reliability 

of the survey items is acceptable. The SPSS output for the reliability analysis is 

shown in table 4.1 and 4.2. 

Table 4.1: Case processing summary for the entire data set 

N % 
Cases Valid 69 100.0 Cases 

Excluded 0 .0 
Cases 

Total 69 100.0 
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Table 4.2: Reliability statistics for the entire data set 

Cronbach's Alpha N of Items 
.806 27 

Additionally, the reliability analysis for each of the scale variable was conducted and 

the results are shown in the table 4.3. According to the table, it shows that the data 

set for each scale variable is consistent since the Cronbach's Alpha is greater than 0.7 

for each variable. Thus, the reliability is ensured for the data set obtained. 

Table 4.3: Reliability statistics for individual variables 

Variable N N of Items 

(Questions) 

Cronbach's 

Alpha 

Variable 

Total Valid 

N of Items 

(Questions) 

Cronbach's 

Alpha 

Level of security skills 69 69 3 0.829 

Perceived security enhancement 69 69 3 0.935 

Need for 24x7 support 69 69 3 0.728 

Need to focus on core business 69 69 2 0.814 

Need for regulatory compliance 69 69 2 0.713 

Trust related issues 69 69 2 0.787 

Ownership related issues 69 69 2 0.892 

Dependency related issues 69 69 2 0.903 

Hidden cost related issues 69 69 2 0.817 

MSS awareness 69 69 4 0.854 

MSS perception 69 69 2 0.758 

4.3 Descriptive Analysis 

Descriptive statistics is used to describe the basic features of the data in a study. 

They provide simple summaries about the sample and the measures. Together with 

simple graphic analysis, they form the basis of virtually every quantitative analysis of 

the data. Descriptive statistics are used to present quantitative descriptions in a 
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manageable form. Further, it helps us to simplify large amounts of data in a sensible 

way. As such, this section comprises of the descriptive analysis for the data gathered. 

4.3.1 Organizational response 

This section performs the descriptive analysis of responses received in terms of the 

demographic aspects such as industry, organizational size etc. As mentioned earlier 

also, the author received 72 responses from different organizations and after careful 

analysis, 69 responses were selected as valid. The author had to reject few responses 

due to the incompleteness. As explained in the research design in Chapter 3, the 

author selected organizations in 10 major sectors in order get a clear understanding 

of the entire MSS industry. The figure 4.1 below shows the industry or sector wise 

distribution of the responses received, 

2 0 . 0 % " 

Industry or sector 

Figure 4.1: Industry/sector wise distribution of responses 
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According to the figure 4.1, it can be seen that financial services/insurance/banking 

sector represents the highest response rate while organizations from government and 

manufacturing sectors are the next major contributors to the sample. It is consistent 

with the general industry norm of financial sector being the most affected by security 

concerns and therefore most active in acquiring security solutions. Further, the author 

has been able to obtain considerable response rate from IT, telecommunications, 

apparel and transport. Wholesale & retail trading and diversified group of companies 

contribute the lowest response rate. However, the lowest response is also close to 5% 

on total responses. The figure 4.2 shows that the industry/sector wise distribution of 

responses is normally distributed. 

Figure 4.2: Industry/sector wise distribution of responses with normal curve 

In addition to the above view of the responses, figure 4.3 shows a pie chart view of 

the distribution of responses. It also clearly shows that the responses are not biased 
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to any specific sector or industry and the responses obtained represent a satisfactory 

view of all the selected sectors. 

Industry or sector 
I Information Technology 
D Telecommunications 
r-| Financial Services, 

Insurance & Banking 
• Wholesale & Retail Trade 
• Apparel & Textile 
I Manufacturing 
• Transport 
• Hotels & Restaurants 
r-i Government/Semi 

Government 
h Diversified Group of 

Companies 
• Other 

Figure 4.3: Industry/sector wise distribution of responses in a pie-chart 

The next section, the figure 4.4 below shows the distribution of employee head count 

of the organizations responded. The head count classification used in this research is 

based on the guidelines given by the Sri Lanka Standards Institution on 

organizational size. Figure 4.4 clearly shows that responses have been obtained from 

all sizes of organizations in small, medium and large categories. Further, the majority 

of responses are from medium to large organizations and it is consistent with the 

industry norm of small organizations not investing in IT/IT security solutions as 

compared to the medium to large organizations. 
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Figure 4.4: Distribution of employee head count of the organizations responded 

For the validity of the research findings, knowing who has responded is very 

important. Since security outsourcing is a primarily a managerial decision, the author 

always tried to make sure to get the organizational response from a person involved 

in IT decision making process. The figure 4.5 shows a summary of which type of 

people have actually responded and it clearly indicates that more than 95% of 

respondents are from IT managerial designations. Furthermore, the "other" category 

is also having IT decision making authority based on the input given by them 

although they don't hold a managerial designation. To preserve the validity of 

research findings, any response from a person without decision making authority on 

IT security solutions was rejected during the response validation phase. 
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Figure 4.5: Distribution of designation category of respondents 

The next section of this chapter comprises of MSS usage and other related 

requirements in organizations. 

4.3.2 MSS usage & requirements 

This section is to discuss MSS usage, unfulfilled requirements and SLA/NDA 

requirements of organizations. 

4.3.2.1 MSS usage 

Based on the information obtained from the organizations through the organizational 

MSS survey, the author summarizes which managed security services are used by the 

organizations. The figure 4.6 shows the organizational MSS adoption based on the 

number of services used. 
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Figure 4.6: MSS adoption in terms of number of services used 

Based on the above figure, it shows that around 25% percent of the organizations 

surveyed, do not use any form of MSS and rest of the organizations (i.e. more than 

75%) use one or more MSS. Further, 10% of organizations use only one MSS 

whereas 23% use two MSS services. Only 3% of organizations use 10 MSS services. 

Likewise, the figure 4.6 can be interpreted to understand the MSS usage in terms of 

number of services used. 

The next analysis on MSS adoption is based on which service categories are used by 

the organizations. The figure 4.7 shows the percentage distribution of usage of each 

service category of MSS. 
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Figure 4.7: MSS adoption by service category 

According to the figure 4.7, it can be seen that the managed email content filtering 

service is the most widely used MSS since more than 40% of the organizations use 

that service. Further, managed firewall services and managed VPN services are the 

second mostly used service categories and nearly 40% of the organizations use those 

two services. Accordingly, adoption of each service category can be seen and thus, 

incident management is the least used service category in Sri Lankan organizations. 

4.3.2.2 Unfulfilled MSS requirements 

In the previous section, current MSS usage was discussed. In other words, it is the 

fulfilled MSS requirement of organizations. However, there can be security 

outsourcing requirements which have not yet been fulfilled by utilizing proper MSS 

services. Though this could happen due to many reasons such as unavailability of 

services, internal organizational issues etc, the author is only interested in identifying 

required services which have not yet been fulfilled only due to the unavailability of a 

proper vendor. When questioned in the survey, organizations have given their 

unfulfilled MSS requirements and figure 4.8 shows the summary of that based on the 

percentage distribution of service category. 
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Figure 4.8: Unfulfilled MSS requirement 

The figure 4.8 shows that more than 55% of organizations do not have any 

unfulfilled MSS requirement and rest of the organizations have some form of 

unfulfilled requirements. In other words, 45% of organizations do have some form of 

unfulfilled MSS requirement. Specifically, more than 20% of organizations have 

such requirements for security monitoring and security consultancy. Approximately 

10% of the organizations do have unfulfilled requirements for vulnerability 

assessment, managed IPS, security policy compliance and incident management. The 

author believes that the above is an important finding for MSSPs as it clearly shows 

that there are untouched opportunities for many of the MSS services categories. 

4.3.2.3 Requirement to have SLAs & NDAs 

Service level agreements and non-disclosure agreements are an integral element 

when using MSS in organizations. In the questionnaire for IT managers, the 

requirement to have SLA/NDAs was measured in likert scale from 1 to 5 with 5 

being the strong requirement to have those. Based on the responses obtained, 

organizational requirement to have SLA/NDA can be analysed with One-sample T-

test to understand the mean of the variable and the results are shown in the table 4.4 

and 4.5. 
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Table 4.4: One-sample statistics of SLA/NDA requirement 

N Mean 
Std. 

Deviation Std. Error Mean 

MSS Requirement - 59 4.59 .619 .081 
SLA requirement 
MSS Requirement - 59 4.41 .893 .116 
NDA requirement 

Table 4.5: One-Sample test of SLA/NDA requirement 

Test Value = 3 

95% Confidence 
Interval of the 

Difference 

t df Sig. (2-tailed) 
Mean 

Difference Lower Upper 

MSS Requirement - 19.764 58 .000 1.593 1.43 1.75 
SLA requirement 

MSS Requirement - 12.102 58 .000 1.407 1.17 1.64 
NDA requirement 

According to the results in table 4.4, the mean value of SLA requirement and NDA 

requirement is 4.59 and 4.41 respectively. Those mean values were tested with the T-

test value of 3 as per the table 4.5. The result states that there is a significant 

difference between the mean value and the tested value as the p-value (significance) 

is far below 0.05. This indicates that both means values are not equivalent to 3. 

In the table 4.5, the lower and upper levels of 95% confidence interval of the 

difference are both positive. That means it lies to the right hand side of the scale of 1 

to 5 where 5 being the strong requirement to have SLA/NDA. Since the upper and 

lower boundaries of the 95% confidence interval of the difference are between 3 and 

5, we can conclude that the requirement to have SLA/NDA when using MSS is high. 

Thus, the organizations require SLA/NDAs when using MSS and it goes in line with 

the best practises highlighted in MSS literature. 
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4.3.3 Organizational perception on MSS 

In this section, we discuss the organizational perception on MSS in terms of two 

aspects. First is whether the organizations believe that MSS services are limited in 

Sri Lanka or not. Secondly, the author checked IT manager's perception on whether 

IT security requirements can be fulfilled by presently available MSS services or not. 

Based on the above aspects, the analysis is presented below. 

4.3.3.1 Limited services 

Organizational perception on limited MSS service offerings, was measured in a likert 

scale from 1 to 5, with 5 being the strong belief on limited services. Based on the 

responses obtained, perception on limited services can be analysed with one-sample 

T-test to understand the mean of the variable and the results are shown in the table 

4.6 and 4.7. 

Table 4.6: One-sample statistics of perception on limited service offerings 

N Mean Std. Deviation Std. Error Mean 

Limited MSS offerings 59 3.49 .858 .112 

Table 4.7: One-sample test of perception on limited service offerings 

Test Value = 3 

t df 
Sig. (2-
tailed) 

Mean 
Difference 

95% Confidence Interval of the 
Difference 

t df 
Sig. (2-
tailed) 

Mean 
Difference Lower Upper 

Limited MSS 
offerings 

4.398 58 .000 .492 .27 .72 

According to the results in table 4.6, the mean value of perception on limited service 

offerings is 3.49. The mean value was tested with the T-test value of 3 as shown in 

the figure 4.7. The results state that there is a significant difference between the mean 
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value and the tested value as the p-value (significance) is far below 0.05. This 

indicates that the mean is not equivalent to 3. 

As shown in the table 4.7, the lower and upper levels of 95% confidence interval of 

the difference are both positive. Which means it lies to the right hand side of the 

scale of 1 to 5, where 5 being the strong belief on limited service offerings. Since the 

upper and lower boundaries of the 95% confidence interval of the difference are 

between 3 and 5, we can conclude that the IT managers believe that MSS offerings 

are limited. 

4.3.3.2 Fulfilment of security outsourcing requirements 

IT manager's perception on whether security outsourcing requirements can be 

fulfilled by available MSS service offerings, was measured in a likert scale from 1 to 

5, with 5 being the strong belief on the possibility to fulfil. Based on the responses 

obtained, the perception can be analysed with One-sample T-test to understand the 

mean of the variable and the results are shown in the table 4.8 and 4.9. 

Table 4.8: One-sample statistics of perception on possibility to fulfil security 

outsourcing requirements 

N Mean 
Std. 

Deviation 
Std. Error 

Mean 

Perception on possibility 
to fulfil security 
outsourcing requirements 

59 3.17 .894 .116 
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Table 4.9: One-sample test of perception on possibility to fulfil security outsourcing 

requirements 

Test Value = 3 

t df 
Sig. (2-
tailed) 

Mean 
Difference 

95% Confidence Interval 
of the Difference 

t df 
Sig. (2-
tailed) 

Mean 
Difference Lower Upper 

Perception on possibility 
to fulfil security 
outsourcing requirements 

1.45 
7 

58 .150 .169 -.06 .40 

According to the results in table 4.8, the mean value of the variable is 3.17. The 

mean value was tested with the test value of 3 as per the table 4.9. The result states 

that there is a no significant difference between the mean value and the tested value 

as the p-value (significance) is much greater than 0.05. This means that the mean is 

not significantly different from value 3. In other words, IT manager's perception on 

possibility to fulfil security outsourcing requirements with present service offerings 

is neither high nor low. Thus, the author can conclude that the IT managers 

moderately believe that they can fulfil their security outsourcing requirements with 

presently available services. 

4.3.4 Descriptive analysis of variables 

This section discusses the descriptive analysis for each of the variable. It elaborates 

frequencies, measures of central tendency and dispersion of data collected in order to 

identify consequential characteristics. Further for each variable, normality check is 

conducted to determine whether the data set obtained represents a random sample or 

not. The following sub-sections discuss the analysis for each of the variable in detail. 
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4.3.4.1 Level of information security skills 

This section discusses the descriptive analysis of the variable named level of 

information security skills and the table 4.10 illustrates the summary of the 

descriptive statistics in terms of minimum, maximum, mean and standard deviation. 

Table 4.10: Descriptive statistics of level of information security skills 

N Minimum Maximum Mean Std. Deviation 

Level of security Skills 69 1.00 4.67 2.7101 .92516 
Valid N (listwise) 69 

Table 4.10 shows that the mean of the level of information security skills is 2.71 with 

the standard deviation of 0.93. As the likert scale is from 1 to 5 and the 1 being the 

very low level of security skills, this indicates that the mean of the security skill level 

is more towards the low side of the scale. In addition to this, frequency analysis of 

the information security skills was also performed and the results are shown in the 

table 4.11. 

The output of frequency analysis in table 4.11 shows that more than 68% of the 

responses have occurred below the security skill level of 3. Thus, it also gives an 

indication that the security skill level in Sri Lankan organizations is more towards the 

low side of the scale. 
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Table 4.11: Frequency analysis of level of information security skills 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.00 2 2.9 2.9 2.9 

1.33 6 8.7 8.7 11.6 

1.67 6 8.7 8.7 20.3 

2.00 6 8.7 8.7 29.0 

2.33 7 10.1 10.1 39.1 

2.67 15 21.7 21.7 60.9 

3.00 5 7.2 7.2 68.1 

3.33 7 10.1 10.1 78.3 

3.67 5 7.2 7.2 85.5 

4.00 5 7.2 7.2 92.8 

4.33 4 5.8 5.8 98.6 

4.67 1 1.4 1.4 100.0 

Total 69 100.0 100.0 

In addition to the above aspects of descriptive analysis of security skill level, it is 

very important to see the normality of the responses received. Figure 4.9 shows the 

histogram of responses received for the level of security skills with the normal curve. 

According to the figure, the responses are normally distributed with a mean of 2.71 

and standard deviation of 0.925. Thus, it confirms that the responses are non-biased 

and hence the author can continue with the further statistical analysis on the data 

gathered. 
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Mean =2.71 
Std. Dev. =0.925 

N =69 

Level of security Skills 

Figure 4.9: Histogram of level of information security skills 

4.3.4.2 Perceived security enhancement 

This section discusses the descriptive analysis of the variable named perceived 

security enhancement and the table 4.12 illustrates the summary of the descriptive 

statistics in terms of minimum, maximum, mean and standard deviation. 

Table 4.12 shows that mean of the perceived security enhancement of the responses 

received is 3.48 with standard deviation of 0.74. Since the likert scale is from 1 to 5 

with 1 being the very low perceived enhancement, this indicates that the mean of the 

variable is more towards the high side of the scale. 
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Table 4.12: Descriptive statistics of perceived security enhancement 

N Minimum Maximum Mean Std. Deviation 

Perceived security 69 1.00 5.00 3.4783 .74201 
enhancement 
Valid N (listwise) 69 

Further to the above analysis, frequency analysis of the variable was also performed 

and the results are shown in the table 4.13. The output of frequency analysis shows 

that only 27.5% the responses have occurred below the security skill level of 3. Thus, 

it gives an indication that the perceived security enhancement is more towards the 

high side of the scale. 

Table 4.13: Frequency analysis of perceived security enhancement 

Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid 1.00 1 1.4 1.4 1.4 

1.67 1 1.4 1.4 2.9 

2.00 1 1.4 1.4 4.3 

2.33 5 7.2 7.2 11.6 

2.67 4 5.8 5.8 17.4 

3.00 7 10.1 10.1 27.5 

3.33 12 17.4 17.4 44.9 

3.67 14 20.3 20.3 65.2 

4.00 15 21.7 21.7 87.0 

4.33 5 7.2 7.2 94.2 

4.67 3 4.3 4.3 98.6 

5.00 1 1.4 1.4 100.0 

Total 69 100.0 100.0 

In addition to the above aspects of descriptive analysis of perceived security 

enhancement, it is essential to see the normality of the responses received. Thus, 
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figure 4.10 shows the histogram of responses received with the normal curve. 

According to the figure, the variable is normally distributed with a mean of 3.48 and 

standard deviation of 0.74. It confirms that the responses are non-biased and hence 

the author can continue with the further statistical analysis on the data gathered. 

Perceived security enhancement 

Figure 4.10: Histogram of perceived security enhancement 

4.3.4.3 Need to focus on core business 

This section discusses the descriptive analysis of the variable named need to focus on 

core business and the table 4.14 shows the summary of the descriptive statistics in 

terms of minimum, maximum, mean and standard deviation. 
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Table 4.14: Descriptive statistics of need to focus on core business 

N Minimum Maximum Mean Std. Deviation 

Need to focus on core 69 2.00 5.00 3.6087 .72187 
business 
Valid N (listwise) 69 

Table 4.14 shows that the mean of the variable - need to focus on core business is 

3.61 with standard deviation of 0.72. Since the likert scale is from 1 to 5 and 1 being 

the very low need level, this indicates that the mean is more towards the high side of 

the scale. 

Further to the above analysis, frequency analysis of the need to focus on core 

business was also performed and the results are shown in the table 4.15. The output 

of frequency analysis shows that only 31.9% the responses have occurred below the 

need level of 3. Thus, it also gives an indication that the mean of the need to focus on 

core business is more towards the high side of the scale. 

Table 4.15: Frequency analysis of the need to focus on core business 

Frequency Percent Valid Percent Cumulative Percent 

Valid 2.00 5 7.2 7.2 7.2 

2.50 2 2.9 2.9 10.1 

3.00 15 21.7 21.7 31.9 

3.50 10 14.5 14.5 46.4 

4.00 27 39.1 39.1 85.5 

4.50 8 11.6 11.6 97.1 

5.00 2 2.9 2.9 100.0 

Total 69 100.0 100.0 

In addition to the above aspects of descriptive analysis, it is essential to see the 

normality of the responses received. Thus, figure 4.11 shows the histogram of 
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responses received for the variable. According to the figure, responses gathered are 

normally distributed with a mean of 3.61 and standard deviation of 0.72. It confirms 

that the responses are non-biased and hence the author can continue with the further 

statistical analysis on the data set received. 

Need to focus on core business 

Figure 4.11: Histogram of need to focus on core business 

Mean =3.61 
Std. Dev. =0.722 

N =69 

4.3.4.4 Need for 24x7 support 

This section discusses the descriptive analysis of the variable named need for 24x7 

support and the table 4.16 shows the summary of the descriptive statistics in terms of 

minimum, maximum, mean and standard deviation. 
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Table 4.16: Descriptive statistics of need for 24x7 support 

N Minimum Maximum Mean Std. Deviation 

Need for 24x7 69 2.33 5.00 4.1304 .61628 
support 
Valid N (listwise) 69 

Table 4.16 above shows that, the mean of the variable - need for 24x7 support is 

4.13 with standard deviation of 0.61. Since the likert scale is from 1 to 5 and 1 being 

the very low need level, this indicates that the mean of the variable is more towards 

the high side of the scale. 

Further to the above analysis, frequency analysis of the need for 24x7 support was 

also performed and the results are shown in the table 4.17. The output of frequency 

analysis shows that only 7.2% of responses have occurred below the need level of 3. 

Thus, it verifies that the mean of the variable is more towards the high side of the 

scale. 

Table 4.17: Frequency analysis of need for 24x7 support 

Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid 2.33 1 1.4 1.4 1.4 

3.00 4 5.8 5.8 7.2 

3.33 7 10.1 10.1 17.4 

3.67 7 10.1 10.1 27.5 

4.00 15 21.7 21.7 49.3 

4.33 16 23.2 23.2 72.5 

4.67 8 11.6 11.6 84.1 

5.00 11 15.9 15.9 100.0 

Total 69 100.0 100.0 
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In addition to the above aspects of descriptive analysis of the need for 24x7 support, 

it is essential to see the normality of the responses received. Thus, figure 4.12 shows 

the histogram of responses received. According to the figure, responses gathered are 

normally distributed with a mean of 4.13 and standard deviation of 0.62. It confirms 

that the responses are non-biased and hence the author can continue with the further 

statistical analysis on the data set received. 

Mean =4.13 
Std. Dev. =0.616 

N =69 

Need for 24x7 support 

Figure 4.12: Histogram of need for 24x7 support 
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4.3.4.5 Need for regulatory compliance 

This section discusses the descriptive analysis of the variable - need for regulatory 

compliance and the table 4.18 shows the summary of the descriptive statistics of the 

variable in terms of minimum, maximum, mean and standard deviation. 

. Table 4.18: Descriptive statistics of need for regulatory compliance 

N Minimum Maximum Mean Std. Deviation 

Need for regulatory 69 1.00 4.00 2.8623 .74697 
compliance 
Valid N (listwise) 69 

Table 4.18 above shows that, the mean of the variable - need for regulatory 

compliance is 2.86 with standard deviation of 0.75. Since the likert scale is from 1 to 

5 and the 1 being the very low need level, this indicates that the mean of the variable 

is more towards the low side of the scale. 

Further to the above analysis, frequency analysis of the variable was also performed 

and the results are shown in the table 4.19. The output of frequency analysis shows 

that 66.7% of responses have occurred below the need level of 3. Thus, it also gives 

an indication that the need for regulatory compliance is more towards the low side of 

the scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.13 shows the histogram of responses received for need for regulatory compliance. 

According to the figure, responses gathered for the need for regulatory compliance 

are normally distributed with a mean of 2.86 and standard deviation of 0.75. It 

confirms that the responses are non-biased and hence the author can continue with 

the further statistical analysis on the data received. 
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Table 4.19: Frequency analysis of need for regulatory compliance 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.00 2 2.9 2.9 2.9 

2.00 16 23.2 23.2 26.1 

2.50 11 15.9 15.9 42.0 

3.00 17 24.6 24.6 66.7 

3.50 14 20.3 20.3 87.0 

4.00 9 13.0 13.0 100.0 

Total 69 100.0 100.0 

O.oo 1.00 2.00 3.00 4.00 5.00 

Need for regulatory compliance 

Figure 4.13: Histogram of need for regulatory compliance 
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Mean =2.86 
Std. Dev. =0.747 

N =69 
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4.3.4.8 Dependency related issues 

This section discusses the descriptive analysis of the variable named trust related 

issues and the table 4.20 illustrates the summary of the descriptive statistics in terms 

of minimum, maximum, mean and standard deviation. 

Table 4.20: Descriptive statistics of trust related issues 

N Minimum Maximum Mean Std. Deviation 

Trust related issues 69 1.50 5.00 3.1159 .79124 

Valid N (listwise) 69 

Table 4.20 above shows that, the mean of the variable - trust related issues, is 3.12 

with standard deviation of 0.79. Since the likert scale is from 1 to 5 and 1 being the 

very low level of issues, this indicates that the mean is slightly more towards the high 

side of the scale. 

Further to the above analysis, frequency analysis of the variable was also performed 

and the results are shown in the table 4.21. The output of frequency analysis shows 

that 55.1% of responses have occurred below the need level of 3. Thus, it shows that 

the majority of the responses for trust related issues have occurred within the lower 

half of the likert scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.14 shows the histogram of responses received. According to the figure, responses 

gathered are normally distributed with a mean of 3.12 and standard deviation of 0.79. 

It confirms that the responses are non-biased and hence the author can continue with 

the further statistical analysis on the data received 
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Table 4.21: Frequency analysis of trust related issues 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.50 1 1.4 1.4 1.4 

2.00 12 17.4 17.4 18.8 

2.50 9 13.0 13.0 31.9 

3.00 16 23.2 23.2 55.1 

3.50 15 21.7 21.7 76.8 

4.00 13 18.8 18.8 95.7 

4.50 1 1.4 1.4 97.1 

5.00 2 2.9 2.9 100.0 

Total 69 100.0 100.0 

6.00 

Trust related issues 

Figure 4.14: Histogram of trust related issues 
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4.3.4.8 Dependency related issues 

This section discusses the descriptive analysis of the variable named ownership 

related issues and the table 4.22 shows the summary of the descriptive statistics in 

terms of minimum, maximum, mean and standard deviation. 

Table 4.22: Descriptive analysis of ownership related issues 

N Minimum Maximum Mean 
Std. 

Deviation 

Ownership Related 
Issues 

69 1.50 5.00 3.3406 .72504 

Valid N (listwise) 69 

Table 4.22 above shows that, the mean of the variable - ownership related issues, is 

3.34 with standard deviation of 0.73. Since the likert scale is from 1 to 5 and 1 being 

the very low level of issues, this indicates that the mean of the variable is more 

towards the high side of the scale. 

Further to the above analysis, frequency analysis of the ownership related issues was 

also performed and the results are shown in the table 4.23. The output of frequency 

analysis shows that 43.5% of responses have occurred below the issue level of 3. 

Thus, it gives an indication that the mean of the variable is more towards the high 

side of the scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.15 shows the histogram of responses received for ownership related issues. 

According to the figure, responses gathered are normally distributed with a mean of 

3.34 and standard deviation of 0.725. It confirms that the responses are non-biased 

and hence the author can continue with the further statistical analysis on the data 

received. 
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Table 4.27: Frequency analysis of hidden cost related issues 

Frequency Percent Valid Percent Cumulative Percent 

Valid 1.50 1 1.4 1.4 1.4 

2.00 4 5.8 5.8 7.2 

2.50 8 11.6 11.6 18.8 

3.00 17 24.6 24.6 43.5 

3.50 20 29.0 29.0 72.5 

4.00 14 20.3 20.3 92.8 

4.50 2 2.9 2.9 95.7 

5.00 4.3 4.3 100.0 

Total 69 100.0 100.0 

6.00 

Ownership Related Issues 

Figure 4.17: Histogram of hidden cost related issues 

Mean =3.34 
Std. Dev. =0.725 

N =69 
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4.3.4.8 Dependency related issues 

This section discusses the descriptive analysis of the variable named dependency 

related issues and the table 4.24 shows the summary of the descriptive statistics of 

the variable in terms of minimum, maximum, mean and standard deviation. 

Table 4.24: Descriptive analysis of dependency related issues 

N Minimum Maximum Mean Std. Deviation 

Dependency related 69 1.00 5.00 3.5725 .81021 
issues 
Valid N (listwise) 69 

Table 4.24 above shows that the mean of the variable is 3.57 with standard deviation 

of 0.81. Since the likert scale is from 1 to 5 and 1 being the very low level of issues, 

this indicates that the mean of dependency related issues is more towards the high 

side of the scale. 

Further to the above analysis, frequency analysis of the dependency related issues 

was also performed and the results are shown in the table 4.25. The output of 

frequency analysis shows that only 31.9% of responses have occurred below the 

issues level of 3. Thus, it also gives an indication that the mean of the variable is 

more towards the high side of the scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.16 shows the histogram of responses received for dependency related issues. 

According to the figure, responses gathered are normally distributed with a mean of 

3.57 and standard deviation of 0.81. It confirms that the responses are non-biased and 

hence the author can continue with the further statistical analysis on the data 

received. 
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Table 4.27: Frequency analysis of h i d d e n cost related issues 

Frequency Percent Valid Percent 
Cumulative 

Percent 
Valid 1.00 1 1.4 1.4 1.4 

2.00 5 7.2 7.2 8.7 
2.50 2 2.9 2.9 11.6 
3.00 14 20.3 20.3 31.9 
3.50 15 21.7 21.7 53.6 
4.00 20 29.0 29.0 82.6 
4.50 8 11.6 11.6 94.2 
5.00 4 5.8 5.8 100.0 
Total 69 100.0 100.0 

Ol5i 
C 
fl) 
O" 0) 

Mean =3.57 
Std. Dev. =0.81 

N =69 

Dependency Related Issues 

Figure 4.17: Histogram of h i d d e n cost related issues 
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4.3.4.9 Hidden cost related issues 

This section discusses the descriptive analysis of the variable - hidden cost related 

issues and the table 4.26 shows the summary of the descriptive statistics in terms of 

minimum, maximum, mean and standard deviation. 

Table 4.26: Descriptive analysis of hidden cost related issues 

N Minimum Maximum Mean Std. Deviation 

Hidden cost related 69 1.50 5.00 3.4058 .68747 
issues 
Valid N (listwise) 69 

Table 4.26 above shows that the mean of the variable is 3.41 with standard deviation 

of 0.69. Since the likert scale is from 1 to 5 and 1 being the very low level of issues, 

this indicates that the mean is more towards the high side of the scale. 

Further to the above analysis, frequency analysis of hidden cost related issues was 

also performed and the results are shown in the table 4.27. The output shows that 

43.5% of responses have occurred below the issues level of 3. Thus, it shows that the 

majority of the responses have occurred within the upper half of the likert scale. 

In addition to the above aspects of descriptive analysis, it is essential to see the 

normality of the responses received. Thus, figure 4.17 shows the histogram of 

responses received for hidden cost related issues. According to the figure, responses 

are normally distributed with a mean of 3.41 and standard deviation of 0.69. It 

confirms that the responses are non-biased and hence the author can continue with 

the further statistical analysis on the data set received. 
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Table 4.27: Frequency analysis of hidden cost related issues 

Frequency Percent Valid Percent 
Cumulative 

Percent 

Valid 1.50 1 1.4 1.4 1.4 

2.00 2 2.9 2.9 4.3 

2.50 7 10.1 10.1 14.5 

3.00 20 29.0 29.0 43.5 

3.50 16 23.2 23.2 66.7 

4.00 16 23.2 23.2 89.9 

4.50 6 8.7 8.7 98.6 

5.00 1.4 1.4 100.0 

Total 69 100.0 100.0 

Mean =3.41 
Std. Dev. =0.687 

N =69 

6.00 

Hidden Cost Related Issues 

Figure 4.17: Histogram of hidden cost related issues 
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4.3.4.10 MSS awareness 

This section discusses the descriptive analysis of MSS awareness and the table 4.28 

shows the summary of the descriptive statistics in terms of minimum, maximum, 

mean and standard deviation. 

Table 4.28: Descriptive analysis of MSS awareness 

N Minimum Maximum Mean Std. Deviation 

MSS awareness 69 2.25 4.25 3.4746 .38383 
Valid N (listwise) 69 

Table 4.28 above shows that the mean of the variable - MSS awareness, is 3.47 with 

standard deviation of 0.38. Since the likert scale is from 1 to 5 and 1 being the very 

low level of awareness, this indicates that the mean is more towards the high side of 

the scale. 

Further to the above analysis, frequency analysis of the MSS awareness was also 

performed and the results are shown in the table 4.29. The output shows that only 

18.8% of responses have occurred below the awareness level of 3. Thus, it shows 

that the majority of the responses for MSS awareness have occurred within the upper 

half of the likert scale. 

Moreover, it is essential to see the normality of the responses received. Thus, figure 

4.18 shows the histogram of responses received for MSS awareness. According to 

the figure, responses are normally distributed with a mean of 3.47 and standard 

deviation of 0.38. It confirms that the responses are non-biased and hence the author 

can continue with the further statistical analysis on the data received. 
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Table 4.29: Frequency analysis of MSS awareness 

Frequency Percent Valid Percent Cumulative Percent 
Valid 2.25 1 1.4 1.4 1.4 

2.75 4 5.8 5.8 7.2 
3.00 8 11.6 11.6 18.8 
3.25 8 11.6 11.6 30.4 
3.50 24 34.8 34.8 65.2 
3.75 17 24.6 24.6 89.9 
4.00 4 5.8 5.8 95.7 
4.25 3 4.3 4.3 100.0 
Total 69 100.0 100.0 

2.50 

MSS Awareness 

Figure 4.18: Histogram of MSS awareness 

Mean =3.47 
Std. Dev. =0.384 

N =69 
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4.3.5 Analysis of MSSPs & service offerings 

A detailed analysis of the managed security service providers and their service 

offerings are conducted in this section. More specifically, it discusses the form of the 

MSSP, their service offerings and the SLA/NDA offerings. 

4.3.5.1 Form of the MSSP 

As discussed in the literature review in chapter 2, MSSPs can come from various 

forms such as start-up companies, established computer security firms, system 

integrators, telecommunication companies, internet service providers, consulting 

firms etc. Thus, the industry composition can be analysed in terms of the form of the 

organization. The figure 4.19 shows the composition of local MSSPs in terms of the 

form of the business entity. 

Figure 4.19: Form of the MSSP 

Figure 4.19 shows that the majority of the local MSSPs are network/system 

integrators since 6 companies belong to that category. In addition to that, there are 3 

MSSPs each, from telecommunication companies and audit/consultancy firms. 

Furthermore, only two companies have been established as an MSSP to provide 

managed security services to the local IT industry. Thus, it shows that there are only 
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two companies with primary business as MSS while others having something else as 

their primary business and offer MSS as a secondary service offering. 

4.3.5.2 Service offerings 

MSSPs offer managed security services to organizations. According to the 

information received from MSSPs operating in Sri Lanka, vendors were categorised 

based on the services they offer. Based on that, the number of vendors who offer 

each service is shown in the figure 4.20. 

According to the figure 4.20, managed firewall services and security policy 

compliance services are the mostly offered services in Sri Lanka. Eight MSSPs offer 

those services to the organizations. In addition to that, managed IPS, managed email 

content filtering and vulnerability assessment are the services which are next mostly 

offered services since seven vendors offer the same. Furthermore, it can be seen that 

five vendors offer managed VPN, managed web content filtering, incident 

management and security monitoring services while only four vendors offer security 

consultancy services. 

Figure 4.20: Number of vendors offering each MSS 
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Furthermore, in general it can be seen that the number of MSSPs operating in Sri 

Lanka is somewhat limited. Even for mostly offered services, only eight or less 

number of vendors are available. On the other hand, security consultancy services are 

offered only by four vendors and that is really limited. In general, fewer vendors can 

be a limiting factor for the adoption of such services and the development of the 

industry. 

4.3.5.3 SLA & NDA 

Having SLAs and NDAs is a key concern when using MSS in organizations. 

According to the responses from MSSPs, all the vendors who responded to the 

questionnaire (10 out of 14 vendors) are ready to offer SLAs and NDAs to their 

customers. Even though SLA and NDA are offered, the author didn't go into the 

details of the agreements such as available service levels etc since it is not in the 

scope of the research study. Additionally, it is not clear whether those who didn't 

respond to the questionnaire (4 out of 14 vendors) offer SLA/NDA or not. 

However, based on the vendors who responded to the questionnaire, it shows that 

organizational MSS requirement is matched by vendors in terms of the offering of 

SLA/NDA 
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4.4 Analysis of Hypotheses 

This section tests the hypothesis defined in the section 3.2.2. In general, hypothesis 

analysis deals with drawing conclusions and, in some cases, making predictions 

about the properties of a population based on information obtained from a sample. 

While descriptive statistics provide information about the central tendency, 

dispersion etc inferential statistics allow making broader statements about the 

relationships between data. In this research, the author uses Pearson correlation as 

well as One-sample T-test to test the hypotheses. There are 12 hypotheses altogether 

and hypotheses 1 to 9 are tested using the Pearson correlation while the One-sample 

T-test is used to test hypothesis 10 to 12. 

4.4.1 Testing hypothesis 1 

Hypothesis 1 is given below and the SPSS output for testing Pearson correlation for 

hypothesis 1 is shown in the table 4.30. 

Hlo: There is no relationship between the level of the information security 

skills and the usage of MSS in organizations 

HI a: There is a relationship between the level of the information security 

skills and the usage of MSS in organizations 

Table 4.30: Correlation between MSS usage and the level of security skills 

No of MSS Level of security 
services used Skills 

No of MSS services Pearson 1 -.279* 
used Correlation 

Sig. (2-tailed) .020 

N 69 69 
Level of security Pearson -.279* 1 
Skills Correlation 

Sig. (2-tailed) .020 

N 69 69 
*. Correlation is significant at the 0.05 level (2-tailed). 
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According to the table 4.30, the significance or the p-value is 0.020, which is much 

less than the 0.05. Thus, the author can reject the null hypothesis of HI. Therefore, 

the result is such that there is a relationship between level of the information security 

skills and the usage of MSS in organizations. 

Further, the Pearson correlation coefficient is negative. This means that the direction 

of the relationship is negative. Therefore, when the level of information security 

skills increases, it indicates that the MSS usage in organizations would decrease. 

4.4.2 Testing hypothesis 2 

Hypothesis 2 is stated below and the testing is based on the Pearson correlation. 

Table 4.31 shows the SPSS output for the Pearson correlation testing. 

H2o: There is no relationship between the perceived security enhancement 

and the usage of MSS in organizations 

H2a: There is a relationship between the perceived security enhancement and 

the usage of MSS in organizations 

Table 4.31: Correlation between MSS usage and perceived security enhancement 

No of MSS 
services used 

Perceived security 
enhancement 

No of MSS services Pearson 1 .260* 
used Correlation 

Sig. (2-tailed) .031 
N 69 69 

Perceived Pearson .260* 1 
enhancement for Correlation 
information security Sig. (2-tailed) .031 

N 69 69 
*. Correlation is significant at the 0.05 level (2-tailed). 

According to the table 4.31, the p-value is 0.031, which is less than the 0.05. Thus, 

the author can reject the null hypothesis of H2. Therefore, the result is such that there 
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is a relationship between the perceived security enhancement and the usage of MSS 

in organizations. 

Further, the Pearson correlation coefficient is positive. This means that the direction 

of the relationship is positive. Therefore, when perceived security enhancement is 

increasing, the MSS usage in organizations would also increase. 

4.4.3 Testing hypothesis 3 

Hypothesis 3 is given below and the testing is based on the Pearson correlation. 

Table 4.32 shows the SPSS output for the Pearson correlation testing. 

H3o: There is no relationship between the need for 24x7 service availability and 

the usage of MSS in organizations 

H3a: There is a relationship between the need for 24x7 service availability and 

the usage of MSS in organizations 

Table 4.32: Correlation between MSS usage and need for 24x7 support 

No of MSS services Need for 24x7 
used support 

No of MSS Pearson Correlation 1 .085 
services used 

Sig. (2-tailed) .488 

N 69 69 
Need for 24x7 Pearson Correlation .085 1 
support 

Sig. (2-tailed) .488 

N 69 69 

According to the table 4.32, the p-value is 0.488, which is much greater than the 

0.05. Thus, the author can not reject the null hypothesis of H3. Therefore, the result 

is such that there is no relationship between the need for 24x7 support and the usage 

of MSS in organizations. 
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4.4.11 Testing hypothesis 11 

Hypothesis 4 is given below and the testing is based on the Pearson correlation. 

Table 4.33 shows the SPSS output for the Pearson correlation testing. 

H4o: There is no relationship between focus on core business and the usage of 

MSS in organizations 

H4a: There is a relationship between focus on core business and the usage of 

MSS in organizations 

According to the table 4.33, the p-value is 0.121, which is much greater than the 

0.05. Thus, the author can accept the null hypothesis of H4. Therefore, the result is 

that there is no relationship between the need to focus on core business and the usage 

of MSS in organizations. 

Table 4.33: Correlation between MSS usage and need to focus on core business 

No of MSS services Need to focus on 
used core business 

No of MSS Pearson 1 .188 
services used Correlation 

Sig. (2-tailed) .121 

N 69 69 
Need to focus on Pearson .188 1 
core business Correlation 

Sig. (2-tailed) .121 

N 69 69 
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4.4.11 Testing hypothesis 11 

Hypothesis 5 is given below and the testing is based on the Pearson correlation. 

Table 4.34 shows the SPSS output for the Pearson correlation testing. 

H5o: There is no relationship between regulatory compliance and the usage of 

MSS in organizations 

H5a: There is a relationship between regulatory compliance and the usage of 

MSS in organizations 

Table 4.34: Correlation between MSS usage and need for regulatory compliance 

No of MSS Need for regulatory 
services used compliance 

No of MSS Pearson 1 .233 
services used Correlation 

Sig. (2-tailed) .054 

N 69 69 
Need for regulatory Pearson .233 1 
compliance Correlation 

Sig. (2-tailed) .054 

N 69 69 

According to the table 4.34, the p-value is 0.054, which is greater than the 0.05. 

Thus, the author can accept the null hypothesis of H5. Therefore, the result is that 

there is no relationship between the need for regulatory compliance and the usage of 

MSS in organizations. 

4.4.6 Testing hypothesis 6 

Hypothesis 6 is to test the relationship between MSS usage and the trust related 

issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.35 shows the SPSS output for the correlation testing. 
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H6o: There is no relationship between trust related issues and the usage of MSS 

in organizations 

H6a: There is a relationship between trust related issues and the usage of MSS 

in organizations 

Table 4.35: Correlation between MSS usage and trust related issues 

No of MSS 
services used Trust related issues 

No of MSS 
services used 

Pearson 
Correlation 
Sig. (2-tailed) 

N 69 

-.277 

.021 

69 
Trust related issues Pearson 

Correlation 

Sig. (2-tailed) 

N 

-.277 

.021 

69 

1 

69 
*. Correlation is significant at the 0.05 level (2-tailed) 

According to the table 4.35, the p-value is 0.021, which is much less than the 0.05. 

Thus, the author can reject the null hypothesis of H6. Therefore, the result is such 

that there is a relationship between trust related issues and the usage of MSS in 

organizations. Further, the Pearson Correlation coefficient is negative. This means 

that the direction of the relationship is negative. Therefore, when trust related issues 

are increasing, the MSS usage in organizations would decrease. 

4.4.7 Testing hypothesis 7 

Hypothesis 7 is to test the relationship between MSS usage and the ownership related 

issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.36 shows the SPSS output for the correlation testing. 
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H7o: There is no relationship between ownership related issues and the usage of 

MSS in organizations 

H7a: There is a relationship between ownership related issues and the usage of 

MSS in organizations 

Table 4.36: Correlation between MSS usage and ownership related issues 

No of MSS 
services used 

Ownership Related 
Issues 

No of MSS Pearson 1 -.193 
services used Correlation 

Sig. (2-tailed) .112 

N 69 69 
Ownership Related Pearson -.193 1 
Issues Correlation 

Sig. (2-tailed) .112 

N 69 69 

According to the table 4.36, the p-value is 0.11, which is much greater than the 0.05. 

Thus, the author has to accept the null hypothesis of H7. Therefore, the result is such 

that there is no relationship between the ownership related issues and the usage of 

MSS in organizations. 

4.4.8 Testing hypothesis 8 

Hypothesis 8 is to test the relationship between MSS usage and the dependency 

related issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.37 shows the SPSS output for the correlation testing. 

H8o: There is no relationship between dependency related issues and the usage 

of MSS in organizations 
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H8a: There is a relationship between dependency related issues and the usage of 

MSS in organizations 

Table 4.37: Correlation between MSS usage and dependency related issues 

No of MSS Dependency 
services used Related Issues 

No of MSS Pearson 1 .102 
services used Correlation 

Sig. (2-tailed) .405 

N 69 69 
Dependency related Pearson .102 1 
issues Correlation 

Sig. (2-tailed) .405 

N 69 69 

According to the table 4.37, the p-value is 0.40, which is much greater than 0.05. 

Thus, the author has to accept the null hypothesis of H8. Therefore, the result such is 

that there is no relationship between the dependency related issues and the usage of 

MSS in organizations. 

4.4.9 Testing hypothesis 9 

Hypothesis 9 is to test the relationship between MSS usage and hidden cost related 

issues. The hypothesis is listed below and the testing is based on the Pearson 

correlation. Table 4.38 shows the SPSS output for the correlation testing. 

H9o: There is no relationship between hidden cost related issues the usage of 

MSS in organizations 

H9a: There is a relationship between hidden cost related issues the usage of 

MSS in organizations 
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Table 4.38: Correlation between MSS usage and hidden cost related issues 

No of MSS services Hidden cost related 
used issues 

No of MSS services Pearson Correlation 1 -.291* 
used 

Sig. (2-tailed) .015 

N 69 69 
Hidden cost related Pearson Correlation -.291* 1 
issues 

Sig. (2-tailed) .015 

N 69 69 
*. Correlation is significant at the 0.05 level (2-tailed) 

According to the table 4.38, the p-value is 0.015, which is much less than the 0.05. 

Thus, the author can reject the null hypothesis of H9. Therefore, the result is such 

that there is a relationship between the hidden cost related issues and the usage of 

MSS in organizations. 

Further, the Pearson correlation coefficient is negative. This means that the direction 

of the relationship is negative. As such, when hidden cost related issues are 

increasing, the MSS usage in organizations would decrease. 

4.4.10 Testing of hypothesis 10 

Hypothesis 10 is to check the information security skill level in Sri Lankan 

organizations. The testing is based on the One-sample T-test and the SPSS output is 

shown in the table 4.39 and 4.40 below. 

H10o: Level of information security skills in organizations is not low 

H10A: Level of information security skills in organizations is low 
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Table 4.39: One-sample statistics of level of information security skills 

N Mean 
Std. 

Deviation Std. Error Mean 
Level of security 
Skills 

69 2.7103 .92516 .11138 

Table 4.40: One-sample test of level of information security skills 

Test Value = 3 
95% Confidence 

Interval of the 
Sig. (2- Mean Difference 

t df tailed) Difference Lower Upper 
Level of security -2.601 68 .011 -.28971 -.5120 -.0675 
Skills 

According to the results in table 4.39, the mean value of the level of information 

security skills is 2.71 and it was tested with the test value of 3. The result states that 

there is a significant difference between the mean value and the test value as the p-

value (significance) is far below 0.05. This indicates that the mean is not equivalent 

to 3. Hence, the null hypothesis of H10 can be rejected. However, we need to find 

whether the skill level is low or not. 

In the table 4.40, the lower and upper levels of confidence interval of the difference 

are both negative. Which means, it lies to the left hand side of the middle of the scale 

where 1 being the very low skill level. As the upper and lower boundaries in the table 

4.40 are between 1 and 3, we can conclude that the level of information security 

skills is low in Sri Lankan organizations. 
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4.4.11 Testing hypothesis 11 

Hypothesis 11 is to check the awareness level of Managed Security Services in Sri 

Lankan organizations. The hypothesis is listed below and the testing is based on the 

One-sample T-test. 

HI lo: MSS awareness is not high in Sri Lankan organizations 

HI 1a: MSS awareness is high in Sri Lankan organizations 

As displayed in table 4.41, the mean value of the MSS awareness is tested using 

One-sample T-test with the test value of 3 as the collected data are in the likert scale 

of 1 to 5. 

Table 4.41: One-sample statistics of MSS awareness 

N Mean Std. Deviation Std. Error Mean 
MSS 
awareness 

69 3.4746 .38383 .04621 

Table 4.42: One-sample test of MSS awareness 
Test Value = 3 

t df Sig. (2-tailed) 
Mean 

Difference 

95% Confidence 
Interval of the 

Difference 
t df Sig. (2-tailed) 

Mean 
Difference Lower Upper 

MSS 
awareness 

10.272 68 .000 .47464 .3824 .5668 

According to the results in table 4.41, the mean value of the MSS awareness is 3.47 

and it was tested with the test value of 3. The result states that there is a significant 

difference between the mean value and the tested value as the p-value is far below 

0.05. This indicates that the mean is not equivalent to 3. Hence the null hypothesis of 

HI 1 can be rejected. However, we need to find whether the awareness is high or not. 
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In the table 4.42, the lower and upper levels of confidence interval of the difference 

are both positive. Which means it lies to the right hand side of the middle of the scale 

where 5 being the very high awareness level. Since the upper and lower boundaries 

are between 3 and 5, we can safely conclude that there is a high MSS awareness in 

Sri Lankan organizations. 

4.4.12 Testing hypothesis 12 

Hypothesis 12 is about the MSS usage in Sri Lankan organizations. Through this 

hypothesis, the author is going to check whether the organizations use at least one 

MSS service. For this hypothesis, the testing is based on the One-sample T-test. 

H12o: Sri Lankan organizations do not use at least one Managed Security 

Service 

HI2a: Sri Lankan organizations use at least one Managed Security Service 

Table 4.43: One-sample statistics of MSS usage 

N Mean Std. Deviation Std. Error Mean 
No of MSS 
services used 

69 2.67 2.435 .293 

Table 4.44: One-sample test of MSS usage 

xst Value = 1 
95% Confidence 

Interval of the 
Sig. en- Mean Difference 

t df tailed) Difference Lower Upper 
No of MSS 5.685 68 .000 1.667 1.08 2.25 
services used 

According to the results in table 4.43, the mean value of the MSS usage is 2.67 and it 

was tested with the test value of 1. The result states that there is a significant 
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difference between the mean value and the tested value as the p-value is far below 

0.05. This indicates that the mean is not equivalent to 1. Hence the null hypothesis of 

HI2 can be rejected. However, we need to determine whether the MSS usage is 

really above the tested value which is 1. 

In table 4.44, the lower and upper levels of confidence interval of difference are both 

positive. It indicates that the mean lies to the right hand side of the scale and upper 

and lower boundaries in the table 4.44 are above 1. As such, we can conclude that Sri 

Lankan organizations use MSS in general. 

4.5 Overall Results of the Study 

Data analysis and related results were discussed in the previous sections of this 

chapter. Based on that, this section summarises the overall findings of the analysis 

with reference to the objectives of the study. 

4.5.1 Available MSS 

The first objective of this study was to determine the present standing of the MSS 

industry in Sri Lanka in terms of available product and service offerings. Based on 

the research findings, the presently available MSS offerings can be described as 

follows. 

(a) There are 14 known vendors altogether offering MSS services to 

organizations. Out of those, two vendors are start-up MSS companies, six are 

network/system integrators, three are telecommunications companies and 

three other vendors are audit/accounting firms. 

(b) In general, number of vendors offering each of the MSS categories is 

somewhat limited. Even for mostly offered services, there are only eight 

vendors. On the other hand, for certain services, organizations do not have 

many choices since the number of vendors offering those services are 
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somewhat limited. However, all of the general MSS categories are available 

in Sri Lanka. 

(c) More specifically, there are eight vendors each for managed firewall and 

policy compliance service offerings. Further, seven vendors offer managed 

IPS, email content filtering and vulnerability assessment services. For all the 

other MSS services, number of vendors offering those services are less than 

or equal to five. As such managed VPN, managed web content filtering, 

incident management and security monitoring are offered by five vendors. 

Moreover, security consultancy is the least offered service since it's only 

offered by four vendors. 

(d) All of the vendors who responded to the questionnaire (ten out of fourteen) 

are ready to sign service level agreement and/or non disclosure agreements 

with the client. 

4.5.2 MSS usage 

Though the MSS services are available, it was not known that up to what extent 

those services are utilised by organizations. Based on the findings of this study, the 

usage of available MSS services by Sri Lankan organizations can be identified as 

follows. 

(a) More than 75% of the organizations surveyed use some form of MSS services 

(b) In general, organizations use MSS 

(c) Managed email content filtering service is the mostly used MSS in local 

context as 43% of organizations use that. Further, managed FW and managed 

VPN services are the next mostly used services with 39% of usage 

(d) Usage of all other services is around 20% except the incident management 

services which is the least used service with 4% of usage among the surveyed 

organizations 
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4.5.3 Organizational MSS requirements 

In the above sections, the organizational MSS requirements were analysed in terms 

of unfulfilled MSS requirements and requirements to have SLA/NDAs. Based on the 

findings, the results are summarized below. 

4.5.3.1 Unfulfilled MSS requirements 

According to the research findings, unfulfilled MSS requirements of organizations 

due to the unavailability of proper vendor can be described as follows. 

(a) 45% of organizations have some form of unfulfilled MSS requirement 

(b) 20% of the organizations have unfulfilled requirements for security 

monitoring and security consultancy 

(c) Around 10% of organizations have unfulfilled requirements for managed IPS, 

vulnerability assessment, incident management and security policy 

compliance 

(d) Based on the above facts, unfulfilled MSS requirements in organizations can 

be seen as significant 

4.5.3.2 SLA/NDA requirements 

Based on the research findings, Sri Lankan organizations require service level 

agreements as well as non disclosure agreements when using MSS. This finding is in 

line with the best practises identified in the MSS literature. 

4.5.4 Organizational perception 

In this study, organizational perception on MSS was measured in terms of two 

dimensions and the research findings are listed below. 

(a) IT managers believe that the MSS offerings are limited in Sri Lanka 

102 



(b) IT managers moderately believe that the organizations can fulfil their security 

requirements by using presently available services 

4.5.5 Issues related to MSS 

Based on the research findings, the author has identified several key issues related to 

the MSS industry in Sri Lanka as summarised below. 

(a) In general, number of vendors offering MSS services are limited. Even, 

mostly offered services are offered by less than ten vendors. There are certain 

service categories which are only offered by less than five vendors. Thus, 

organizations do not have many choices when hiring a vendor and it indicates 

a potential problem. 

(b) 45% of the organizations do have some form of unfulfilled MSS requirement 

due to the unavailability of proper MSSP for them. This is highly significant 

and indicates that there are lots of untouched opportunities in organizations. 

(c) Based on the research findings, highest unfulfilled MSS requirement is for 

the security consultancy services (i.e. 21.7%). Moreover, the least offered 

service is also the security consultancy service since only four vendors are 

offering it. Thus, it can be seen that limited MSSPs might have contributed to 

the unfulfilled MSS requirements in organizations with respect to the security 

consultancy services. 

(d) The service with the second most unfulfilled requirements is security 

monitoring (20.3%). Furthermore, that service is also offered by 

comparatively less number of vendors (only 5 vendors). Furthermore, 

organizations have significant unfulfilled requirements for managed IPS 

services, vulnerability assessments, incident management and policy 

compliance too. It indicates that, though there are outsourcing requirements, 

organizations could not have been able to find the right service provider for 

them. 
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(e) It has been statistically proven that organizations believe that MSS offerings 

are limited in Sri Lanka. Since number of vendors offering services are 

generally low, this perception is generally true. It may badly affect the usage 

of MSS and development of the industry in general. 

4.5.6 Key drivers for MSS 

Based on the inferential analysis, the author has identified the following key drivers 

for the use of MSS in organizations. 

(a) Lack of information security skills in organizations 

Inferential analysis shows two major findings related to the lack of security 

skills. First, the security skill level in Sri Lankan organizations is low. 

Secondly, there is a negative relationship between the level of security skill 

level and the MSS usage. It shows that that with low level of security skills, 

organizations tend to outsource more of their security. Thus, it can be 

identified that low level of security skills or lack of security skills in general 

promotes the MSS usage in organizations. This coincides with the research 

findings on the western context as well. 

(b) Enhanced information security 

Inferential analysis also shows that there is a positive relationship between 

perceived security enhancement and the MSS usage. This indicates that since 

MSS improves their overall information security, organizations tend to use 

MSS. In other words, organizations use MSS as it improves the overall 

information security of the organization. This factor is also coincides with the 

global research findings as enhanced security is considered a key driver for 

MSS in the prevailing literature. 

Other variables checked as the key drivers do not show any significant relationship 

with the MSS usage. The next section discusses the key inhibitors for MSS usage. 
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4.5.7 Key inhibitors for MSS 

Based on the inferential analysis, the key inhibitors for the use of MSS in 

organizations can be identified as follows. 

(a) Trust 

Inferential analysis shows that there is a negative relationship between trust 

related issues and the use of MSS. In other words, when organizations believe 

that they can not trust external vendors for security, they tend to not use MSS. 

This coincides with the global research findings since trust is a major barrier 

for outsourcing security according to the MSS literature. 

(b) Hidden Cost 

Inferential analysis shows that there is a negative relationship between hidden 

cost related issues and MSS usage in organizations. In other words, 

organizations tend to not use MSS because of the fact that hidden cost of 

security outsourcing is a pain point for them. This also coincides with global 

research findings since hidden cost is major inhibitor for MSS worldwide as 

indicated in the literature. 

Apart from the trust and hidden cost, the other variables checked against the MSS 

usage in order to identify inhibitors did not show any significant relationship. Thus, 

author concludes that only trust and the hidden cost are the only factors among the 

analysed variables which are inhibitors for the use of MSS in local context. 

4.6 Chapter Summary 

The first section of this chapter is the reliability analysis and there the author checked 

the consistency of the data set gathered. The analysis showed that the data set has 

Cronbach's Alpha of 0.819. Furthermore, each variable also has a Cronbach's Alpha 

above 0.7 resulting a consistent data set. 
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The second section is the descriptive analysis and it comprised of several 

subsections. The first subsection is the organizational response and under which who 

has responded, which organizations have responded, and other important 

demographics were analysed. The next subsection is the MSS usage and 

requirements. There, the author shows the organizational MSS usage, their 

unfulfilled requirements and other related aspects in detail. In that section mostly 

used MSS services in local context are also statistically identified. The next 

subsection analyses the two aspects of organizational perception on MSS. The 

organizational perception is such that they believe MSS offerings are limited in Sri 

Lanka. Further, they moderately believe that the organizational security outsourcing 

requirements can be fulfilled by utilizing presently available services. The next major 

subsection is the descriptive analysis of construct variable and there the basic 

descriptive aspects of all major variables are discussed. Further, the normality check 

is also conducted for each variable and it shows that response for each variable is 

randomly distributed. In the final subsection, available MSSPs and their service 

offerings are discussed in descriptively. It identifies the number of vendors offering 

each service category and other related aspects. 

The next and one of the most important sections of this chapter is the hypothesis 

analysis. There, the relationships between the MSS usage and other variables are 

analysed and author identifies several significant relationships in terms of key drivers 

and inhibitors. Finally, "overall results of the data analysis" subsection summarizes 

all the findings of the data analysis with respect to the objectives of the study. There, 

the seven major objectives of the research are addressed based on the research 

findings. 
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CHAPTER 5 CONCLUSIONS AND RECOMMENDATIONS 

5.1 Conclusions 

This study was conducted to fulfil seven major research objectives. First objective 

was to determine the presently available MSS in Sri Lanka. Secondly it was required 

to determine the adoption of currently available services while third objective being 

the identification of unfulfilled requirements as well as SLA/NDA requirements. 

Next, the author required to determine the organizational perception on MSS 

offerings. Furthermore, the fifth objective was to identify of any potential issues 

related to the MSS industry while sixth and seventh objectives being the 

identification of key drivers and inhibitors for the use of MSS in organizations. 

Based on the research findings, this section discusses the conclusions with reference 

to the objectives of the study. 

Based on the results of the descriptive analysis, it has been identified that there are 

altogether 14 vendors offering MSS services and each of the service category is 

offered by at least several vendors. Thus, managed firewall services and policy 

compliance services are the most widely offered services while security consultancy 

is the least offered service. Furthermore, it can be concluded that the number of 

vendors offering MSS are somewhat limited for most of the service categories. The 

limited number of vendors can be a discouraging factor for organizations since they 

do not have many choices when it comes to outsourcing their security. Furthermore, 

it has been identified that all of the vendors responded to the questionnaire are ready 

to provide SLAs and NDAs with the services that they are offering. 

In terms of adoption of presently available services, it can be concluded that the 

usage of MSS in Sri Lankan organizations is fairly satisfactory since more than 75% 

of the organizations use some form of MSS. Moreover, based on the statistical 

testing, it has been identified that organizations use MSS in general. Managed email 

content filtering is the mostly used service with 43% of usage while incident 

management service is the least used services with 4% of usage among organizations 
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surveyed. Apart from that managed firewall and VPN services are also used with 

around 40% of identified usage. 

The third objective of the research was to identify organizational MSS requirement 

in terms of unfulfilled services and SLA/NDA requirements. Based on the research 

findings, it can be concluded that there is a significant unfulfilled MSS requirements 

in organizations since 45% of organizations do have some form of unfulfilled MSS 

requirements due to unavailability of proper vendor. Moreover, it has been clearly 

identified that unfulfilled requirements are high in security monitoring, security 

consultancy, managed IPS, vulnerability assessment, incident management and 

security policy compliance categories. In addition to that, with respect to the MSS 

requirements, it has been identified that the organizations require SLA/NDA when 

they hire an MSSP. 

The fourth objective of this study was to determine the organizational perception on 

available MSS offerings. As per the findings, the perception is such that IT managers 

believe that MSS offerings are limited in Sri Lanka. Further, they moderately believe 

that their security requirements can be fulfilled by presently available MSS services. 

Thus, it can be seen that the organizational perception is not highly favourable 

towards the betterment of the MSS industry. 

Next objective of the study was to identify any potential issues related to the MSS 

industry and the author has identified several key issues. Firstly, the vendors offering 

MSS is somewhat limited in Sri Lanka. Though there are 14 known MSSPs 

altogether, certain service categories are only offered by very few vendors. Thus, 

organizations do not have many choices when hiring an MSSP. This would be a 

major limiting factor in terms of the development of the industry. Moreover, the 

organizations also believe that the MSS offerings are limited in Sri Lanka. That 

would further enforce a negative impact on the industry in general. 

In addition to the above, the second major issue identified during this study is that 

the unfulfilled MSS requirements due to the unavailability of proper vendor. Around 
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45% of organizations have claimed that they do have some form of unfulfilled MSS 

requirements due to the unavailability of proper vendor. It has been further identified 

that the unfulfilled MSS requirements are highly significant for security consultancy 

and security monitoring services. For those two service categories, available MSSPs 

are also limited since not more than five vendors offer those services. Apart from the 

above two services, it has also been understood that there are considerable level of 

unfulfilled requirements for managed IPS services, vulnerability assessments, 

incident management and policy compliance services also. 

The sixth research objective was to identify the key drivers which promote the use of 

MSS in Sri Lankan context. The author checked five independent variable against the 

MSS usage, and identified two variables as key drivers. The first is the lack of 

information security skills. Based on the results of statistical analysis, with low level 

of information security skills, organizations tend to use more and more MSS 

services. Further, it has also been identified that the level of information security 

skills is low in organizations. The second driver for the MSS usage is that the 

perceived security enhancement. Organizations believe that MSS enhances their 

information security and as a result of that they use MSS. Both of these findings 

related to the key drivers for MSS coincide with the global research findings as well. 

The seventh and the last objective of this study was to identify key factors which 

inhibit the use of MSS in Sri Lankan organizations. Here also, the author checked 5 

independent variables against the MSS usage and statistically identified 2 aspects as 

key inhibitors. Those are the trust and the hidden cost related issues. Organizations 

generally reluctant to trust external service providers for their information security 

related operations. It has been identified that with high level of trust related issues, 

organizations tend not to use MSS. Thus, the negative impact of the trust inhibits the 

MSS usage in organizations. The second inhibitor identified in this study is the 

hidden cost related issues. With high level of negative perception of hidden cost, 

organizations tend not to use MSS as part of their information security. In other 

words, when organizations perceive the hidden cost as a major issue, they do not use 

MSS. Thus, it can be concluded that the trust and hidden cost related issues inhibit 
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the MSS usage in Sri Lankan context and further the finding is in line with the global 

research findings. Based on the above conclusions, the recommendations are given in 

the next section, in order to move the MSS industry forward from the present 

standing. 

5.2 Recommendations 

Recommendations are given based on the key findings of the research and the other 

observations made during the study. The aim of the recommendations is to develop 

the MSS industry from the present standing with the primary objective to provide 

better security for the organizational information resources. Thus, the 

recommendations can be categorised in to two perspectives namely for MSSPs and 

for organizations, as discussed below. 

5.2.1 For MSSPs 

Based on the research findings, the author recommends the following for the vendors 

who offer managed security services to organizations. 

(a) Number of MSSPs operating in Sri Lanka is somewhat limited as shown in 

the section 4.3.5. At most, each MSS service category is offered by not more 

than 8 vendors and further, there are certain services with number of vendors 

is limited to 4. As such organizations do not have many choices when 

outsourcing their security. In this context, if new vendors enter into the 

industry, it would be helpful for the development of the industry and thus, the 

entry of new vendors is recommended in general. 

(b) Certain service categories such as security consultancy, security monitoring 

and incident management are only offered by not more than 5 vendors as 

shown in section 4.3.5. Thus, it is highly recommended the entry of new 

vendors into these service categories. 
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(c) As shown in section 4.3.2, in general 45% of the organizations do have some 

form of unfulfilled requirements due to the unavailability of proper vendor. 

Specifically, 20% of organizations have unfulfilled requirements for security 

consultancy/security monitoring. It is recommended for MSSPs to understand 

this point and there might be possible opportunities for them even within the 

present service offerings. However, proper understating of organizational 

requirements and customization of services in order to fulfil organizational 

requirements is essential in this regard. 

(d) Since 45% of organizations do have some form of unfulfilled requirements, it 

is recommended that MSSPs to re-evaluate whether their service offerings are 

correctly framed to match organizational requirements. As such, it is 

recommended for MSSPs to analyze organizational requirements and try to 

offer services to suit those requirements, if there are any lapses. 

(e) As shown in section 4.3.3, organizations believe that MSS offerings are 

limited in Sri Lanka. This negative perception is not good for the betterment 

of the industry. Thus, MSSPs should adopt effective marketing strategies to 

educate organizations and turn organizations into a positive perception. 

(f) It has been identified that lack of security skills and improved security by 

MSS enhance the adoption of MSS in organizations, as clearly shown in the 

discussions of section 4.4.1 and 4.4.2 Further, organizational security skill 

level is low in Sri Lanka as per the section 4.4.10. Thus, marketing strategies 

of MSSPs should primarily capitalize on these areas. MSSPs should be smart 

enough to identify the organizations with lack of security skills and/or 

organizations who believe MSS would significantly improve their overall 

security of information resources. Based on the findings, those are the places 

where MSSPs would have better opportunities. Moreover, MSSPs should be 

competent to communicate to organizations how they address organizational 

security skills issues and improve overall information security. 

(g) As shown in the discussion of section 4.4.6, lack of trust on MSSPs inhibits 

the use of MSS in organizations. In other words, if the organizations do not 
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trust MSSPs, they would not use MSS. So it is highly essential to build the 

trust with organizations in order to sell MSS to organizations. MSSPs can use 

previous cases with other customers, service level agreements, non-disclosure 

agreements in parallel to the effective marketing strategies to build the trust 

with the organizations. 

(h) Hidden cost related issues also inhibit the use of MSS in organizations as 

shown in the section 4.4.9. In other words, when organizations believe that 

MSS has significant issues related to hidden cost, the chances are that they 

would not use MSS. Thus, MSSPs should come up with counter strategies to 

address the same. For example, MSSPs can go with clear cost structures 

covering entire life cycle of the outsourcing arrangement in order to negate 

the effect of hidden cost. 

5.2.2 For organizations 

Based on the research findings, the author recommends following for the 

organizations. 

(a) According to the research findings as discussed in section 4.4.10, the level of 

information security skills is low in Sri Lankan organizations. Since the 

required level of security for information resources is essential for most of the 

organizations, it is highly recommended that organizations take appropriate 

actions to improve the security skills of their internal teams or use external 

resources to guarantee the required security. 

(b) As shown in section 4.4.6, lack of trust inhibits the use of MSS in local 

organizations. Trust has been widely discussed in the MSS literature as a 

barrier and there are counter measures also to deal with the issues related to 

trust. Based on those, confidentiality agreements such as NDAs can help 

mitigate the risk of lack of trust. Thus, organizations are advised to use such 

approaches to mitigate the risk and while getting the benefit of MSS. 
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(c) It has been understood that organizations are reluctant to use MSS because of 

the issues related to the hidden cost as shown in the section 4.4.10. Since 

MSS is a form of outsourcing, it comes with risk of hidden costs. Therefore 

organizations need to factor these into its risk analysis and decision-making 

processes before engaging an MSSP. To avoid surprises, a company has to 

perform the due diligence and discuss all the cost elements for the entire life 

cycle of engagement. By such approaches organizations may avoid or 

mitigate the risk of hidden cost. Thus, it is recommended for organizations to 

use proper risk management approaches with respect to the hidden cost, 

rather than avoiding the use of MSS in the first place. By avoiding MSS 

altogether in the first place, organizations would not be in a position to obtain 

many of the benefits which they can gain by using MSS. 

(d) Many of the organizations do have some form of unfulfilled MSS 

requirements as shown in the section 4.3.2. However, all of the MSS service 

categories are offered at least by few vendors. Thus, it is recommended for 

organizations to inspect vendor offerings carefully because sometimes there 

might be a match for what organizations are looking for. 

5.3 Limitations of the Study 

Major limitations of this research are outlined below. 

(a) For the main survey, organizations were selected from IT, non-IT and 

government institutions. In the non-IT category, only 6 major sectors were 

considered. But there can be organizations with a significant technology 

focus within some other sectors. 

(b) The author managed to obtain information from only 14 MSSPs with regard 

to their MSS offerings. However, there can be few other MSSPs also offering 

service in Sri Lanka. 
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(c) Initially, the plan was to obtain feedback from a certain number of managerial 

employees with decision making authority in organizations.. However, the 

author could not reach the expected sample size during the data collection. As 

a result, the author can only predicts the results with 95% confidence level 

and 11.5 interval. 

(d) For the main survey for IT managers, the author only considered the 

organizations from Colombo and suburbs. Thus, the researcher might fail to 

notice any regional factors applicable to the scope of the research. 

(e) When identifying key drivers or inhibitors, the author only checked certain 

selected aspects against the MSS usage in order to identify relationships. 

However, there are several other aspects as well which could be a driver or an 

inhibitor which the author didn't check primarily due to the time constraints. 

(f) When obtaining the organizational response on the usage of MSS, the 

response from only one person was recorded. However, in the practical 

scenario many people contribute to the decision making process and all those 

ideas may contribute to the final decision. 

5.4 Future Research Directions 

Based on results of this study, further researches can be conducted considering the 

following directions. 

(a) The research outcome is based on the information obtained during the period 

of data collection. When the industry evolves, new vendors enter into the 

industry and all the other things also change. So frequent analysis is required 

in order to obtain the current picture of the industry in terms of available 

services, prominent issues and other aspects. 

(b) Only selected aspects were checked against the MSS usage in order to 

identify key drivers and inhibitors. Interested researcher can conduct further 

studies based on the other factors which were not considered in this study. 
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(c) When identifying service offerings of MSSPs, only the base service 

categories were identified and in depth details of service offerings were not 

considered. As an example, in case of managed firewall services, an MSSP 

can offer the service based on the several models such as hosted solution, in-

house fully provided & managed or in-house only managed etc. Thus, further 

researches can be conducted in order to provide a comprehensive 

understanding of the service offerings beyond what is provided by this 

research. 

(d) The sample for IT management employees was selected from Colombo and 

suburbs. Expansion of the sample into the other areas of the country would 

provide a comprehensive coverage of the entire population. 

(e) In this study, unfulfilled MSS requirements which have been occurred only 

due to the unavailability of proper vendor were studied. Interested researchers 

can conduct further studies based on the other factors which contribute to the 

unfulfilled requirements such as internal organizational issues, legal issues 

etc. 

(f) In order to obtain comprehensive picture of the use of MSS in organizations, 

case study based approach could be undertaken by selecting one or several 

organizations. A qualitative analysis would provide a detailed understanding 

of challenges and barriers when organizations outsource their security. 

(g) This research study focused on collecting data from individuals involved in 

MSS usage from the perspective of decision making, evaluation, operation 

etc. However, it may be more pertinent to conduct the research based only on 

organizational viewpoints without being subject to individual's view of MSS. 
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Appendix A 

A.l Questionnaire for Organizations 

The questionnaire used for the organizations in the main survey is given below. 

Questionnaire on the Use of Managed Security Services (MSS) 

in Sri Lankan Organizations 

Dear Sir/Madam, 

I am a student of University of Moratuwa, conducting a research under the supervision of Dr. 
Chandana Gamage, University of Moratuwa, as partial fulfilment of MBA in Information 
Technology programme. 

This research is on the use of information security outsourcing (commonly known as 
Managed Security Services - MSS) in Sri Lankan organizations. As part of the research, this 
questionnaire has been designed to identify MSS usage as well as the factors which promote 
or inhibit the use of MSS in Sri Lankan organizations. Thus, I really appreciate your valued 
response to identify the required information. 

Your survey response will be strictly confidential and data from this research will be 
reported only in the aggregate. Further, this study is entirely for academic purposes and your 
responses to the questions will only be used for the purpose of this study. 

Thank you for your cooperation. 

Dhammike Subasinghe, 
Student - MBA-IT (2008), 
Dept. of Computer Science & Engineering, 
University of Moratuwa. 
Email: dhammike80@gmail.com 
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Section I 
These questions are to identify your demographic information. Please tick options 

relevant to you. 

1. Your A.ge (Years) 

Less than 25 • 26-35 36-45 Above 45 

2. Gender 

Male Female 

3. Highest educational qualification 

Post Graduates/Masters 
Graduate 
Diploma 
Industry Certification 
Other 

4. What is your designation/role? 

Chief Information Officer (CIO) • Head of IT/Director -IT/VP-
IT/GM-IT • 

AGM-IT, DGM-IT, AVP-IT, 
Assistant Director - IT • Manager/Senior Manager - IT/IT 

security • 
Assistant Manager - IT/IT 
security • Other • 

5. What is the industry/sector which your organization belongs to? 

Information Technology u 
Telecommunications u 
Financial Services, Insurance & 
Banking • 
Wholesale & Retail Trade 1 1 
Apparel & Textile 
Manufacturing u 
Transport (Public Transport, Cargo 
Handling, Ports, Civil Aviation etc) • 
Hotels & Restaurants u 
Government/Semi Government u 
Diversified Group of Companies • 
Other u 
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6. No of employees in your organization 
Less than 50 • 
50-249 • 
250-499 • 
500-999 • 
1000 and above • 

7. Do you have any decision making authority on information security 
solutions? 

Yes • 
No • 

8. If YES to Q7, which best describes your role in information security 
solutions? Please tick all that apply. 

Technical evaluation • 
Financial evaluation • 
Final decision maker • 
Can influence the final decision • 

9. If you have selected multiple roles in Q8, what is your main role? 

Technical evaluation • 
Financial evaluation • 
Final decision maker • 
Can influence the final decision • 

10. How many years of work experience do you have in the main role mentioned 
in Q9? 

Below 1 Yr 
1 - 3 Yrs u 
3 - 5 Yrs • 
Above 5 Yrs • 

Section II 
This section is to identify present usage of Managed Security Services (MSS) & any 

unfulfilled/future MSS requirements in your organization. 
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Managed Security Services (MSS): Outsourcing of information security functions 

to qualified external security service providers. Those security services vendors are 

commonly known as Managed Security Service Providers (MSSP). 

Examples of MSS services: Some common example of MSS are managed 

firewalls/VPN/IDS/IPS services, managed content filtering services (anti-virus, anti-

spam, web filtering), managed security monitoring(MSM), security consultancy etc. 

11. Presently, which of the following security services have been OUTSOURCED 
in your organization? 

# Managed security service Please 
tick 

1 None • 
2 

Firewall services ( commissioning/maintenance/monitoring 

etc) • 
3 Virtual private network (VPN) services • 
4 Intrusion detection/prevention (IDS, IPS) services • 
5 Email content filtering (anti-virus/anti-spam) • 
6 Web content filtering (anti-virus/URL filtering) • 
7 

Vulnerability assessment and penetration testing ( at least one 

assessment in recent past) • 
8 

Incident management, response & forensics (in case of a 

security breach/at least one incident in recent past) • 
9 

Security monitoring ( day to day monitoring of the firewalls, 

VPNs, networks, systems etc for security) • 
10 Security policy compliance (information security audits) • 
11 

Security consultancy (professional services obtained to 

design/ implement security solutions, define security policy 

etc) 
• 

12 Other • 
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12. Is there any service which need to be outsourced, BUT you can not find the 
right security service provider for the same? Please select all such un-fulfilled 
outsourcing requirements. 

# Managed security service Please 
tick 

1 None • 
2 Firewall services • 
3 Virtual private network(VPN) services • 
4 Intrusion detection/prevention (IDS/IPS) services • 
5 Managed email content filtering {anti-virus/anti-spam) • 
6 Managed web content filtering (anti-virus/URL filtering) • 
7 Vulnerability assessment & penetration testing • 
8 Incident management, response & forensics • 
9 Security monitoring • 
10 Security policy compliance • 
11 Security consultancy • 
12 Other • 

13. Please rate the following statements based on the requirement to outsource 

your security (present or future). If you do not have any such requirements, you 

can skip this question (Q13). 

Statement 
(SD=Strongly Disagree, D=Disagree, N=Neutral, 
A=Agree, SA=Strongly Agree) SD D N A SA 

Requirements of security outsourcing in my organization 

can be fulfilled by presently available security services 

and vendors in Sri Lanka 
• • • • • 

Managed security service providers and their services are 

limited in Sri Lanka • • • • • 
When using managed security services, we require 

service level agreements ( SLA) • • • • • 

123 



When using managed security services, we require Non-

disclosure agreements (NDA) • • • • • 

Section III 

14. This section is to identify the factors which promote the use of managed 

security services in organizations. 

Statement 

(SD=Strongly Disagree, D=Disagree, N=Neutral, 
A=Agree, SA=StrongIy Agree) 

SD D N A SA 

In-house security team of my organization can not 

effectively support the organizational information 

security requirements 
• • • • • 

My in-house security team always take long time to 

identify and rectify issues related to security • • • • • 
I have an in-house security team with sufficient expertise 

in information security • • • • • 
SD D N A SA 

Outsourcing security to qualified security service 

providers(MSSP) will enhance the overall security of the 

information assets 
• • • • • 

Managed security service providers have better security 

capabilities in terms of skills, tools, facilities and security 

awareness 
• • • • • 

Compared to in-house security, outsourcing of security 

does not provide better security for me • • • • • 
SD D N A SA 

My organization requires 24x7 support for information 

security • • • • • 
We need to protect confidential business information 

residing on our IT systems in 24x7 basis • • • • • 
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If any damage happens to our information assets, our 

business will not incur heavy loses • • • • • 
SD D N A SA 

We need to focus more on core aspects of IT, rather than 

day to day IT operations • • • • • 
We prefer to allocate in-house staff to more important 

functions of IT rather than time/labour intensive day to 

day security operations such as help desk support, log 

analysis etc 

• • • • • 

SD D N A SA 
There are global, governmental or industrial regulations 

which force us to move towards the security services 

provided by qualified external service providers 
• • • • • 

We are compelled to get security services from external 

vendors to comply with laws and regulations which 

govern our organization, industry and so on 
• • • • • 
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Section IV 

15. This section is to identify the factors which inhibit the use of managed 

security services in organizations. 

Statement 
(SD=Strongly Disagree, D=Disagree, N=Neutral, A=Agree, 
SA=Strongly Agree) 

SD D N A SA 

We can not trust external vendors for the information 

security services of our organizations • • • • • 
By allowing an MSSP to work with our information 

assets, confidential business information will be disclosed • • • • • 
to external parties 

SD D N A SA 
There will not be any issues related to ownership of roles 

and responsibilities, when outsourcing security in an • • • • • 
organization 

When using MSS, if a security breach happens, there will 

be finger pointing between the vendor and the • • • • • 
organization 

SD D N A SA 
When outsourcing security, we have to depend on the 

vendor (MSSP) for our information security • • • • • 
Dependency on an external vendor is not a concern for us 

when outsourcing security • • • • • 
SD D N A SA 

With security outsourcing, there are significant cost 

elements which can not be quantified in the initial • • • • • 
contract 

Hidden costs are a significant challenge when outsourcing 

security • • • • • 
SD D N A SA 

Organizations outsource their information security to 

qualified security service providers to fulfil their • • • • • 
information security requirements 
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Global MSS market is shrinking in last 5 years • • • • • 
In Sri Lanka, there exists at least one vendor(MSSP) for 

each of the MSS service categories • • • • • 
I have a good understanding of MSS, it's advantages and 

disadvantages • • • • • 

16. If you have any comments related to the use of Managed Security Services in 

organizations, please mention below. 

I sincerely appreciate your time and cooperation. Please check to make sure that you have 

not skipped any questions inadvertently, and then kindly e-mail your response to 

dhammike80@gmail.com. 

Thank you! 
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A.2 Questionnaire for MSSPs 

The questionnaire for MSSPs used for the main survey in given below. 

Questionnaire on Managed Security Services Offerings in Sri Lanka 

1. What is your role in the organization? 

CEO/General Manager • Senior Manager • 
Manager (technical) • Manager ( sales & marketing) • 
Executive ( sales & marketing) • Engineer/Senior Engineer • 
Other • • 
2. Your age 

Below 25 • 
26-35 • 
36-45 • 
Above 46 • 

3. Gender 

Male • 
Female • 

4. Your Education 

Post Graduate/Masters • 
Graduate • 
Professional Qualification • 
Industry Certification • 
Diploma • 
Other • 

5. Which best describes your organization? 

Sole proprietorship (privately owned) 
Partnership u 
Public quoted company • 
Government/semi government 
organization • 
Other • 
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6. Number of employees in your organization? 

Less than 10 
1 0 - 2 5 
2 5 - 5 0 
50 -75 
7 5 - 1 0 0 
100-150 
150-200 
Above 200 

7. Does your organization offer managed security services (MSS) to organizations? 

Yes • 
No • 

8. What are the other product/service offerings of your organization, apart from 
MSS offerings? 

None • System Integration • 
Network & Communication • Telecommunications • 
ISP • Internet Data centre service 

provider • 
Consultancy • Other • 

9. If your organization offers any other products/services other than MSS, how 
many employees involved in managed security services? 

Less than 5 
5 - 1 0 
1 0 - 2 5 
2 5 - 5 0 
5 0 - 7 5 
7 5 - 1 0 0 
100-150 
150-200 
Above 200 L 
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10. If your organization offer MSS services, what are the services offered? Please 

select all that apply. 

# Managed security service category Please 
tick 

1 Managed Firewall services • 
2 Managed virtual private network (VPN) services • 
3 Managed intrusion detection/prevention (IDS, IPS) services • 
4 Managed email content filtering (anti-virus/anti-spam) • 
5 Managed web content filtering (anti-virus/URL filtering) • 
6 Vulnerability assessment and penetration testing • 
7 Incident management, response & forensics ( in case of a 

security breach) • 
8 Managed security monitoring ( day to day monitoring of the 

networks & system security) • 
9 Security policy compliance (information security audits etc) • 
10 

Security consultancy ( Professional assistance provided to 
design/implement security solutions, define security policy 
etc) 

• 
11 Other • 

11. Number of years in MSS business? 

Less than 1 • 
1 - 3 • 
3 - 5 • 
Above 5 • 

12. Does MSS make significant contribution to your organization's revenue? 

Yes • 
No • 
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13. Presently, how many customers have subscribed to your MSS Service offerings? 

Less than 5 
5 - 1 0 
1 0 - 2 5 
2 5 - 5 0 
5 0 - 7 5 
7 5 - 1 0 0 
Above 100 

14. When offering MSS, do you sign a service level agreement (SLA)? 

Yes 
No 

15. When offering MSS, do you sign a non-disclosure agreement (NDA) with the 
customer? 

Yes 
No 

16. During a contract period of an MSS solution with a particular customer, have you 

ever experienced a failure on SLA or NDA? 

Service Level Agreement Yes • Service Level Agreement 

No • 
Non-Disclosure Agreement Yes • Non-Disclosure Agreement 

NO • 
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A.3 Pre-survey Questionnaire for Organizations 

The pre-survey questionnaire used for the organizations is given below. 

Questionnaire for Preliminary Study 

Use of Managed Security Services (MSS) in Business Organizations 

1. What is your designation/role in your organization? Please select. 

Chief Information Officer (CIO) • 
Head of IT • 
Manager IT/Manager Info. Security 1 1 
Senior Engineer 
Engineer/System Administrator 
Other(pls specify): 

2. Do you have any decision making capacity related to information security 
solutions in your organization? Please select. 

Yes • 
No U 

3. If YES to above question, which best describes your role in information security 
solutions? Please tick all that apply. 

Technical evaluation 
Cost evaluation 
Can influence the final decision 
Final decision maker J 
Other(pls specify): • 

4. If you had multiple roles in above (Q3), please indicate your main role with 
related to information security solution? 

Technical evaluation 
Cost evaluation 
Can influence the final decision 
Final decision maker 
Other(pls specify): 
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5. How many years of work experience do you have in the role mentioned in the 
Q3. 

Below 1 Yr 
1 - 3 Yrs 
3 - 5 Yrs 
Above 5 Yrs 

6. What is the industry/sector which your organization belongs to? 

Banking & Finance 
Insurance 
Telecommunication 

— 

Information Technology 
— 

Education and Training 
Government/Semi Government 
Manufacturing 
Non Profit organization 
Other (Please specify): 

7. Organizations use Managed Security Services (MSS) as part of the organizational 

information security strategy. MSS is the use of services provided by Managed 

Security Services Providers (MSSP) to achieve information security. In other 

words, it is outsourcing certain elements of the information security to qualified 

third parties (MSSPs). There are several categories of MSS as listed below. 

i Managed Firewall services ii Managed virtual private network 
(VPN) services 

iii Managed intrusion 
detection(IDS)/ intrusion 
prevention (IPS) services 

iv Managed anti-virus/anti-spam services 

V Vulnerability assessment and 
penetration testing 

vi Incident management, response & 
forensics 

vii Security policy compliance 
(such as information security 
audits) 

vii Managed Security monitoring (day to 
day security monitoring of the 
organization) 

ix Security consultancy (providing assistance for designing security 
solutions, defining security policy etc) 
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Does your organization use ANY of the above services provided by MSSPs to fulfil 

information security requirements of the organization? 

Yes 
No J 

Next sections are to identify what factors promote the use of MSS and what inhibit 

the MSS in Sri Lankan organizations. 

8. If you are using MSS or planning to use MSS in near future, why do you use it? 

Please rate following reasons on your preference. ( Use 1 to 10, 1 being the 

most significant reason to use MSS. Please DON'T use same rank for two 

different reasons) 

Reason Description Rating 
1 Lack of in-house 

information security 
skills 

Due to the lack of in-house information 
security skills required to manage 
security , organizations use MSS 

2 Need to improve security It is believed that by using MSS, 
organizations can improve their overall 
information security 

3 Cost advantage MSS offers cost advantage to the 
organizations 

4 Need for 24X7 support 24X7 service availability; which is 
difficult to achieve with in-house 
security 

5 Focus on core business With MSS, IT dept can focus on 
strategic areas of security rather than 
routine security functions 

6 Reducing complexity 
associated with security 

Management complexity of security 
reduces as most of the routine tasks are 
performed by MSSP 

7 Better information 
security capability of 
MSSPs 

MSSPs have better information security 
capabilities in terms of technology, 
facilities, security awareness etc 
compared to the in-house teams 

8 Regulatory compliances Due to new laws and regulations, 
organizations tend to use MSS. As an 
example, organization with IS027001 
security standards, have to use external 
security audits for the compliance 
requirements. 
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9 Risk mitigation and 
management 

MSS is a risk mitigation approach where 
organizations can transfer part of the risk 
related to information security to MSSP 

10 Prosecution In case of a security breach, MSSPs can 
provide better forensics and prosecution 
compared to an in-house security. These 
types of skills are very specific and 
organizations require them occasionally. 

9. If you are NOT using MSS, why do you do so? Please rate following reasons on 

your preference. ( Use 1 to 10, 1 being the most significant reason for NOT to 

use MSS. Please don't use same rank for two different reasons ) 

Factor Description Rating 
1 Trust Organizations are reluctant to trust 

external parties for information security 
functions 

2 Ownership In case of an incident, ownership 
problems may occur and finger-pointing 
can happen 

3 Dependency With MSS, organizations have to depend 
on MSSP for their information security 

4 Hidden costs Outsourcing arrangements generally 
have hidden costs which can not be fully 
quantified during the initial contract 

5 Vague security policy 
and posture 

If the organization is not clear about 
their security policy and procedures, its 
difficult to implement MSS effectively 

6 MSS awareness If MSS awareness is low among IT 
decision makers, that may hinder the use 
of MSS 

7 Immature distribution 
channels 

MSS service distribution channels are 
limited and that limits MSS usage. 
Specially in local context MSSPs are 
limited 

8 Unwillingness to 
relinquish control 

IT management is not willing to 
relinquish their control over the network 
and security to a third party 

9 Shared Environment MSSPs posses shared environment 
servers, infrastructures etc) which may 
generate additional security risks for the 
organization 
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10 Partnership Failure MSS arrangement may fail at any time 
and that may introduce new risks to the 
organization. Because of this, 
organizations may not use MSS 

10. If you have any other comments related to the use of MSS in Sri Lankan 
organizations, please specify it here. Your comments may include key drivers, 
challenges and barriers for the use of MSS in organizations. 
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A.4 Pre-survey Questionnaire for MSSPs 

The pre-survey questionnaire used for MSSPs is given below. 

Questionnaire on Managed Security Services (MSS) Offerings in Sri Lanka 

1. Which best describes your organization? 

Sole proprietorship (privately owned) 
Public quoted company 
Government/semi government organization 
Other, please specify: 

2. Number of employees in the organization? 

Less than 5 
5 - 1 0 
1 0 - 2 5 
25 -50 
5 0 - 7 5 
7 5 - 1 0 0 
100-150 
150-200 
Above 200 

3. Does your organization offer Managed Security Services (MSS)? 

Yes 1 1 
No 

4. In addition to MSS, does your organization involve any other businesses? 

Yes 1 1 
No 

If "Yes" to above, please specify. 

System Integration 
Network and communication 
Telecommunication 
Consultancy 
Software development L 
Other: please specify • 
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5. If "Yes" to question 4, how many employees are working on MSS offerings in 
your organization? 

Less than 10 
10-25 
25-50 
50-75 
75-100 
Above 100 

6. Number of years of operation in MSS industry? 

Less than 1 J 
1 - 3 • 
3 - 5 1 
Above 5 

7. What types of MSS are offered by your organization? 

Managed firewall services 1 
Managed VPN services 
Managed IDS/IPS J 
Managed antivirus/anti-spam • 
Vulnerability assessment 1 
Incidence response and forensics 
Security policy compliance 
Security monitoring 
Treat intelligence J 
Other • 

8. Currently, how many customers have subscribed for your MSS services? 

Less than 5 
5 - 1 0 
1 0 - 2 5 
25 -50 
5 0 - 7 5 
7 5 - 1 0 0 
Above 100 

9. Does MSS make significant contribution to the organization's revenue? 

Yes u 
No • 
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10. What do you think about the level of awareness about MSS in Sri Lankan 
business organizations? 

Very low 
Low 
Average 
High c 
Very high • 

11. Compared to the expected adoption of your services by business organizations, 
what is the current adoption? 

Very low 
Low 
Average 
High u 
Very high • 

12. What is the level of competition which your organization is facing in MSS 
industry? 

No competition 
Very low 
Low 
Average 
High 
Very high 

13. "Current adoption of MSS services by organizations is sufficient for your 
organization to continue in MSS business". What do you think? 

Strongly agree 
Agree 
Do not know 
Disagree u 
Strongly disagree • 

14. What are the future plans of your organization with respect to MSS? 

Continue current services 1 
Introduce new service 
Discontinue some services 
Discontinue all services L 
Other, pis specify • 

15. Do you have any other opinion related to MSS industry in Sri Lanka? Please 
specify. 




