
CHAPTER 2 LITERATURE REVIEW 

2.1 Introduction 
In this chapter, the prevailing literature in the area of the study is analysed. The 
reader can broaden the knowledge on the concept of Managed Security Services 
(MSS) as an approach to achieve organizational information security requirements. 
Further, the reader could understand the advantages and disadvantages of security 
outsourcing compared to the in-house approach. The information extracted from 
literature is used to analysis the MSS industry in Sri Lanka in general and especially 
it would be used to identify the concepts and parameters of this research. 

Section 2.2 describes the MSS as an approach to achieve information security 
requirements of the organizations. It explains MSS concept compared to the former 
approach of achieving security i.e. use of internal resources. Further, it describes the 
evolution of MSS. 

As there are several types of security operations used by organizations, there exist 
equivalent MSS services as well. Thus, section 2.3 identifies and describes the 
categories and service types of MSS. Furthermore, section 2.4 discusses the benefits 
of MSS whereas section 2.5 is to identify and describe the risks of using MSS in an 
organization. Furthermore, section 2.6 discusses the drivers and inhibitors for the 
MSS adoption in organizations. 

Generally, organizations do not outsource everything that they have and it applies to 
information security as well. Thus, section 2.7 is to discuss what to outsource and 
what not to outsource when it comes to security outsourcing. Section 2.8 discusses 
important considerations when selecting an MSSP. Finally, the section 2.9 discusses 
the MSS adoption by organizations while section 2.10 being the summary of the 
chapter. 
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2.2 Managed Security Services 
Information security is essential for almost all the businesses as organizations are 
required to guarantee the confidentiality, integrity and availability of their 
information resources. If the information is not reliable, altered, or unavailable, the 
business processes which depend on the information may be adversely affected. In 
this context, it is very important to ensure the required level of security for 
information resources. To achieve the required level of security for information, an 
organization may use two basic approaches. 

(a) Use of internal resources (hardware, software and people) and expertise 
(b) Use of resources and expertise of a qualified security service provider ( i.e. 

use of external resources) 

In the first approach, organizations use its own software, hardware and people to 
implement the information security functions and it is indeed an in-house exercise. In 
past, most of the organizations used this approach. To effectively practise this 
approach, having an in-house security team with required resources, skills and 
expertise is mandatory. 

However, with increasing threats and complex business requirements, it has been 
understood that former approach is becoming increasingly difficult. As a result, 
organizations now tend to outsource some or all of their information security 
operations to qualified security service providers. This second approach is generally 
termed as the managed security services (MSS) and service providers offering such 
security services are called Managed Security Service Providers (MSSP). In MSS, 
the security infrastructure of a client company is overseen or managed by an MSSP 
(Andress, 2003). 

Compared to the information security as an in-house exercise, the approach of 
outsourcing or MSS is relatively new. According to Deshpande (2005), MSS 
industry started to grow since 2000. By 2005, there were several dozens of MSSP 
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vendors offering wide range of security services and comprehensive packages, 
making MSS a fastest growing market. Further, acquisitions and mergers have 
increased the number of MSSPs in the market (Deshpande, 2005). 

MSSPs can come from various forms such as start-up companies, established 
computer security firms, system integrators, telecommunication companies, Internet 
and Application service providers ( ISPs and ASPs) and consulting firms 
(Deshpande, 2005). Despite the form of the MSSP, all MSSPs provide some sort of 
information security services to business organizations. 

There are various service categories of MSS and next section provides a detailed 
description of those service categories. 

2.3 Service Categories of MSS 
MSSPs have emerged to meet the diverse information security requirement of 
organizations. As information security is inherently complex involving many areas of 
operation, MSS also provides equivalent set of services to organizations. The MSS 
service portfolio is such that it can range from one time, security assessment to a 
24x7 security management. 

According to Ding, Yurcik and Yin (2005), Managed security services can be 
categorized into 5 groups; (1) assessment, (2) monitoring, (3) threat and incidence 
control, (4) identity management and (5) consulting. The assessment category 
includes services that evaluate a firm's security processes by penetration testing on a 
regular basis. Security monitoring contains services such as managed firewall 
services, managed intrusion detection systems (IDS), managed intrusion prevention 
systems (IPS) and data analysis. Threat intelligence addresses how to measure and 
manage threats before they cause harm. Early warning can be given even before 
attacks have reached firms' security perimeter. Once an incidence is discovered, 
incidence control service will be in action following pre-specified procedures to 
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minimize impacts on firms (Ding, Yurcik and Yin, 2005). Further to first three 
categories, identity management services include the identifying individuals on a 
system and controlling access to the resources. Finally the security consultancy 
category consists of professional services offered to organizations in order to design, 
implement or manage security solutions in terms of consultancy. 

In contrast to the above classification for MSS, there is another approach and that has 
been widely cited and used compared to the former. According to Hunt (2001) as 
well as Allen, Gabbard and May (2003), MSS services can broadly be categorised 
into six major categories as described below. 

(a) Perimeter management and network boundary protection 
This service usually involves installation and maintenance of firewall, virtual 
private network, intrusion detection/prevention systems (IDS/IPS). The vendor is 
responsible for configuration and upgrades to the software and hardware 
protecting the network boundaries of the client. 

(b) Managed security monitoring (MSM) 
Managed Security Monitoring is more focused on the monitoring of the client's 
network. It deals with everyday monitoring of network and interprets the system 
events in order to identify any malicious activity on the network. Incident 
management and incident response process also gets included under this 
category. 

(c) Vulnerability assessment and penetration testing 
This service includes periodic port scans, ethical hacking attempts into the 
network in order to identify vulnerabilities that could be exploited by attackers. 
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(d) On-site consulting 
On-site consulting is a means of providing assistance to the client. It may include 
management activities such as risk assessment, identifying requirements of 
security, development of security policy. It may also include technical support 
required to integrate and configure a security product. Sometimes it includes the 
operational assistance such as executing incident response and recovery. 

(e) Compliance monitoring 
This includes the monitoring of events to identify violations to the security policy 
and standards, which may have occurred in a company. It also monitors any 
unauthorized changes to the application servers, web servers and firewalls. As a 
simple example, a security audit to comply with ISO 27001 security standard 
comes under compliance monitoring. 

( f ) Content filtering services 
Managed content filtering services include scanning for virus, worms and 
malicious code on the desktops, scanning emails and network traffic. Spam 
filtering can also be added as an add-on to the contract with the MSSP. 

The services identified above are a broad classification of MSS offered by vendors. 
However, based on the exact service offered, Ding, Yurcik and Yin (2005) have 
identified comprehensive list of unique MSS services and it is listed in the table 2.1. 
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Table 2.1: List of managed security services, 
Service Description 
Application 
security/code review 

Scan web application code for vulnerabilities and insecure 
coding techniques 

Security policy 
compliance 

Perform regularly scheduled audits to ensure continued 
compliance and identify non-conformance with a 
company's established information security policy and 
government or industry-specific regulations 

Vulnerability 
assessment and 
management 

Perform penetration test on systems for known 
vulnerabilities 

Certificates Assessing firms' compliance with government, industry, 
partner and customer requirements, and issue proof of 
compliance ( e.g. ISO 27001 compliance) 

Risk management Help customers to make decisions to accept exposure or to 
reduce vulnerabilities by either mitigating the risks or 
applying cost effective controls. 

Managed firewall 
services 

Managing the firewall systems of the client 

Managed VPN 
services 

Similar as managed firewall services, usually is a firewall 
add-on 

Managed content 
filtering services 

Scan content(email messages and attachments, web and 
FTP traffic ) for potential malicious content 

Managed IDS/IPS 
services 

Monitoring of network traffic through IDS/IPS systems for 
security threats 

Managed security 
monitoring (MSM) 

Similar as IDS/IPS, can draw data from a wider variety of 
sources, and provide more in-depth analysis. Under MSM, 
monitoring of networks, systems is outsourced to an MSSP 
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Threat intelligence Based on provider's research on real world events, offers a 
series of features including early warning of emerging 
threats, threat severity measurement, immediate 
notification and consultation 

Incidence response 
and forensics 

Provide responses to security breaches based on five 
cornerstones of effective incidence management and 
response: detection, assessment, forensics, containment, 
and recovery 

Authentication Verifies and confirms identity of individuals who are 
accessing sensitive information, or conducting high value 
B2B transactions on an extranet 

Consulting The practice of helping firms to improve security level 
through professional analysis 

Source: Ding, Yurcik and Yin (2005) 

2.4 Benefits of MSS 
There are several benefits of outsourcing information security of an organization to a 
qualified security service provider. By outsourcing security to a MSSP, a company 
can improve the uptime of their systems while avoiding capital investments in 
resources and technology (Deshpande, 2005). Thus, the benefits of outsourcing 
information security have widely been researched mainly in the western context and 
according to prevailing literature following are the primary benefits of utilising MSS. 

(a) Staffing 
A shortage of qualified information security personnel puts tremendous pressure 
on IT departments to recruit, train, compensate, and retain critical staff (Hulme, 
2001). Further, the cost of skilled in-house security specialists can be prohibitive 
(Wilbanks, 2001 cited in Allen, Gabbard and May, 2003) for many organizations. 
However, when outsourcing security, the cost to hire, train, and retain highly 
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skilled staff becomes a responsibility of the MSSP. An MSSP is likely to retain 
security experts by offering a range of career opportunities and positions from 
entry level to senior management, all within the information security field. On 
the other hand, if a client organization can outsource repetitive security 
monitoring and protection functions, the organization can then focus internal 
resources on more critical business initiatives. As such, by using MSS, 
organizations can effectively release the burden of attaining and retaining 
qualified information security experts and, in return it becomes a responsibility of 
the MSSP. 

(b) Expertise and experience 
MSSPs are the people who deal with hundreds and thousands of potential threats 
more than a single organization does. Their job is to keep track of new and 
potential vulnerabilities for their clients. It is very much possible that a MSSP 
can respond to a threat better than in-house personnel will, as they might have 
already dealt with similar issues for some other client. At the same time, the 
security technology is getting so complex that a trained security professional will 
most likely perform much better than inexperienced in-house personnel using 
trial and error methods. Thus, a company can leverage the expertise and 
experience of a MSSP to respond to an incident in a timely manner (Deshpande, 
2005). 

(c) Service availability 
According to Deshpande (2005), an attractive benefit of hiring an MSSP is 
round-the-clock support. Depending on the contract with the MSSP, the MSSP is 
responsible to provide support for the duration agreed upon in the contract. An 
MSSP is able to provide 24 by 7 for 365 days support through economies of 
scale. The main advantage of round-the-clock support is real-time results and no 
wait until an administrator identifies the incident that happened several hours or 
days back. 
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(d) Cost savings 
Cost savings is a one main driver for outsourcing security (Deshpande, 2005). 
With an MSSP, business continuity can be guaranteed for the most time of the 
year with minimal investments in resources and technology, which could result in 
big cost savings. A survey conducted by Hurwitz Group reported that (as cited in 
Hulme, 2001) one fourth of the companies with sales more that $10 billion 
annually are using or considering the use of an MSSP for the primary reason of 
cost savings. Since, a MSSP offer same services to several other customers, it can 
offer those at cheaper rates through economies of scale. Hence, a company can 
negotiate a decent service level agreement with an MSSP, which could ultimately 
result in big savings for the company. In other words, with outsourcing of 
security services most of the time the capital expenses become operational 
expenses resulting significant cost advantages for the organization. 

(e) Better facilities 
MSSP usually have a remote security operations centres (SOCs) to monitor and 
manage the security operations of clients. The SOCs enable an MSSP to remotely 
monitor most of its clients (Allen, Gabbard and May, 2003). A company can 
make use of MSSP to utilize the facilities provided and increase their security 
level (Deshpande, 2005). 

( f ) Security awareness 
It is most likely that a security staff in a company might not be aware of new 
threats and vulnerabilities until they actually experience the attack. New security 
threats are rising day by day and it is difficult to keep up with these new threats. 
According to Hulme (2001), difficulty in keeping up with new threats is rated as 
one major reason why companies are turning to MSSP. Additionally, according 
to Allen, Gabbard and May (2003), an MSSP is often able to obtain advance 
warning of new vulnerabilities and gain early access to information on 
countermeasures. An MSSP can advise on how other organizations handle the 
same types of security problems. An MSSP is likely to have contacts with highly 
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qualified and specialized international security experts as well as other MSSPs. 
These resources can be brought to diagnose and resolve client issues. 

(g) Legalities and prosecution 
MSSPs are usually connected with law and the enforcements agencies (Allen, 
Gabbard and May, 2003) and have experience in conducting forensics for the 
purpose of prosecution. A MSSP can help a client gather evidences, which can be 
presented in court to prosecute a wrongdoer. On the other hand, MSSPs are often 
well connected to law enforcement agencies around the world and understand 
what forensic analysis and evidence are required to successfully support legal 
proceedings (Deshpande, 2005). 

In contrast to the benefits of using MSS, the next section discusses the risks of 
engaging with an MSSP. 

2.5 Risks Associated with MSS 
The benefits of using MSS in an organization were discussed in the previous section. 
However, as widely discussed in the MSS literature, there are many risks when 
outsourcing security to an MSSP. As such, major risks of outsourcing security are 
discussed in this section. 

(a) Trust 
Trust plays a very vital role in the decision of outsourcing key security functions 
(Deshpande, 2005). It takes a while to build trust with the MSSP. It is very true 
that an MSSP has access to sensitive client information and knows about 
vulnerabilities in the client's security infrastructure. Hence, some companies are 
hesitant and not comfortable with the fact that an outsider performs the security 
administration, a delicate and vital function of the organization. However, a 
confidentiality agreement between the two can help mitigate this risk (Allen, 
Gabbard and May, 2003). 
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(b) Ownership 
When an incident occurs, ownership and responsibility of security functions can, 
sometimes become reasons for conflicts and finger pointing (Deshpande, 2005). 
The client is usually the owner and MSSP is responsible for the services that are 
agreed upon in the contract. There is a possibility of client losing some control 
over security administration. Hence, the scope of services should be clearly 
discussed in the contract and Service Level Agreement (SLA). Additionally, risk 
mitigation approaches include the making information security the primary 
responsibility for one or more staff members and managers, and conducting 
regular user security awareness and training sessions (Allen, Gabbard and May, 
2003). 

(c) Dependence 
When using MSS, an organization can become operationally dependent on a 
single MSSP and be greatly affected by the MSSP's business viability (Allen, 
Gabbard and May, 2003). One risk mitigation approach is to outsource to 
multiple providers, but this comes with additional cost and management 
oversight responsibilities. 

(d) Hidden costs 
MSS is a form of outsourcing, hence comes with risks such as hidden costs and 
other effects that a company cannot quantify at the time of negotiation with the 
provider (Deshpande, 2005). Thus, certain costs are overlooked or ignored 
because they are difficult to quantify. An organization needs to factor these into 
its risk analysis and decision-making processes before engaging with an MSSP. 
According to Ott (2001) cited in Allen, Gabbard and May (2003), some of the 
hidden costs and areas where issues could arise are listed below. 

• Costs associated with giving up control (experience, knowledge, skill 
development associated with) of critical assets and security technologies 

17 



• What happens at the end of the contract period? What happens if the 
original provider goes out of business, delivers poorly, or is more 
expensive when the contract is recomputed? What is the cost of switching 
to a new provider? 

• Would an MSSP do the job with the same quality and thoroughness that 
an organization would do for itself? 

• How are needs met and services provided for multiple clients and how are 
they prioritized by the MSSP? 

(e) Partnership failure 
Infrequent communication and lack of planning can cause the partnership to fail 
at any stage. Frequent communication and review meetings between the client 
and the provider can mitigate this risk. Like any other relationship, this 
relationship too needs a due care and attention (Deshpande, 2005). 

( f ) Shared environment 
As per Allen, Gabbard and May (2003), the shared operational environment used 
by many MSSPs to service multiple clients introduce more risks than an in-house 
environment. Sharing a data transmission capability (such as a common network) 
or a processing environment (such as a general purpose server) across multiple 
clients can increase the likelihood of one organization having access to the 
sensitive information of another. 

(g) Implementation 
Initiating a managed security services relationship may require a complex 
transition of people, processes, hardware, software, and other assets from the 
client to the provider or from one provider to another, all of which may introduce 
new risks. IT and business environments may require new interfaces, approaches, 
and expectations for service delivery. Roles and responsibilities are often 
redefined (Ambrose, 2001 cited in Allen, Gabbard and May (2003)). 
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(h) Legal issues 
An organization and an MSSP need to evaluate and discuss potential legal issues 
that could arise during a security incident involving both parties. The client needs 
to understand the jurisdiction, under which the provider operates, the applicable 
laws and regulations, whether or not these laws apply to the client when engaging 
provider services, and if so, if these laws are compatible with the client's 
operation and acceptable to the client (Allen, Gabbard and May, 2003). 

Based on the literature, risks of MSS were discussed in the above section. The, key 
drivers and inhibitors for the use of MSS are discussed in the next section. 

2.6 Drivers and Inhibitors 
This section is to discuss the key drivers and inhibitors for the use of MSS in 
organizations. 

2.6.1 Key drivers 
• 

Organizations use MSS due to many reasons and according to the prevailing 
literature, different authors have identified key drivers for the use of MSS in 
organizations. As per the Network World article by Antonopoulos (2009), key 
drivers for the MSS adoption are as follows. 

(a) Falling budgets 
(b) Shrinking staffs 
(c) Lack of specialized expertise 
(d) Rising demand to support more complex applications 
(e) Increasingly distributed workforce 

Antonopoulos (2009) shows that, the cost and lack of skills are prominent in drivers 
which promote the security outsourcing in organizations. Furthermore, complex 
applications as well as distributed workforce also promote the use of MSS in 
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business organizations. However, in contrast to the Antonopoulos (2009), Frost and 
Sullivan World MSS Report in 2004 as cited in Cisco Systems (2006a), has 
identified following factors as the key drivers for the global MSS adoption. 

(a) Regulatory compliances 
(b) Focus on core business 
(c) Need to provide 24-hour support 
(d) Capital expenditure/operational expenditure reduction with focus on growth 
(e) Risk mitigation and management 

According to the above, regulatory compliance has become a prominent factor for 
MSS adoption. With regard to regulations, Deshpande (2005) identifies that the 
government regulations such as the Health Insurance Portability and Accountability 
Act (HIPAA), Gramm-Leach-Bliley Act, the Sarbanes-Oxley Act, and Basel II 
mandate tighter security. A need to comply with these new regulations is also 
making organizations turn towards MSS. Additionally, Cisco (2006a) also mentions 
the focus on core business as well as risk mitigation aspects as the drivers for MSS. 
However, it can be seen that there are common factors identified by both 
Antonopoulos (2009) and Cisco (2006a), such as cost. 

In addition to the above literature, Aberdeen Group on their research on MSS 
(Baroudi, 2008) identifies following factors as key drivers for the use of MSS in 
organizations. 

(a) Improved security 
(b) Reduce management associated with security solutions 
(c) Reduce cost associated with security solutions 
(d) Access to security expertise unavailable in-house 
(e) Government and industry regulations 

It should be noted that, the improved security of MSS is marked as the top driver for 
MSS adoption and it is not indicated in Cisco (2006a) or Antonopoulos (2009). Thus, 
according to Baroudi (2008), most significant reason for organizations to outsource 
their security is that improved security provided by MSSPs. In addition to above 
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literature on the drivers for MSS, Violino (2009) has also contributed to the 
discussion of drivers for MSS. According to him, key drivers which promote MSS in 
organizations are as follows. 

(a) Increase competency (specialized skill set) 
(b) Reduce cost 
(c) 24/7 coverage 
(d) Reduce complexity 
(e) Because the rest of the IT environment is outsourced 

Although the drivers identified by Baroudi(2008), Antonopoulos(2009), Cisco 
(2006a) and Violino(2009) are not exactly the same, it can generally be seen that 
there are several common drivers such as lack of skills, 24x7 service availability, 
management complexity, cost, regulations etc. 

One major limitation of the literature on drivers for MSS is that most of the literature 
is originated from the western context. For instance, in Baroudi (2008), only 19% of 
the surveyed companies are from Asia-Pacific region and the rest is from developed 
countries. Even in Asia-Pacific region, focus on regions like South-Asia is limited. 

2.6.2 Inhibitors 
Though certain factors promote the use of MSS in organizations, there are inhibitors 
for the use of MSS in organizations as well. As identified in the section 2.5, there are 
several risks when using MSS compared to the in-house security. Primarily, 
originating from those risks, there can be many factors which inhibit the use of MSS 
in organizations. According to Frost and Sullivan World MSS Report in 2004 as 
cited in Cisco Systems (2006a), following are the key inhibitors for MSS. 

(a) Clients unwillingness to relinquish control of their networks 
(b) Service providers are not seen as "trusted security advisors" 
(c) Clients are not sure about their security policy and posture 
(d) Immature distribution channels 
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(e) Fear of layoffs makes administrators reluctant to delegate their 
responsibilities 

By comparing the above inhibitors with the risks of MSS as identified in section 2.5, 
it can be seen that most of the risks contribute to inhibitors as well. As an example, 
clients may be unwilling to relinquish the control of the network due to the risks in 
trust, dependency and ownership issues. In accordance with this observation, in 
literature it has been broadly indicated that most of the risks factors of MSS 
contribute to the inhibitors of MSS. 

Ding, Yurcik and Yin (2005) have also discussed one major reason for organizations 
to avoid the use of MSS. According to them, firms hesitate to outsource their 
network security to MSSPs because an MSSP may shirk secretly to increase profits. 
In economics this secret shirking behaviour is commonly referred to as the Moral 
Hazard problem. Thus, in the fear of moral hazard, organizations may reluctant to 
outsource their security to MSSPs. 

In addition to the above, especially in new markets, there can be another inhibitor as 
well. That is the awareness of MSS. If the IT decision makers are not aware of the 
managed security services, it will indeed inhibit the MSS adoption. With the low 
awareness about the outsourcing, organizations will try to focus more on in-house 
approach and in turn it will inhibit the MSS adoption. 

2.7 Service Selection for Outsourcing 
Organizations have several types of security functions such as perimeter protection, 
content security etc in order to guarantee the required level of security for their 
information resources. To suit those requirements, MSSPs also offer equivalent 
security services. However, in the organizational perspective, it is not clear which 
security functions are suitable for outsourcing and which should be kept internally. 
According to Karyda, Mitrou and Quirchmayr (2006), this problem do persists and 

22 



no set of criteria defining security services whose outsourcing would significantly 
benefit companies exists. Thus, which service to be outsourced would primarily 
depend on the requirements of each organizational. However, in the literature, there 
are several important ideas expressed by different authors regarding what to 
outsource and those will be discussed in this section. 

Most of the MSS literature does not discuss which services are better candidates for 
outsourcing and generally considers all services categories as equal in terms of 
suitability to outsource. According to Rowe (2007), many advocate the outsourcing 
of as many security functions as possible. In contrast to this, Schneier (2002) thinks 
differently. According to Schneier, companies should outsource expert assistance, 
but not the management. Thus, vulnerability scanning and management, risk 
analysis, and forensics are good candidates for outsourcing. 

In addition to the expert assistance, according to Whitworth (2005), resource 
intensive activities in terms of headcount and operational cover are also good 
candidates for outsourcing. For example 24x7 security monitoring and response 
would outsource well. It provides productivity advantages and scale economies for 
the outsource provider, thereby allowing cost and operational benefits to be 
transferred to the individual client organizations. Schneier (2001), in his article on 
security monitoring also identifies that the security monitoring must be outsourced in 
order to get effective service. 

Moreover, Vacca (2005) identifies intrusion detection/prevention services to be 
outsourced primarily due to the expert knowledge and skills required for such 
solutions. This is in-line with the Schneier (2002) as his primary criterion is the 
expert assistance when it comes to security outsourcing. 

Thus, it can be seen that there are two approaches suggested within the literature with 
regard to what services should be outsourced. However, final decision on what to 
outsource and what to keep in-house would largely depend on the individual 
organizational requirements. 
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2.8 Criterion for the Selection of an MSSP 
Selecting the right service provider is a key to any outsourcing decision in general 
and it applies to security outsourcing as well. According to Schneier (2002) 
companies should choose an outsourcer they trust. Talking with others and asking 
industry analysts will reveal the best security service providers. Further, as per 
Schneier, going with the industry leader is the best. 

In addition to the concerns on trust, Schneier (2002) also emphasises the conflict of 
interest. According to him, companies buying security services should also avoid 
outsourcers that have conflicts of interest. Some outsourcers offer security 
management and monitoring. If the outsourcer finds a security problem with 
customer network, they might not tell the company and sometimes try to fix it 
quietly. Companies that both sell and manage security products have the same 
conflict of interest. Consulting companies that offer periodic vulnerability scans, or 
network monitoring, have a different conflict of interest as they see the managed 
services as a way to sell consulting services. Furthermore, Schneier believes that if a 
company outsources security device management, it is essential that the company 
outsource its monitoring to a different company (Schneier, 2002) 

Apart from the above concerns identified by Schneier, proper service level 
agreement (SLA) is also essential for the success of any outsourcing arrangement. As 
mentioned by Deshpande (2005), the SLA is a very important part of a MSS contract 
and it defines the roles and responsibilities of the company and the MSSP. Hence, it 
is essential for both parties to understand the roles and responsibilities that are 
expected from them, before they enter into a SLA. Furthermore, the SLA should be 
concise and address all the requirements of the company. It should explain in detail 
incident response and escalation processes as well (Deshpande, 2005). 
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2.9 MSS Adoption 
As we go through the different aspects of the MSS, it is important to see the MSS 
service adoption by organizations. Based on the International Data Corporation 
(IDC) research report as cited in Cisco Systems (2006b) on MSS opportunities, 
shapes and sizes, the projected adoption of MSS in United States in 2009, is shown 
in the figure below. 

VA 
5% 

IDS 
12% 

VPN 
35% 

Figure 2.1: MSS adoption by service category 

According to the figure, managed firewall services are the mostly adopted service 
category by organizations whereas VPN and IDS services are the second and third 
most adopted services. As highlighted earlier also, this type of information is not 
available for the local context. 

Anti-Virus 
2% 

Firewall 
46% 
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2.10 Chapter Summary 
Managed Security is the outsourcing of organizational information security 
operations to a qualified security services provider. The MSS approach emerged 
relatively recently compared to the in-house security approach. In accordance with 
organizational security requirements, there are several categories of MSS services. 
Managed firewall, managed content security and vulnerability assessments are few 
examples of managed security services. 

MSS provides several benefits as well as possesses risks to the organization who 
consumes MSS. Improved security, cost advantages and 24x7 service availability are 
some of the benefits offered by MSS. On the other hand, with MSS, companies have 
to face certain risks. Trust, dependency, hidden cost and ownership issues are some 
of the risks factors related to outsourcing security. Ideally any of the benefits offered 
by MSS can become a driver for the MSS adoption and on the other hand risks 
factors may contribute to the inhibitors of MSS. Thus, based on the literature, there 
are key drivers and inhibitors for the MSS adoption as well. 

According to the literature, what to outsource is somewhat controversial issue and 
there are two major approaches on that. First is to outsource anything which need to 
be outsourced and it is the mostly referred concept. In contrast to this idea, Schneier 
(2002) strongly suggests to outsource only the expert assistance. He further 
emphasises not to outsource management under any circumstances. Additionally, 
resource intensive activities are also a good candidate for outsourcing according to 
Whitworth (2005). Irrespective of the type of the service being outsourced, avoiding 
conflict of interests, finding a trusted partner and proper service level agreements are 
utmost important 

Finally, there is a significant difference between outsourcing general IT services and 
outsourcing IT security, as IT security affects the organizational reputation, service 
availability, trust and confidence matters relating to it's customer base and regulatory 
compliance in a much more fundamental manner. 

26 




