
CHAPTER 1 INTRODUCTION 

1.1 Background and Motivation 

Information is essential asset for most of the businesses and businesses would not be 

able to function properly if the information that they use is not reliable and 

unavailable. Moreover, businesses would be adversely affected if the information 

they own and use is stolen, leaked or tampered in any means. In this context, 

managing the required level of protection or security for the information resources is 

essential for organizations. Within the perspective of who manage the day to day 

information security related operations, organizations can broadly practice two 

approaches. 

(a) Use of internal resources (software, hardware and people) to achieve the 

organizational information security requirements 

(b) Use of external resources, i.e. outsourcing information security functions to 

an external information security services provider 

In the first approach, organizations have to acquire the relevant hardware, software 

and expertise for their information security related functions and manage the security 

systems (such as firewalls, anti-virus systems etc) by themselves. That was the 

approach used by most of the organization in the past. Here, day to day security 

management activities such as analysis of device logs, understanding attacks, 

updating devices etc all have to be handled by the internal staff. In this approach, 

having an internal team with sufficient expertise in information security is essential 

to guarantee the required level of security for information resources. 

In contrast to the first approach, relatively new and alternative way is that 

outsourcing certain or most of the information security operations to qualified 

external information security services providers. This approach is termed as managed 

security (MS) and such outsourced information security services are called Managed 
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Security Services (MSS). Managed security service providers (MSSPs) are the 

vendors who provide information security services to organizations. 

As mentioned earlier, the traditional way of achieving information security is the first 

approach, i.e. use of internal resources, and the latter approach of using external 

resources for information security emerged recently. Based on the existing literature, 

business organizations use MSS extensively. Further, it has been widely researched 

and pointed out that, by using MSS organizations can achieve several advantages 

including enhanced security, improved service availability etc ( Allen et al. 2003). 

Despite the popularity of MSS mostly in the western context and other parts of the 

world, no published research evidence exists in Sri Lankan context with regard to the 

use of MSS in organizations. As such available MSSPs, their services and the usage 

have not also been identified. Even for available MSSP services, suitability of those 

services for local business organizations is not known. 

Thus, considering importance of MSS for the betterment of the local IT industry in 

terms of organizational information security and identifying the void in the empirical 

research space, the researcher conducts this study aiming to analysis the MSS 

industry in Sri Lanka. 

1.2 Research Question 

In past, organizational information security strategies were mainly focused on 

providing security functions as an internal exercise. However, with the increasing 

threats and complex business requirements, it is understood that providing security 

using in-house resources is becoming increasingly difficult. As an alternative to the 

in-house approach, now organizations outsource their security functions to qualified 

external security services providers and that is commonly known as managed 

security services (Allen et al. 2003) and global MSS market is on the rise 

(Deshpande 2005). As per the literature, key drivers which promote the use of MSS 
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in organizations have broadly been discussed and challenges and barriers have also 

been primarily identified in the western context. However, no published research 

work exists in the local context related to the use of MSS in organizations. 

Thus, what are the managed security services available in Sri Lanka and to what 

extent organizations use those services? What are the organizational requirements 

related to the use of MSS and specifically do they have any unfulfilled MSS 

requirements? Furthermore, what is the organizational perception on presently 

available service offerings? Finally, what are the key drivers, inhibitors and other 

issues associated with the use of MSS in organizations? 

Based on the above detailed research question, a more summarised form of the 

research question can be stated as follows. 

What is the present standing of MSS industry in Sri Lanka in terms of available 

services, adoption of those services, organizational MSS requirements and their 

perception on available services? Moreover, what are the key drivers, inhibiters and 

other issues associated with the use of MSS in organizations? 

1.3 Research Objectives 

The researcher defines following objectives to be achieved through this study. 

(a) To determine the presently available managed security services in Sri Lanka 

(b) To determine the adoption of available services 

(c) To determine the organizational MSS requirements 

(d) To determine the organizational perception on present MSS offerings 

(e) To identify any issues associated with the use of MSS in organizations 

(f) To identify key drivers which promote the use of MSS in Sri Lankan 

organizations 
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(g) To identify key factors which inhibit the use of MSS in Sri Lankan 

organizations 

1.4 Significance of the Study 

Research studies conducted in Sri Lanka related to the organizational information 

security is limited. Moreover, there are no published researches on managed security 

services. Thus, this research on managed security services would mark the first 

empirical study on MSS in local context and introduce complete set of new 

knowledge and findings related to the outsourcing information security in 

organizations. 

The research would identify the present standing of the MSS industry in terms of 

several dimensions. Those dimensions are available service offerings, adoption of 

those services by organizations, organizational perception on present service 

offerings and organizational MSS requirements. When any industry is moving 

forward, it is essentially important to assess the industry at given intervals. Thus, this 

research would mark the first such assessment in Sri Lankan MSS industry. 

Furthermore, it will provide many valuable information of the industry to 

organizations consuming MSS or to vendors who are offering security services to 

organizations. 

The research would also identify any potential issues related to the MSS industry. 

Such scientific analysis would help organizations and MSSPs to determine the 

problems currently exists in the industry. Furthermore, it will help resolve those 

issues which would be identified during the study. 

In addition to the above aspects, this research would identify key drivers and 

inhibitors for the use of MSS in Sri Lankan context. This would be a novel 

dimension to the industry and it will help optimize the strategies of the organizations 

who are currently consuming MSS (or going to consume) as well as MSSPs who are 
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offering services to organizations. It will ultimately result a better momentum to the 

industry. Finally, the research would also provide specific recommendations for 

organizations and MSSPs based on the findings of the research and the author 

believes that it will help to develop the industry further. 

1.5 Research Methodology 

The research methodology can be described as a two phased approach. The first 

phase of the research is an exploratory research on MSS industry in Sri Lanka. Since 

there is no any published work on local MSS industry, the author required to do an 

initial study of the field to get an overall understanding of the industry and to 

establish priorities for the second stage of the study. In this phase, interviews and 

pre-survey questionnaires are primarily used as the research constructs. 

The second phase of the study is a descriptive study with clear objectives to be 

achieved. The results of the first phase are used to improve the second phase of the 

study. Specifically, the priorities identified during the first phase are considered in 

this phase. The primary research instruments are the questionnaires while hypothesis 

testing is conducted in order to identify relationships among the variables. 

1.6 Nature & Form of Results 

The results of this study present a statistical view of the MSS industry in Sri Lanka. 

Based on the objectives, the nature and the form of results can be summarized as 

follows. First, the research identifies the presently available MSS services in Sri 

Lanka. With the list of services, number of vendors offering each of the service 

categories would also be identified. The next result of the study is the adoption of 

those services by business organizations. It will identify up to what extent the 

organizations use the available services. 
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In addition to the MSS services and their adoption, their can be MSS requirements in 

organizations which have not yet been fulfilled. Those unfulfilled MSS requirements 

are also analyzed and those requirements would be measured in terms of number of 

services as well list of services required but not yet been fulfilled. Apart from the 

above findings, the organizational perception on presently available services would 

be identified. There, the researcher is interested to understand what organizations 

think about the present services in terms of limitedness of services and the ability to 

fulfil organizational security requirements by using MSS. Moreover, the researcher 

would determine any potential issues related to the present MSS industry. 

All of the above results are based on the descriptive analysis. Finally, this research 

also identifies key factors which promote or inhibit the use of MSS in local context 

based on the results of hypotheses testing. 

1.7 Structure of the Dissertation 

The dissertation contains five chapters. The first chapter is the introduction and it 

gives an introduction to the subject studied, problem identification and the research 

objectives. The second chapter is the literature review covering the literature related 

to the MSS which is relevant to the study. The third chapter is the research 

methodology and it covers research design aspects, hypothesis formulation and 

population and sample design. The next chapter provides detailed analysis of the data 

gathered and discussion on the same, in accordance with the research objectives 

defined in the first chapter. Finally, chapter five provides conclusion and 

recommendations based on the findings of the data analysis. In addition to the five 

chapters defined, the appendix comprises of all the pre-survey and main survey 

questionnaires used for the data collection throughout the research. 
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