
2 LITERATURE REVIEW 
2.1 Chapter Overview 

The impact of electronic monitoring at work place on job satisfaction is an 
interesting area to study in the field of software Industry. Since the human factor is 
involved, previous research has been influenced heavily on employer side to find out 
the relationship between electronic performance monitoring and employee behavior. 
With the evolvement of the area of research, many researchers contributed to the 
knowledge by comparing various areas with respect to electronic monitoring. 

Most of the companies have valid reasons to monitor employees in the workplace. 
According to the employers' point of view, they have a responsibility to provide a 
safe and secure workplace. To achieve that, they have to monitor the activities 
related electronic media to prevent offensive materials. They can also protect the 
company's confidential information and prevent trade secrets from leaking out. 
However, employees feel that their rights of privacy have been invaded by the 
employers' constant monitoring. 

The internet and e-mail, in particular, allow employees to communicate effectively 
and efficiently with others. On the other hand, employers have provided tools to 
monitor employees in the workplace. This monitoring could help to reduce 
employees' misconduct, increase productivity and prevent leakage of confidential 
information (Lee and Kleiner, 2003). 

Even though many previous researches had been carried out to determine the 
electronic monitoring related to different areas, it is not conducted for the employee 
perception towards electronic monitoring at work place, on job satisfaction of 
Software Professionals. The next sections will review diverse literature associated 
with the area of electronic monitoring research. 

15 



2.2 Electronic Monitoring - Recent History 

Electronic monitoring refers to the use of electronic hardware and software to collect, 
analyze, and report individual or group actions or performance (Alder and Ambrose, 
2005b). The definition of electronic monitoring, or electronic task-specific 
monitoring (Stanton, 2000) in the workplace has varied in past research as 
technological advances have caused monitoring practices to increase in complexity 
and prevalence. 

Recent research suggests the most frequently occurring electronic monitoring 
techniques include the monitoring of computer files, computer output including e-
mail and internet activity, telephone calls, and video camera surveillance to directly 
observe employee behaviors (American Management Association, 2005; Stanton, 
2000). 

Several important differences exist between electronic monitoring techniques and 
more traditional forms of supervision. Electronic monitoring allows the continuous 
collection of employee information in the absence of supervisors or coworkers. 
Electronic monitoring can provide abundant amounts of data related to many 
multiple work dimensions, such as attendance, work speed, productivity, and 
efficiency (Alder and Ambrose, 2005b). Organizations utilizing electronic 
monitoring procedures must also decide the extent to which performance information 
will be provided to employees (Alder and Ambrose, 2005b). Of interest in their study 
is the notion that the continuous collection of information in the workplace may or 
may not be directly related to work performance in the eyes of employees. Most of 
the employers use data obtained through electronic monitoring for different type of 
purposes. 

According to Nebeker and Tatum (1993), as long as there has been employment, 
employees have been monitored. And also they have studied the effects of computer 
monitoring, standards and rewards on work performance, job satisfaction and stress. 
Nebeker and Tatum's (1993) research was based on task specific and non-task 
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specific electronic monitoring. According to their research computer monitoring is 
not one-dimensional phenomenon and once it is applied for an organization 
electronic monitoring can vary along a number of different dimensions such as 
individual visibility, focus, privacy, timeliness, feedback medium and tone. 
However, in recent years, with an environment of affordable technology, the 
availability of less easily observable or detectable monitoring devices, and a lack of 
adequate regulation, there has been an explosion in the use of electronic monitoring 
and surveillance in the workplace. During the past two decades, workplace 
surveillance has been steadily on the rise (Aiello, 1993; Aiello and Svec, 1993; 
Botan, 1996; Botan and Vorvoreanu, 2000), and its frequency is still increasing. 

Watson (2007) investigated the role of task-relatedness of monitoring practices and 
the presence of justifications in determining individuals' reactions to monitoring and 
to a simulated work task. As per his findings both of above characteristics, such as 
monitoring task-specific behaviors and providing a clear justification for monitoring 
practices can result in more positive reactions to monitoring relative to monitoring 
off-task inclusive behaviors and providing no justifications for monitoring practices. 
Chen and Sanders (2007) investigated electronic monitoring phenomena by 
attempting to synthesize the varying view. 

A recent study by the American Management Association (AMA, 2007) found that 
employers are primarily concerned about inappropriate web surfing, with 66% 
monitoring internet connections. Fully 65% of companies use software to block 
connections to inappropriate websites, which is a 27% increase since 2001 when 
AMA Institute first surveyed electronic monitoring and surveillance policies and 
procedures. According to that survey, of the 43% of companies that monitored e-
mail, 96% track incoming and outgoing messages within the local network, while 
only 58% monitor internal messages that are sent among employees. While almost 
all jobs have potential to be subjected to some type of electronic monitoring, some 
are much more susceptible to the activity. 
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Wellen, Martin and Hanson (2009) carried out a research to measure the impact of 
electronic monitoring towards the working attitudes of the employees. According to 
their research result, the perceived levels of employee monitoring at work can 
influence the negative working attitudes of the employees but they can be moderated 
by workplace empowerment. Vorvoreanu and Baton (2000) have examined the 
paradox of electronic monitoring in the workplace and states that it is much used and 
little understood. And also they have summarized data regarding the pervasiveness of 
electronic monitoring in the U.S. workplace; the types of jobs most likely to be 
monitored, the methods used for electronic monitoring, and the unintended negative 
effects that may result. It has also reviewed a number of important studies that have 
looked into the nature and effects of electronic monitoring. 

Oz, Glass and Behling (1998) had estimated that at least 26 million Americans are 
electronically monitored in the workplace. As per their study, 823 employees were 
surveyed. A great majority of the respondents felt that electronic monitoring might 
cause undesirable tension between managers and workers. Supervisors favor 
electronic monitoring more than non-supervisors do, whereas non-supervisors 
believe to a greater extent than supervisors that electronic monitoring has a negative 
impact in the workplace. According to Lee and Kleiner (2003), monitoring could 
help reduce employees' misconduct, increase productivity and prevent leakage of 
confidential information. On the other hand, it may also lead to loss of employees' 
morale and the invasion of their privacy. 

Aiello (1993) has extended this field of research by reporting on a series of six 
laboratory studies which examined the effects of computer monitoring on variables 
such as stress and task performance. As per his studies, the factors likely to moderate 
the acceptance and effectiveness of computer monitoring & implications for work 
and social relationships are discussed. Results of Aiello and Kolb's (1995) laboratory 
experiment revealed that group level monitoring provided some protection against 
stress as participants who were monitored at the group level obtained stress scores 
between those who were individually monitored and those who were not monitored. 
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In sum, research generally suggests that employees will respond to group level 
monitoring more favorably than to individual level monitoring. However, this 
relationship may be moderated by a number of other factors such as organizational 
culture (Alder, 2001). 

According to Ariss (2002), the workplace monitoring is considered as an important 
control measure for business necessity for the following reasons; 

• Workplace monitoring may prevent the misuse of the organizational 
resources and the related expenses incurred; 

• It may enhance the company security in terms of business secrets, intellectual 
assets, and corporate knowledge; 

• Monitoring may lead to the avoidance of legal liabilities resulted from 
employee misbehaviors; and 

• Monitoring may increase the employee performance 

Employers have the right to monitor employees in the workplace during working 
hours because they are responsible for all of the activities, including the company's 
information and employees' safety, which happen during the working hours. And 
also, employees have the right to privacy under common law. Therefore, employers 
must define clear and understandable policies about electronic monitoring of 
employees in the workplace. Moreover, employers need to clearly define to what 
extent they intend to monitor the workplace (Lee and Kleiner, 2003). 

King (2002) identified following methods can be used to electronically monitor 
employees. 

Monitoring Computer Keyboard Use 
Computers may be programmed to monitor clerical workers to record the number of 
keystrokes per minute, the precise time and location of any errors, the amount of 
time it takes to process each form or complete each task, and the length of any 
breaks. 



Monitoring Telephone Use 
Computers may count the number and type of calls and call-backs, the number of 
messages opened and waiting, the number of seconds before the call is answered, the 
number of times a caller is put on hold, the precise duration of each call, and the time 
period between calls. 

Monitoring Computer Document Drafting 
Computers may monitor the number of drafts of documents and the number of 
revisions per line of dictation. 

Monitoring Network and Internet Use 
Software enables employers to secretly, and in real-time, monitor employees' use of 
networked computers including individual monitoring of each connected computer. 
Software enables employers to capture the images from an employee's computer 
screen at random intervals and then compress those images to provide documentation 
of all computer work. Software also may reveal the online activities of all employees, 
including Websites visited, the length of the employees' visits to Websites, and 
whether those sites are productive or unproductive. Software enables employers to 
monitor employees' use of chat rooms, programs run, games played, access to 
pornography, files used, bytes transferred or downloaded, time spent downloading, 
and e-mail sent or received. 

Computer Forensics Techniques as Monitoring 
Computer forensics focuses on retrieving and/or reconstructing electronic 
communications, generally after the communications have been transmitted, 
received, and stored on a computer hard drive. Computer forensics may recover 
electronic communications even after attempts have been made to delete or obscure 
any record of the electronic communications. 
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Joseph Wen, H., Dana Schwieger, Pam Gershuny (2007) described the capability of 
monitoring technology in Table 2.1. 

Table 2.1 Internet Usage Monitoring Technology 
Monitoring 
Capability 

Description 
Keystroke 
monitoring 

• Maintains a record of keystrokes along with the window they 
are typed in and time stamp. 

• Tracks computer idle time. 
• Recreates deleted documents because the keystrokes are 

logged and stored even if deleted. 
Emails sent 
and received 

• Monitors and logs all e-mails sent and received by users of all 
company owned computers. 

• Screens e-mails for potentially offensive or inappropriate 
messages. 

• Scans employee e-mails for questionable keywords 
predetermined by the employer. 

Events 
timeline 
logging 

• Logs all events users performed and view them in an organized 
chronically ordered listing. 

• Views user performed events, in the order in which they 
occurred. 

• Logs program starts/stops, website visits, document viewings 
and printings. 

Application 
usage 

• Monitors and logs all applications run by users. 
• Logs when the application was started, stopped, and how long 

it was actually used. 
• Records application installations performed by users. 
• Logs software name, installation path, and time of installation. 

Window 
activity 

• Records documents and files opened and viewed by users. 
• Logs all windows in which the user directly interacts on the 

desktop. 
• Monitors and logs all internet sessions and all chat 

conversations made on the PC. 
• Records documents and files that are printed by users. 
• Logs all passwords used during monitoring sessions via its 

keystroke recorder. 
Remote 
Desktop 
Viewing 

• Views a listing of various system information for the remote 
PC, including processor type, system directory. 

• Views a list of the current internet connections on the PC. 
• Views a list of the recent documents users have opened. 
• Remotely views what the user is doing in real-time. 

Source: Wen, Schwieger and Gershuny, 2007, p. 186 
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2.3 Relevance to Work of Electronic Monitoring 

According to Alge (2001) Employees likely perceive task-specific monitoring 
techniques as more job relevant in comparison to off-task inclusive monitoring. 
Relevance refers to "whether collected information is necessary and appropriate for 
making decisions affecting employees". Alge (2001) conducted a laboratory study in 
which the task relevance of electronic monitoring was manipulated by the type of 
information participants were told in determining their overall performance. In the 
high relevance condition, participants were informed that their performance 
evaluation would consist of only task-specific data (Alge, 2001). In the mixed 
relevance condition, participants were informed that their performance evaluation 
would include both task-specific data and data collected during break periods such as 
task-specific and off-task monitoring (Alge, 2001). According to Aiello and Shao 
(1993), while the relationship between electronic monitoring and stress is relatively 
clear, the association between monitoring and task performance is less well 
established. Further they concluded that effects of computer monitoring on task 
performance are strongly affected by the nature of the task. 

Alge (2001) found perceived relevance of monitoring was significantly greater in the 
task specific monitoring condition compared to the mixed condition combining task-
specific and off-task monitoring. One limitation of Alge's (2001) study is that 
participants were only informed of the monitoring procedures after they had 
completed the task. This is problematic from an external validity standpoint. This 
suggests that the majority of employees subject to electronic monitoring in 
organizations receive advanced notification informing them of the monitoring 
(AMA, 2005). 
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2.4 Effects of Electronic Monitoring on Job Performance 

Previous research studies more focused towards the employer side to find out the 
relationship between electronic monitoring and employee job performance. Previous 
research studies stemmed from social psychology focus on the effects of computer 
monitoring on job performance (Aiello and Svec, 1993; Griffith, 1993). (Aiello and 
Svec, 1993; Griffith, 1993) used the Social Facilitation Framework (Zajonc, 1965 
cited in Griffith, 1993, Botan and Vorvoreanu, 2000) to explain the effects of 
electronic monitoring on job performance not only with simple tasks and but also 
with complex tasks. As per social facilitation explains performance differences based 
on whether an individual works alone or in the presence of another person. For 
complex tasks, Aiello and Svec (1993) found a social facilitation effect. That is, 
computer monitoring was found to be similar to the presence of a supervisor and to 
negatively affect performance of difficult tasks. They concluded that if a job involves 
performing difficult tasks, it is more efficient not to have computer monitoring. 
However, none of these studies found significant differences in job satisfaction and 
anxiety between monitored and non-monitored groups of subjects. 

Nebeker and Tatum (1993) conducted two elaborate laboratory experiments to 
investigate the effects of computer monitoring, under different conditions of 
standards and rewards, on productivity, work quality, satisfaction and stress. Their 
research did not show any significant negative effects of computer monitoring. These 
results, as well as the findings of Aiello and Svec (1993) and Griffith (1993) were 
based on experimental outcomes. But, considering that real work setting, there is 
much more at stake, and this could increase the stress and other reported negative 
effects of electronic surveillance. Various discourses and interests interact in 
organizational settings, shaping the reality of being under electronic surveillance and 
influencing the extent to which the experience is negative. 
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2.5 Rationale for Electronic Monitoring 

Always electronic monitoring has been an aspect of work, though its use in the 
modern workplace to track the activities of employees. Production was often 
monitored to ensure maximum output was being obtained from employees. This is 
something similar to counting the number of widgets produced in a factory. These 
concepts include computer monitoring, keystroke counting, video surveillance, 
spying, eavesdropping, telephone tapping, and active badge systems (Mishra and 
Crampton, 1998 cited in D'Urso, 2006). Computerized work measurement enables 
employers to more efficiently monitor individual employee activities and it was 
helped them to measure the productivity and behavior of employees. The question is 
not whether or not employers can electronically monitor their employees, rather the 
question is how should it be done? The methods were used in electronically 
monitoring employees are very important, particularly in how employees view them. 
These all methods must be fairness and ethics in mind. Electronic monitoring 
certainly raises ethical dilemmas for employers (Taylor, 2007). 

Most of the common reasons given for electronic monitoring and surveillance 
includes, performance reviews and evaluate job performance, legal compliance, cost 
control employees who surf the internet. Other cited reasons for surveillance 
includes, protection of business information, security and safety, and lack of up-to-
date legal regulation (AMA, 2007). Whatever the rationales for the use of electronic 
monitoring and surveillance technologies, they are having an impact on an 
employee's privacy in the workplace. 
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2.6 Electronic Monitoring and Privacy 

Over the past decade the realm of technology and privacy has been transferred, 
creating a landscape that presents new challenges for IT professional, management, 
and communication professionals (Meyers and Neville, 2003). Stone and Stone 
(1990 cited in D'Urso, 2006) offered that privacy is the extent to which individuals 
believe they have control over their personal information and interactions with 
others. This idea, when examined from the perspective of the work environment, 
presents a number of challenges. Privacy is an important factor and its important in 
organizations with human resource information systems, which store pertinent 
information about an employee such as job status, medical history, performance 
records, and more (D'Urso, 2006). D'Urso (2001) explained different types of 
communication privacy based on electronic monitoring in the workplace such as 
perception of communication privacy which should be a central focus of 
organizational communication scholars. Second concerns over communication 
privacy extend beyond just e-mail, but also include traditional forms and newer 
communication technologies, such as instant messaging. Third broader issues such as 
organizational policies and organizational type are extremely relevant in 
comprehending perceptions of privacy. Fourth various perceptions surrounding the 
workplace can have a theoretical connection to communication privacy. Last 
attention should be given to key outcomes related to perceived communication 
privacy concerns. 

Jengchung, Chen Y., Chen C. and Yang (2008) pointed out that the utilization of 
electronic monitoring systems creates many privacy concerns. Based on their surveys 
with employees and privacy groups, they discovered that employers need to put a 
limit on the use of electronic monitoring systems in the workplace to accept the 
privacy of employees. Researchers explained the importance of many personal and 
privacy issues associated with the use of electronic monitoring systems. An ethical 
and responsible employer needs to frankly communicate with employees about the 
use of electronic monitoring systems to deter and dissuade internet abuse activities in 

25 



the workplace. Despite the touted benefits of electronic monitoring for employers, 
performance monitoring is also one of the most controversial uses of monitoring 
technologies. Privacy advocates tend to hold a view, based primarily on assumption 
and intuition, that monitoring is counter-productive and harmful to employees 
(Johnston and Cheng, 2002). Employer need to understand the concepts of privacy 
that helped them to keep a good relationship with employees. According to Johnston 
and Cheng (2002), in the context of the workplace, the protection of privacy is about 
shifting the locus of power away from employers, and back to employees. They 
explained, how the employers need to understand that privacy protection is integral 
to trust, and also trust is the foundation of effective employment relations. According 
to Ariss, (2002), some employees, finding that their privacy is not protected by 
statute, have sued their employers for invasion of privacy. According to his studies, 
in the mind of an employee, this may seem to be an invasion of privacy, legal cases 
have proven otherwise. And also employee can prove that he/she had a reasonable 
expectation of privacy. 

Wakefield (2004) explained that balancing the legitimate need of employers to I 
monitor the workplace with respect for individual privacy is not difficult. The best 
course of action is to have a monitoring policy and follow it. According his studies, 
as an employer, it is recommended that organizations have a written policy clearly 
stating that any right to privacy is waived for documents and messages created, 
stored, sent or received on the organization's computer systems or over its networks. 
It was not easy to maintain the balance between the employer and employee, without 
having a reasonable monitoring policy that also sets individual privacy expectations. 
Legal analysts advise that setting policies with clearly stated monitoring intentions is 
the most important action employers can take to minimize invasion of privacy 
claims. Clear-cut policies set boundaries, establish employees' expectations of 
privacy, and help set a workplace tone that conveys organizational responsibility and 
respect for others. According to Wakefield (2004), he identified major aspect to 
maintain the minimum, comprehensive monitoring policy. He mentioned below basic 
policies should be included in the electronic monitoring policy for every 
organization. 
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• State the specific business purposes for monitoring 

• Clearly state the ownership of company computers, networks, files and e-mail 

• Clearly outline the forms of communication considered illegal, prohibited and 
unacceptable 

• Clearly outline the web sites considered illegal, prohibited and unacceptable 

• Define the acceptable use of company networks and e-mail 

• Set clear boundaries for the personal use of company networks 

• Inform employees of the specific types of monitoring activities that will be 
used 

• Explain how monitoring activities are advantageous to employees, clients and 
the company 

• Determine the consequences for policy violations 

According to AMA (2007), employers cannot expect an uninformed workforce to 
comply with policy. And they cannot trust employees on their own to access the 
company intranet system or retrieve a copy of the employee handbook in order to 
educate themselves about monitoring or other electronic rules and policies. Employer 
should introduce policies and the best practices call for formal employee training, 
which grants employees the opportunity to ask questions and gain a thorough 
understanding of electronic rules, policies, and procedures. 
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2.7 Employee Electronic Monitoring and Control in the Workplace 

Monitoring research suggests that reactions to monitoring are influenced by whether 
the system monitors group or individual performance (Aiello and Kolb, 1995). 
Electronic monitoring leads to different types of positive and negative consequences 
and seen in both employee's point of view and the company's point of view. Meyers 
and Neville (2003), developed a model to explain how to control employee at the 
workplace by using electronic monitoring. According to their model, potential link 
between levels of monitoring and surveillance on firstly employees' privacy needs, 
and secondly on employees' control beliefs, can be illustrated in the following 
diagram: 

Figure 2.1 Impact of monitoring and surveillance on employees' control needs A 
Source: Meyers and Neville, 2003, p.2 
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According to Meyers and Neville (2003), linearity implied in the model is illustrative 
rather than predictive. The actual relationships between monitoring, surveillance and 
their impacts on employees' privacy needs and attendant control belief need, of 
course, to be operationalized and empirically tested in actual workplace settings. And 
also they mentioned the relationship between levels of workplace monitoring and 
surveillance and its impact on privacy and employees' level of perceived control. 

Further, they explained about the relationship with job satisfaction and also 
productivity. According to this model, they explained two things. Firstly they 
explained, over control mechanisms in the contemporary workplace can potentially 
alienate workers and, to re-state an earlier claim, have dysfunctional effects on the 
organization's working environment. Secondly, they mentioned that it is clearly the 
role of the IT professional to anticipate problem areas and to appreciate what extent 
his or her expertise may be required for use in unethical or as later will be discussed 
potentially illegal, ways. So, the previous studies clearly explain the role of 
electronic monitoring plays in controlling employees at workplace. If employers 
misuse electronic monitoring, it can have undesirable consequences on employee 
morale, economic loss, and the potential for unethical behavior (Ariss, 2002). 

2.8 Implications of Electronic Monitoring for Job Satisfaction 

Alder and Ambrose (2005b) propose that monitoring practices constitute a basis for 
more global impressions of the fairness of organizational decisions, as well as 
individual attitudes regarding their job (e.g., job satisfaction). That is, electronic 
monitoring of employees represents a critical contextual factor for which individuals 
develop fairness evaluations. Fairness evaluations of electronic monitoring may 
function as an indication of the broader organizational culture. Organizational 
practices involving unfair forms of electronic monitoring will lead employees to 
expect similar policies in other areas of the organization (Ambrose and Alder, 2000). 
In contrast, organizational practices involving fair forms of monitoring will lead 



employees to conclude similarly fair policies are conducted throughout the 
organization (Ambrose and Alder, 2000). These broader attitudes toward 
organizational policy and values may impact individual reactions (e.g., satisfaction) 
to the work itself, as one's job is typically assigned by and performed for the 
organization. 

Perceived fairness of electronic monitoring has been shown to predict task and job 
satisfaction in both field and laboratory settings (Alder and Ambrose, 2005a). 
Research evidence suggests positive perceptions of fairness may be associated with 
increased productivity, which in turn may enhance satisfaction. Alder and Ambrose 
(2005a) found perceptions of monitoring fairness influenced participants' task 
performance and satisfaction. Stanton (2000) states the need for further research 
investigating the role of monitoring fairness as it relates to important work outcomes, 
including satisfaction. 

Considering the organizational contexts when electronic monitoring is highly salient 
and it is not visible to the employees, but most of employee activities, such as both 
task and non-task specific are monitored, fairness evaluations of the monitoring 
procedures likely influence broader work attitudes including job and task 
satisfaction. Employee monitoring and surveillance within organizations may exist 
on a continuum ranging from excessive relatively acceptable levels, according to 
individual perceptions. Links between unacceptable levels of employee monitoring 
and surveillance and their impacts on level of perceived control may also negatively 
impact on employees' job satisfaction (Meyers and Neville, 2003). And further, they 
explained about excessive levels of work monitoring and surveillance may, in turn, 

J 
lead to higher levels of employee job stress, impact negatively on productivity, and 
increasingly in the future raise legal questions, amongst potentially other deleterious 
effects. But, they agreed, since the IT professional is at the front line in providing 
technical advice on how, when and where employee monitoring and surveillance are 
to occur, it is impossible to ignore this issue. 
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Indeed, Aiello and Shao (1993) found that the introduction of electronic monitoring 
decreased both task satisfaction and supervisor satisfaction in participants. According 
to their studies, computer monitoring has been a controversial issue because of the 
distinct advantages and disadvantages associated with it. They explained also about 
the positive side including immediate and objective performance feedback, 
facilitation of goal setting and lead to productivity gains. They further clarified about 
the negative of electronic monitoring, including the threat to privacy and being an 
excessive management tool. Based on these factors they explained the impact on job 
satisfaction and stress among electronically monitored employees. According to 
Stanton's (2000) framework of employee reactions to electronic monitoring, 
electronic monitoring may ultimately influence employee satisfaction through the 
mediating role of monitoring cognitions such as perceived relevance and fairness of 
monitoring. 

Aiello and Svec (1993) studied the electronic monitoring, performance monitoring 
and its impact on work motivation and job satisfaction. According to them, how 
employers, supervisors and employees use the information gathered through 
monitoring and the specific nature of the existing relationship of the supervisor and 
employee will no doubt carry the greatest weight in determining the reactions to and 
the impact of electronic monitoring. And also they explained how electronic 
monitoring changed the behavior of the employees. Griffith (1993) also studied 
computer monitoring and how it impacts job satisfaction. He studied under 
supervisor monitoring condition as well as computer based electronic monitoring 
conditions and the relationship with job satisfaction. Further he concluded that, the 
greatest impact of computer monitoring should be found in an organizational context 
where performance feedback and consequences are linked by data provided by the 
computer based electronic monitoring systems. 
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2.9 Job Satisfaction in an Organization 

Job satisfaction is construct which has been defined differently by various scholars. 
The term was first defined by Hoppock (1935 cited in Lew Tek Yew, 2005a) as a 
combination of psychological, physical and environmental circumstance that causes 
a person to say, "I am satisfied with my job". Concerns about employee job 
satisfaction are just as critical in all organizations. Numerous factors influence 
employee job satisfaction. O'Reilly and Caldwell (1982, 1991), indicated that both 
task and organizational rewards contribute to job satisfaction. Task rewards are 
intrinsic rewards directly associated with the job such as interesting and challenging 
work, variety and opportunities to use one's skills. Organizational rewards are the 
tangible rewards that are visible to others such as pay, promotion and comfortable 
working conditions. Hoppock (1935) forwarded a traditional approach to job 
satisfaction. Job satisfaction is a result of various factors in the working environment 
and if these factors are present, job satisfaction will arise, otherwise job 
dissatisfaction will emerge. The same factors will influence job satisfaction and job 
dissatisfaction. In contrast, Herzberg et al. (1959 cited in Yew, 2005a) distinguished 
the factors like work environment, pay and company policies that eliminate job 
dissatisfaction as the hygiene factors while the factors creating job satisfaction like 
challenging work, responsibility, recognition and achievement as motivators. On the 
other hand, job satisfaction construct can be considered to be a function of work-
related rewards and work values. There are lots of instruments (indexes) to measure 
job satisfaction. But, most of the researchers used Job Descriptive Index (JDI) 
(Smith, Kendall and Hulin, 1969 cited in William, Vaughn and Dunn, 1972) as a 
measurement tool for Job Satisfaction. The facets of the JDI are derived from the 
definition of job satisfaction put forth by Smith, Kendall and Hulin (1969). They 
defined job satisfaction as "feelings or affective responses to facets of the situation". 
According to this definition, the JDI view job satisfaction as the accumulation of five 
facets: work on present job, present pay, opportunities for promotion, supervision, 
and people on your present job (co-workers). 



William, Vaughn and Dunn (1972) investigated the job satisfaction for on-going 
organizations by using JDI. They specially focused the job satisfaction, by paying 
high attention to three questions. 1. How can job satisfaction be measured, 2. What 
are the major pitfalls likely to be encountered by those who conduct such research, 3. 
How can job satisfaction data, once obtained, be analyzed and interpreted by 
management. And further they explained how to select an instrument to measure job 
satisfaction. They used below criteria to select the index. 

• It should index the several dimensions of job satisfaction rather than an 
"over-all" (global) dimension 

• It should be applicable to a wide variety of jobs 

• It should be sensitive to variations in attitude 

• The instrument used should be of such a nature (interesting, realistic and 
varied) that the scale will evoke co-operation from both management and 
employees 

• The index should be reliable 

• The index should be valid 

• The index should be brief and easily scored 

• Normative data should be available 

York, Colasanti and Josephson (1988) investigated the relationship in between 
organizational climate and job satisfaction. They also used JDI to measure the job 
satisfaction. According to this study certain facets of job satisfaction and certain 
dimensions of organizational climate were correlated. On the other hand, they 
noticed that stress plays a major role on the workers' perceptions of organizational 
climate and its impact to job satisfaction. 
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2.10 Organizational Culture and Electronic Monitoring 

Research recognizes that reactions to electronic monitoring may be moderated by 
several factors. So, one of the most common factors is organizational culture. 
Cultures also can have different type of dimensions. Litwin and Stringer (1968) 
studied the organizational culture. One may speculate culture as a concept, which is 
difficult for psychometrically oriented investigators to deal with, and it was not 
sufficiently powerful as an explanatory variable to warrant the effort to develop 
measures. Organizational "climate," on the other hand, lent itself directly to 
observation and measurement and thus has had a longer research tradition (Litwin 
and Stringer 1968, cited in Schein, 1988). Further, Schein (1988) explained culture 
as a property of a group. By definition, therefore, entire organization can has a 
culture if it has been a stable group for some period of time, and every sub-group 
within that organization can have a culture of its own if it has its own stable history. 
Whether or not one will find a culture in any given group, therefore, depends upon 
the stability of that group and the number of significant learning experiences it has 
had. According to the research of Hansen and Wernerfelt (1989), organizational 
cultures can influence how people set personal and professional goals, perform tasks 
and administer resources to achieve them. Organizational cultures affect the way in 
which people consciously and subconsciously think, make decisions and ultimately 
the way in which they perceive, feel and act. According to Schein (1988) leaders of 
organizations sometimes are able to overcome their own cultural biases and to 
recognize that elements of their own organization's culture are dysfunctional for 
survival and growth in a changing environment. Further he added, leaders may feel 
that they do not have the time to let evolution occur naturally, or that evolution is 
heading the organization in the wrong direction. 

Researchers on organizational cultures have also proposed different forms or types of 
cultures. Organizational culture is postulated to be one of the greatest theoretical 
levers required for understanding organizations. Verifying and using those theories 
minimally requires comparisons between the cultures of different firms, which in 



turn implies the identification of common dimensions for assessing organizational 
culture (Delobbe, Louvain-la-Neuve, Haccoun, 1999). But most of the researches 
based on Wallach's (1983) dimensions of cultures. Wallach's organizational culture 
index describes organizational culture dimensions. Wallach (1983, cited in Lok and 
Crawford, 2004) suggested that there are three main types of organizational cultures: 
bureaucratic, supportive and innovative. Lok and Crawford (1999), identified that 
innovative and supportive subcultures had positive associations with commitment, 
while a bureaucratic subculture had a slight negative association with commitment. 
And also he explained the relationship in between each subculture with job 
satisfaction. 

According to Schein (1988), the rate of change in the technological, economic, 
political, and socio-cultural environments is increasing, and organizations are, 
therefore, finding it more and more important to figure out how to manage perpetual 
change involving genuinely innovative thrusts new missions, new goals, new 
products and services, new ways of getting things done, and even new values and 
assumptions. According to his research he found if organization wants to be 
innovative it must have below accomplishments. 

• That the world is changeable and can be managed, 

• That humans are by nature proactive problem solvers, 

• That truth is pragmatically arrived at, 

• That the appropriate time horizon is near future, 

• That time units should be geared to the kind of innovation being considered, 

• That human nature is neutral or good and is, in any case, perfectible, 

• That human relationships are based on individualism and the valuing of 
diversity, 

• That decision making is collegial/participative, 
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• Those diverse subcultures are an asset to be encouraged, but that subcultures 
have to be connected to the parent culture. 

According to the research of Ogbonna and Harris (2000), indeed, the negative links 
between bureaucratic culture and performance suggest that bureaucratization reduces 
short-term profitability, impedes long-term growth and may even affect the survival 
of the organization. Thus, innovative culture which is sensitive to external conditions 
has a strong and positive impact on organizational performance. Indeed, Yahyagil 
(2004) found bureaucratic culture as one of the basic conceptual dimensions 
indicated its different nature in compare to supportive and innovative dimensions. 
According to his research, the major empirical evidence derived from this study 
indicated three facts: 

• Bureaucratic nature of organizations should be kept at a level to help business 
channels to function simultaneously, 

• Supportive culture or, in other words, the provision of managerial support to 
the members of organization is a must, 

• The emphasis ought to be put on personal freedom to become more creative 

He further explained, three factors which makes a more innovative organization, by 
means of enabling as well as encouraging the employees of the organization to take 
risks, to make business decisions independently, and to be able to share all the 
resources and the amount of knowledge with others. 

Taylor (2007) investigated the relationship in between electronic monitoring and 
different type of cultures. Indeed, he has done this research by using Taiwanese and 
American business people. According to his research questions, the following 
observations can be made. On question 1: Are there significant differences between 
the attitudes of Taiwanese and American business people with respect to their ethical 
views of electronic monitoring? Both Taiwanese and American groups of 
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respondents were significantly different with each other on all of the research 
statements; but it was not expressing opposing views but a matter of degree. Both 
Taiwanese and American groups responded in the same direction as far as agreeing 
or disagreeing with the statements. On a number of statements, the Taiwanese 
respondents expressed stronger views; and on the other statements, the American 
respondents expressed stronger views. However, on none of the statements did the 
two respondent groups express opposing views. As an example, one group thought 
the statement was ethical and the other group thought it was unethical. According to 
his second question: Does "giving notice" versus "secretly monitoring" make a 
significant difference in the ethical dimension of electronic monitoring?; both 
respondent groups expressed adamant views that the secret monitoring of employees' 
behavior is unethical. Therefore the message from this study is that the respondents 
view the electronic monitoring of employees is ethical as long as notice is provided 
to the employees. 

2.11 Contrasting the Organizational Culture and Organizational Climate 

According to Denison (1996), during the early evolution of the culture perspective, 
the distinction between culture and climate was quite clear. Schwartz and Davis 
(1981 cited in Denison, 1996) put it most simply when they said that whatever 
culture is, it is not climate ("one way to understand culture is to understand what it is 
not"). Studying culture required qualitative research methods and an appreciation for 
the unique aspects of individual social settings. Studying organizational climate, in 
contrast, required quantitative methods and the assumption that generalization across 
social settings not only was warranted but also was the primary objective of the 
research. 

Culture researchers were more concerned with the evolution of social systems over 
time (Pettigrew, 1979; Schein, 1988,1990; Van Maanen, 1979), whereas climate 
researchers were generally less concerned with evolution but more concerned with 
the impact that organizational systems have on groups and individuals (Ekvall, 
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1996). Culture researchers argued for the importance of a deep understanding of 
underlying assumptions ( Schein, 1988, 1990), individual meaning (Geertz, 1973), 
and the insiders point of view of the organization. Climate researchers, in contrast, 
typically placed greater emphasis on organizational members' perceptions of 
"observable" practices and procedures that are closer to the surface of organizational 
life (Guion, 1973 cited in Denison, 1996) and the categorization of these practices 
and perceptions into analytic dimensions defined by the researchers. 

Denison (1996), investigated contrast in between organizational culture and 
organizational climate tends to support perhaps the most widely accepted distinction 
between the two phenomena; culture refers to the deep structure of organizations 
which is rooted in the values, beliefs and assumptions held by the organizational 
members. And also meaning is established through socialization to a different type of 
identity groups that converge within the organization. 

On the other hand, climate, in contrast, portrays organizational environments as 
being rooted in the organization's value system, but tends to present these social 
environments in relatively static terms, explaining them in terms of a fixed set of 
dimensions. As a result, climate is often considered as relatively temporary, subject 
to direct control, and largely limited to those aspects of the social environment that 
are consciously perceived by organizational members. 

Table 2.2 presents a summary of this widely accepted view of these two 
organizational culture and organizational climate literature which compares the two 
aspects in epistemology, point of view, methodology, level of analysis, temporal 
orientation, theoretical foundations, and disciplinary base of the culture and climate 
perspectives. 
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Table 2.2 Organizational Culture and Organizational Climate Research Perspectives 
Differences Culture Literature Climate Literature 

Epistemology Contextualized and idiographic Comparative and 
nomothetic 

Point of View Emic (nature point of view) Etic (researcher's 
viewpoint) 

Methodology Qualitative field observation Quantitative survey data 

Level of Analysis Underlying values and assumptions Surface-level 
manifestations 

Temporal 
Orientation 

Historical evolution A historical snapshot 

Theoretical 
Foundations 

Social construction; critical theory Lewinian field theory 

Discipline Sociology and anthropology Psychology 

Source: Denison, 1996, p.625 

Denison (1996), clarified culture and climate are very different perspectives on 
organizational environments and also, it is far less clear that they actually examine 
distinct organizational phenomena. But he investigated the differences and 
similarities based on previous researches. 

And also, he summarized similarities in between two literatures such organizational 
culture and organizational climate. This is illustrated in Table 2.3. 
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Table 2.3 Convergence in the Organizational Culture & Climate Literature 

Areas of Convergence Examples of Convergence 

Definition of the 
phenomenon 

Both Focus on the internal social psychological 
environment as a holistic, collectively defined 
social context 

Central Theoretical Issues • Shared dilemma: context is created by 
interaction, but context determines interaction 

• Definition of Domain varies greatly by 
individual theorist 

• Dynamics between the whole and the part 

Multiple layers of analysis 

Dimensions vs. holistic analysis 

Subcultures vs. unitary culture 
Content and Substance High overlap between the dimensions studied by 

quantitative culture researchers and earlier studies 
by climate researchers 

Epistemology and Methods Recent emergence of quantitative culture studies 
and qualitative climate studies 

Theoretical Foundations • Roots of culture research are in social 
constructionism 

• Roots of climate research are in Lewinian field 
theory 

• Many recent studies have crossed or combines 
these traditions 

Source: Denison, 1996, p.627 
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Finally, Denison (1996) came up with his conclusions on the difference between 
organizational culture and organizational climate. Organizational climate refers to a 
situation and its link to thoughts, feelings, and behaviors of organizational members. 
Thus, it is temporal, subjective, and often subject to direct manipulation by people 
with power and influence. On the other hand organizational culture, in contrast, 
refers to an evolved context. Thus, it is rooted in history, collectively held, and 
sufficiently complex to resist many attempts at direct manipulation. 

2.12 Organizational Climate and Electronic Monitoring 

According to Yahyagil (2004), organizational climate is, broadly speaking, related to 
the work atmosphere that covers ways and methods undertaken by organizational 
members for organizational functioning. It has been widely defined as the shared 
perceptions of employees regarding organizational functioning and practices. 
According to Taguiri and Litwin (1968 cited in Yahyagil 2004) climate is "the 
relatively enduring quality of the total environment that (a) is experienced by its 
members, (b) influences their behavior, and (c) can be described in terms of the 
values of a particular set of characteristics (or attributes) of the organization". 

James and Jones (1977) came up with ideas about organizational climate based on 
their researches. According to them, there can be two types of organizational climate 
such as psychological climate and perspective climate. Psychological climate refers 
to the individual's internalized representations of situational conditions within the 
organization and its subunits, tends to emphasize conditions that are relatively 
immediate to individual experience, and reflects a cognitive transformation and 
structuring of these conditions into perceived situational influences. According to 
them, many of the assumptions regarding psychological climate appeared to have 
relatively direct parallels in treatments of climate as a situational attribute. 
Organizational climate as a situational attribute, suggested that it is primarily 
descriptive or organizational and subunit situations. And also it is multidimensional 
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with what appears to be a central core of dimensions and it tends to reflect primarily 
aspects of the organizational and/or subunit environment that are most proximally 
related to individual experience and behavior. 

Litwin and Stringer (1968) studied on organizational climate. Organizational 
"climate," on the other hand, lent itself directly to observation and measurement and 
thus has had a longer research tradition (Litwin and Stringer 1968, cited in Schein, 
1988). James and Jones (1977) also used Litwin and Stringer (1968) organizational 
climate dimensions such as organizational structure, responsibility, rewards, risk, 
warmth, support, standards, conflict and identity for his research. York, Colasanti 
and Josephson (1988) used above dimensions for their research and also investigated 
the relationship with job satisfaction. 

According to the book of Sauter, Hurrell and Cooper (1989), monitoring has the 
capability to change job design substantially. All theories of human performance at 
work identify the significance of having up-to-date, accurate information about 
individual performance so that aspects of personal motivation can be applied to 
increase productivity. While the theories may differ on the use of the information, 
they agree on the need for such information. While electronic monitoring can play a 
significant role in providing this information, it also has the potential to be stressful 
and thereby reduce employee motivation. It is apparent that monitoring must be 
conducted in the proper 'organizational climate' for it to produce the beneficial results 
on employee behavior without the cost associated with job stress. 
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2.13 Employee Empowerment and Electronic Monitoring 

Spreitzer (1996) investigated structural characteristics of empowerment. Considering 
the past decade, organizational researchers have begun to reach consensus on 
conceptualizing empowerment (Spreitzer, 1996; Thomas and Velthouse, 1990), little 
research has examined explicitly the influence of organizational context on 
individual empowerment (Conger and Kanungo, 1988). Although notions of 
empowerment has been implicit in research on alienation (Seeman, 1959), 
participation and job enrichment (Hackman and Oldham, 1980). The construct has 
only recently received rigorous conceptualization and measurement. Constructing of 
the work of Conger and Kanungo (1988), Thomas and Velthouse (1990) defined 
empowerment as intrinsic motivation manifested in four cognitions reflecting an 
individual's orientation to his or her work role. Based on their definitions four 
cognitions are meaning, competence, self-determination, and impact. 

Thomas and Velthouse (1990) suggested that the organizational environment can 
have a powerful influence on cognitions of empowerment. Spreitzer (1996) extended 
their work by specifying the content and nature of an empowering environment. 
Bandura (1989) suggested that, rather than being completely free form, or 
determined by their environments, people actively perceive those environments and 
are influenced by their perceptions rather than by some objective reality. Thomas and 
Velthouse (1990) suggested that individuals' judgments about observable 
organizational conditions are shaped by their interpretations, which go beyond 
verifiable reality. On the other hand, for individuals to feel empowered, they must 
perceive a role environment to be liberating rather than containing (Deci, Vallerand, 
Pelletier and Ryan, 1991). According to Spreitzer (1996) as an example, resources 
may be decentralized in objective reality, but if employees are not informed that 
those resources are available for their use then access to resources will have little 
influence on feeling of empowerment. 
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The relationship between social structure and empowerment may not be 
unidirectional. Over time, empowered individuals can also affect their environments 
through proactive behaviors (Thomas and Velthouse, 1990). Bandura (1978) 
explained the association between what individuals perceive to be an empowering 
environment and their cognitions of empowerment may be mutually reinforcing 
through a feedback loop between empowered behaviors and work context. 

Spreitzer (1996) explained, a participative climate was related to the empowerment 
as well. And the climate of the work unit defines what is valued, what should be 
cared about. Further he added, a participative climate helps employees believe that 
they are important assets in the organization and that they can make a difference. 
Dimitriades and Kufidu (2004) investigated the empowerment with different type of 
demographics variables. 

Spreitzer (1995) investigated by concerning more about psychological 
empowerment. According to his studies, both organizational researchers and 
practitioners have identified psychological empowerment as a construct meriting 
critical inquiry (Thomas and Velthouse, 1990). Widespread interest in psychological 
empowerment comes at a time when global competition and change require 
employee initiative and innovation (Drucker, 1988). Conger and Kanungo (1988) 
defined empowerment as the motivational concept of self-efficacy. After reviewing 
relevant research, Thomas and Velthouse (1990) argued that empowerment is 
multifaceted and that its essence cannot be captured by a single concept. An 
interesting finding is the relationship between organization size and employment 
empowerment. Both in the Spreitzer (1996) and in the present studies organization 
size was significantly related to the meaning dimension. Conger and Kanungo (1988) 
conceived of empowerment as the process of psychological enabling, primarily 
through the enhancement of self-efficacy beliefs. Menon (2001) expanded research 
by including perceived control and goal internalization. Besides perceptions of 
competence, perception of control and goal internalization of the organizational goals 
also psychologically enables individual employees, thus empowering them. He 
further explained empowerment as a cognitive state and such a definition also helps 
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to reconcile semantic differences in the use of the word "empowerment". An 
empowered employee is one who "possesses the attribute of empowerment", that is, 
he or she is in a state of empowerment. 

Wellen and Hanson (2009) explored the notion that work control may provide a 
buffer against the negative effects of high levels of electronic monitoring. Their 
study is aimed at examining how work empowerment influences the relationship 
between perceived levels of work electronic monitoring and work outcomes. Work 
empowerment refers to an employee's cognitive appraisal of the attributes that 
contribute to a sense of job control (Thomas and Velthouse, 1990). Further they 
added, the impact of perceived level of work electronic monitoring on work 
outcomes, including attitudes towards electronic monitoring, and the expression of 
negative work behavior. In addition, they explored work empowerment as a potential 
moderator of the effect of level of electronic monitoring on work attitudes and 
behavior. However, the findings of their research have important implications for the 
management. In circumstances where exposure to high levels of electronic 
monitoring is unavoidable, building a sense of empowerment over one's work may 
increase resilience against the negative effects of high monitoring. 
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