
1 INTRODUCTION 

1.1 Chapter Overview 

This research focuses on the perception towards the electronic monitoring at work 

place, and its impact on job satisfaction of software professionals in Sri Lanka. This 

chapter provides information associated with the background and motivation of the 

research, research problem, research objectives, research design and the significance 

of the study. 

1.2 Background and Motivation 

1.2.1 Electronic Monitoring 

Electronic monitoring makes it possible for employers to monitor the activities of 

their employees continuously and secretly. Computer based monitoring allows an 

employer to review specific activities of employees who work on computers. If an 

employee's work place is equipped with a full featured computer network, a manager 

can eavesdrop on all components of an employee's computer work without the 

employee's consent (Flanagan, 1994). 

Electronic monitoring refers to the use of computerized systems to automatically 

collect, store, analyze, and report information on employee activities at work. Also, it 

allows an employer to observe what employees do on the job and review employee 

communications, including e-mail and internet activity, often capturing and 

reviewing communications that employees consider private. So, electronic 

monitoring makes it possible to monitor many employees simultaneously and to 

obtain much more detailed information at the same time. 

Considering the local context, most of the companies do not officially inform their 

employees that they electronically monitor their employee activities. On the other 

hand, employees believe that the employers are overwriting their privacy. 
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1.2.2 Forms of Electronic Monitoring 

Monitoring technology provides the employer with the ability to track employees' 

internet movements and report on them. Today, almost all jobs have the potential to 

be subjected to electronic monitoring. According to Wen, Schwieger and Gershuny 

(2007), monitoring technology provides the employer with the ability to track 

employees' internet movements and report on them. Further they explained that the 

employee access to surf and browse is subjected to monitoring via reports, active 

daily monitoring and on-line notification. Therefore the technology is capable of 

taking pictures of an employee's screen at periodic intervals, which enables the 

employer to see the sites employees are visiting, the messages they are e-mailing, 

and the confidential information they may possibly be exposing. This indicates that it 

is not only the employees' internet usage that is being monitored, but also the screen 

content of their e-mail, for potentially offensive or inappropriate messages. They 

investigated about software solutions that help employers to monitor employees' 

machines and/or send e-mail reports to a specified e-mail address. Some of the 

applications send exact copies of employees' e-mails, chats, instant messages, and 

usage of sensitive words and phrases to a specified e-mail address instantaneously. 

1.2.3 Benefits and Drawbacks of Electronic Monitoring 

Employers have a right to electronically monitor their employees' computer related 

activities. This helps them to increase the productivity in long-term. Most of time 

employers highlight that electronic monitoring is critical in getting better employee 

productivity and to ensure the quality of work. Varieties of industries use computer-

based monitoring to train employees and to check the quality of their work 

(Flanagan, 1994). Some of these research findings, as well as anecdotal evidence, 

suggest that, in addition to stress and lack of workplace privacy, electronic 

monitoring can contribute to negative employee behaviors. These behaviors can have 

a significant impact on employee work life and on the corporate bottom line. This is 

why it is important to understand and explain them in relation to electronic 

monitoring (Vorvoreanu and Baton 2000). 
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Most employers have good business justifications to electronically monitor 

employees in the workplace including assessing worker productivity, protecting 

company assets from misappropriation, and ensuring compliance with workplace 

policies. Without proper control, employees with internet addiction problems are 

reported to display disturbed patterns of internet use. Employees with serious internet 

abuse problems can show many disorders, including depression, or loneliness. These 

problems can carry over to the workplace and result in a lowered productivity of 

employees in the workplace. In the worst case scenarios, some internet abuse 

problems, including pornography, gambling, online auctions, chat rooms and 

blogging, can create corporate liability with illegal activities and potential lawsuits. 

Electronic monitoring leads to different type of positive and negative results for both 

employees and the organization. 

Al-Rjoub, Zabian and Qawasmeh (2008), investigated different areas based on 

employee's point of view such as lowest interest in the job, absenteeism, privacy 

invasion, quality of work, lack of trust between employees themselves, between 

employees and supervisors and between supervisors and managers, work pressure, 

performance, productivity and stress. 

According to the study carried out by Ariss (2002), there are some recommendations 

for electronic monitoring for employers. 

• Identify the business purpose for the monitoring and confine it to what is 

necessary to accomplish that purpose. Monitoring will only be used as 

necessary and will not be intrusive on the employees' computer work. 

• Require every employee to sign a statement that authorizes organization to 

monitor e-mail and computer usage. This statement makes it clear that 

employees should have no expectations of privacy in their electronic 

communications. 

• Develop and provide employees a written policy on employee use of 

communication systems, outlining exactly what types of communication are 

prohibited. 
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• Inform all employees how and when they will or might be monitored and 

what standards will be used to evaluate their performance. 

• Inform employees that employee passwords for company systems do not 

guarantee privacy and may be overridden. Require employees to notify an 

administrator of their passwords to further decrease their expectation of 

privacy. 

• Consider the costs of excessive monitoring, such as low morale, high 

turnover, and potential lawsuits, when formulating and enforcing policies. 

1.2.4 Role of Electronic Monitoring at Workplace 

Without e-mail systems and internet, it is very difficult to run a business today. 

However, day by day as electronic business activity increases, ad-hoc email 

implementation, prolonged management neglect and user abuse of email systems 

have generated negative effects. As an organization it is very hard to anticipate, 

manage and prevent these negative effects. Many organizations try to control the 

negative effects of email through a combination of policies and electronic 

monitoring. 

Duane and Finnegan (2004) investigated the experiences of employees exposed to 

electronic monitoring and control email usage. They did this research by using 

different types of fairly large companies and table 1.1 highlights the key factors that 

organizations need to focus for effectively electronically monitoring and controlling 

email usage for business use and the minimize its associated risks. Management of 

the companies believe that email monitoring must be supported by policies, 

procedures and a substantial commitment to communicating and working with staff 

to improve their understanding of the critical nature of email as a business tool. 

However, none of the organizations provided staff with email system training in the 

early stages and relying on technical controls does not appear to have been successful 

as technical controls, and in particular filtering and anti-virus software, require a lot 

of updating in order to be effective. Furthermore, email policies were often vague, 
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contradictory in practice, poorly communicated and largely inaccessible to staff. 

Organizations should consider delegating responsibility for email system monitoring 

and control to a committee. 

Table 1.1 Key factors for effectively monitoring and controlling email usage 

Area Key Factor 

Technical Management must ensure that anti-virus software is effective and 

regularly updated. 

Management must ensure that effective filtering rules are developed 

and applied. 

Formal Management must delegate responsibility for managing email to a 

committee. The task is too great and complex for one or two 

individuals. 

Management must put a lot of time and effort into drafting and 

updating the email policy. 

Management must devote substantial time to creating awareness of the 

email policy. 

Management must explain to staff the critical nature of email to the 

organization. 

Informal Management must continuously maintain awareness of email controls. 

Email notifications may not be sufficient. 

Management must educate and train existing, new and temporary staff 

about the technical, legal, ethical and social aspects of email. 

Source: Duane and Finnegan, 2004, p.237 

As a management body, American Management Association (AMA) is doing a 

survey to gather information related to workplace monitoring and surveillance. 

According to their survey 2007, employers increasingly combine technology 

including e-mail monitoring, website blocking, phone tapping and GPS tracking, 

along with policy to manage productivity and minimize litigation, security, and other 

risks. To motivate compliance with rules and policies, more than one fourth of 
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employers have fired workers for misusing e-mail and nearly one third has fired 

employees for misusing the internet. This survey further recognized different areas of 

electronic monitoring as illustrated in below given tables. 

Firing Employees for E-Mail and Internet Misuse 

28% of the employers have fired workers for e-mail misuse on following reasons: 

Table 1.2 Firing employees for e-mail misuse 

Fired Reason Percentage 

Violation of any company policy 64% 

Inappropriate or offensive language 62% 

Excessive personal use 26% 

Breach of confidentiality rules 22% 

Other 12% 

Source: AMA, 2007, p.l 

30% of bosses have fired workers for Internet misuse cite on following reasons: 

Table 1.3 Firing employees for internet misuse 

Fired Reason Percentage 
Viewing, downloading, or uploading inappropriate/offensive content 84% 

Company policy 48% 

Excessive personal use 34% 

Other 12% 

Source: AMA, 2007, p.l 
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Monitoring Internet, Blogs and Social Networking Sites 

Employers are primarily concerned about inappropriate Web surfing, with 66% 

monitoring internet connections. A high percentage (65%) of companies use software 

to block connections to inappropriate websites, which is a 27% increase since 2001, 

when AMA first surveyed electronic monitoring and surveillance policies and 

procedures. 

According to their studies most of the organizations are willing to block adult sites 

with sexual, romantic, or pornographic content and also game sites. Recently most of 

the organizations are concerned about social networking sites other than the above 

sites. 

Table 1.4 Monitoring Internet, Blogs and Social Networking Sites 

Employers who block access to the web are concerned about 

employees visiting 

Percentage 

Adult sites with sexual, romantic, or pornographic content 
96% 

Game sites 61% 

Social networking sites 50% 

Entertainment sites 40% 

Shopping/auction sites 27% 

Sports sites 21% 

Companies use URL blocks to stop employees from visiting 

external blogs 

18% 

Source: AMA, 2007, p.l 
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Forms of Electronic Monitoring by Employers 

Employers use different forms to track their employees. 

Table 1.5 Forms Electronic Monitoring by Employers 

Forms of electronic monitoring Percentage 

Tracking content, keystrokes, and time spent at the keyboard 
45% 

Store and review computer files 43% 

Blogosphere 12% 

Social networking sites 10% 

Source: AMA, 2007, p.l 

Reasons for Monitoring Computer Activity 

According to AMA (2006) survey, concern over litigation and the role electronic 

evidence plays in lawsuits and regulatory investigations has spurred more employers 

to monitor online activity. Concerns about the data security and employee 

productivity, make the employers motivated to monitor web and e-mail use and 

content. Workers' e-mail and other electronically stored information create written 

business records that are the electronic equivalent of DNA evidence. As a result, 

24% of employers have had e-mail subpoenaed by courts and regulators and another 

15% have battled workplace lawsuits triggered by employee e-mail. And also they 

have found, most of the employers were taking advantage of monitoring and 

blocking technology to battle people problems including the accidental and 

intentional misuse of computer systems and other electronic resources with the help 

of control the risk of litigation, security breaches and other electronic disasters. 
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Reasons for monitoring e-mail usage 

According to the research of Al-Rjoub, Zabian and Qawasmeh (2008), most of the 

organizations are having the following reasons for monitoring e-mail usage. 

• To ensure that electronic communication facilities provided by the company 

solely for company business 

• To be able to define who may review the company information, the purpose 

for which the information may be used and that the information may be 

stored on a separate computer 

• To avoid the sending of any discriminatory, offensive, or unprofessional 

message content 

• To ensure that the accessing of any internet site that contains offensive or 

discriminatory content is unused 

• To avoid the posting of personal opinions on the internet using the company's 

access 

These reasons are considered minimum standard that motivate electronic monitoring 

of e-mail and internet usage of the employees. 

1.2.5 Employee Perception of Electronic Monitoring 

Oz, Glass and Behling (1998) explained very well "What employees think" about 

electronic monitoring at workplace based on their research. Both of these researchers 

identified that there is a distinctive difference between over the shoulder or walk 

around monitoring and electronic monitoring. Employees being monitored are aware 

of the supervisors' activity from the beginning to end, in the past. But now, they are 

aware of the monitoring only if a deliberate signal is given. Employers regard the 

unawareness of the employees as an advantage of electronic monitoring. Further they 

studied there is a deference between the use of video cameras and eavesdropping on 

one hand and computer based monitoring on the other. And they clarified any type of 
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electronic monitoring may be used without the worker's awareness. Employers have 

the right to monitor employees in the workplace during working hours because they 

are responsible for all of the activities, including the company's information and 

employees' safety, which happened during the working hours (Lee and Kleiner, 

2003). 

Previous research studies show that the employees exposed to high levels of 

electronic monitoring at the workplace might experience a range of negative 

physical, psychological, and work outcomes. Most of the organizations today use 

electronic technology to capture the actions of individuals or groups on the job. Most 

of the time, employees' perceptions towards electronic monitoring at work, contradict 

with the need for law enforcement within the organization intended by the top management. 

Research shows that this perception is usually linked with greater levels of stress, 

less favorable work attitudes and poorer social interaction of the employees. 

Further, there are cases reported in Sri Lanka recently of job termination of software 

professionals, as a result of the electronic employee monitoring at work place. 

Therefore this is a very timely topic and the studying of the relationship between 

employee perception towards electronic monitoring and job satisfaction would be of 

vital importance to the employers, in determining the long term profitability of the 

organization. Also, no significant research related to electronic monitoring has been 

carried out within the Sri Lankan context, which makes this research beneficial to the 

research knowledge of electronic monitoring and its impact on job satisfaction. 

• How do the software professionals in Sri Lanka perceive electronic 

monitoring at work place? 

• Does this perception influence the job satisfaction of the software 

professionals in Sri Lanka? 

These two questions provide the exact motivation in doing the present study. 
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1.3 Research Problem Statement 

Majority of the software development organizations in Sri Lanka today use some 

means of electronic technology to monitor their employees' activities. This may be 

subjected to monitoring of employee e-mail, instant messaging and internet usage of 

the employee. There are cases reported in Sri Lanka recently that job termination of 

software professionals, due to the conflicts of interest aroused among the employee 

and the employer as a result of the electronic monitoring at work place. Most of the 

software professionals perceive this as a serious matter because the mutual trust that 

should be there between the employer and the employee is in question. A probable 

outcome would be the unhappiness and dissatisfaction at work. 

So the Research Question would be: 

What is the employee perception towards electronic monitoring at workplace 

and its impact on the job satisfaction of Software Professionals in Sri Lanka? 

1.4 Objectives of the Research 

• To identify the impact of the employee perception towards electronic 

monitoring at workplace, on job satisfaction of Software Professionals in Sri 

Lanka 

• To provide the software development companies awareness, on the 

relationship between electronic monitoring at work place and job satisfaction 

of the software professionals 

• Contribute to the existing research knowledge in the field of electronic 

employee monitoring at workplace 
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1.5 Research Design 

This research focuses on the perception towards the electronic monitoring at work 

place, and its impact on job satisfaction of software professionals in Sri Lanka. The 

target population was the software professionals working in the software 

organizations as well as the non-software organizations such as in house software 

development companies in Sri Lanka. According to this background, this research 

will implement the empirical approach of research since obtaining good grasp of the 

phenomena of interest while advancing knowledge through subsequent theory 

building and hypothesis testing would be necessary. 

Since this research is aimed at describing the perception towards the electronic 

monitoring at work place and its impact on job satisfaction of software professionals, 

it would be a correaltional study by nature. This suggests that apart from the 

proposed factors, several other factors might exist and at the same time attempts 

would be made to analyze whether these factors could significantly explain, and to 

which extent, the job satisfaction of the software professionals in Sri Lanka. Also, 

since the current study can be conducted with the data gathered within three months, 

it falls into the category of cross sectional studies. 

Initial stage of this research is to undertake an extensive review of literature, in order 

to recognize specific factors that are associated with electronic monitoring at 

workplace and the job satisfaction of the software professionals. Then the theoretical 

framework will be developed to address the major research problem, which is largely 

based on the previous research as well as expert opinion. 

Next, a questionnaire instrument will be developed to capture the necessary research 

variables. The population for this research was the Software professionals working in 

the software organizations as well as non-software organizations such as in house 

software development companies in Sri Lanka. Questionnaire would be administered 

adopting stratified random sampling techniques. 
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Since this is a correaltional study, the survey would be conducted in the natural 

environments of the software professionals in Sri Lanka with minimum interference 

by the researcher, with the normal flow of work. Based on the analysis and 

interpretation of data, conclusions and recommendations would be drawn. 

•<4 

1.6 Importance and Benefits of the Study 

• Employers can make better decisions in electronic monitoring, on the basis of 

its effects on employee job satisfaction as opposed to a way of law 

enforcement within the organization 

• Research outcome would be an indicator of the level of acceptance of 

electronic employee monitoring, among the software professionals in Sri 

Lanka 

• Employers can plan employee empowerment programs to overcome any 

issues associated with electronic monitoring if any 

1.7 Nature and the Form of the Results 

• Recognition of the relationship that exists, between the employee perception 

of electronic monitoring at workplace and the job satisfaction of the software 

professionals in Sri Lanka 

• Identification of the effects of employee perception of electronic monitoring 

at workplace, on various dimensions of job satisfaction 
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1.8 Structure of the Thesis 

This thesis contains six chapters and a brief description of each chapter is given 

below: 

Chapter 1 provides the motivation and background to the research, research problem, 

research objectives, research design and the significance of the research study. 

Chapter 2, will provide an insight to the diverse literature associated with electronic 

monitoring, electronic monitoring at workplace and its relationship with job 

satisfaction of software professionals. 

Chapter 3 explains the research methodology adopted for the present study, including 

detail descriptions on the theoretical framework, research variable definitions, 

variable relationships, questionnaire instrument development, survey approach, 

development of hypotheses etc. Chapter 4 provides the observations and results 

associated with the collected data presented statistically. Also, a detailed analysis and 

discussion on the observations and the results obtained would be provided. 

Based on the analysis and the interpretation of the data, Chapter 5 draws conclusions 

on the total research outcome, including the managerial implications in business. 

Also, the limitations of the present study along with the directions for future research 

would be discussed. 
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